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Abstract:  In At present with increasing popularity of online shopping Debit or Credit card fraud. Personal information security are 

major concerns for customers, merchants and banks specifically in the case of Card Not Present. Many web applications provide 

secondary authentication methods i.e., secret questions (or password recovery questions), to reset the account password when a 

user’s login fails. Today’s prevalence of smart phones has granted us new opportunities to observe and understand how the personal 

data collected by smart phone sensors and apps can help create personalized secret questions without violating the users’ privacy 

concerns. We present a Secret-Question based Authentication system, called “Secret-QA” that creates a set of secret questions on 

basis of people’s smartphone usage. We develop a prototype on Android smartphones. We design a user authentication system 

where user register into system by providing name, mobile number, email id. User login with user name and secret location with 

secret keyword. If user forget the secret location or secret keyword then user will answer set of secret questions created based on 

the data of user’s daily activity and short-term smartphone usage. Feature selection will be applied to select question type by data 

collected from mobile sensors. The questions can be true/false type secret questions. These question are easy to answer and no need 

to remember because those are on based on user personal life and events. Due to this application security will be enhance because 

only user knew the events and things he/she did recently.   
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I. INTRODUCTION 

 

Secondary Authentication can be categorized in two types. When user forgets the password and wants to log in to their 

account by proving answers to the security Question and the other is When the user wants to get access to the very secure form of 

information like banking then also he/she should provide answer to the Security Question.  

Password recovery questions are widely used by many Web Services as the secondary authentication method for resetting 

the account password when user forgets their primary credential. When User creates their account on usually used websites like 

Gmail, yahoo, msn etc. user have to choose questions from predetermined list of the Questions. All these are blank fillings. User 

can reset his account password by providing the correct answers to the security Questions.  

For the easiness of setting and memorizing the answers, most of the secret questions are blank-fillings and that are created 

based on the long-term remembrance of a user’s personal history that may not change over months/years (e.g., “What’s the model 

of your first car?”). So the research has revealed that such kind of blank-filling questions created upon the user’s long-term personal 

history may lead to poor security and reliability, as answers of such Questions can be guessed by the usage of social networking 

sites.  

The prevalence of smart phone has provided a source of the user’s personal data related to the knowledge of his short-term 

history, i.e., the data collected by the smart phone sensors and apps can be used for creating the secret Questions. Short - term 

personal history (typically within one month) can be used. Short-term personal history is less likely exposed to a stranger or 

acquaintance, because the rapid changes of an event that a person has experienced within a short term will increase the resilience 

to guess attacks. This implies improved security for such secret questions. 

Proposed system presents a Secret-Question based Authentication system, with the advantage of the data of smart phone 

sensors and apps without violating the users privacy. In this Authentication system questions are True/false for easier remembrance 

of user. 

 
II. RELATED WORK 

 

A. Existing Work: 

In existing system User provides password recovery email id, mobile number at the time of registration. System user can reset 

his/her password by email, mobile.User needs to answer the secret questions correctly. There is no industry standard either for 

providing guidance to users or developers when using or implementing a Forgot Password feature. The result is that developers 

generally pick a set of dubious questions and implement them insecurely. 

They do so, not only at the risk to their users, but also because of potential liability issues at the risk to their organization. 

Ideally, passwords would be dead, or at least less important in the sense that they make up only one of several multi-factor 

authentication mechanisms. The reason that most organizations allow users to reset their own forgotten passwords is not because 

of security, but rather to reduce their own costs by reducing their volume of calls to their help desks. It's the classic convenience vs. 

security trade-off, and in this case, convenience (both to the organization in terms of reduced costs and to the user in terms of 
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simpler, self-service) almost always wins out. So given that the business aspect of lower cost generally wins out, what can we do 

to at least raise the bar a bit? 

 

Disadvantages of Existing System 

1. Lack of security. 

2. Anyone can get access to user’s account. 

3. Existing systems can get attacked by unauthorized user. 

4. Fail to provide best services to the user. 

5. Different apps for different applications causing inconvenience to users.  

 

B. Proposed Work: 

In proposed system, we design a user authentication system where user register into system by providing name, mobile 

number, email id. User login with user name and secret location with secret keyword. If user forget the secret location or 

secret keyword then user will answer set of secret questions created based on the data of user’s daily activity and short-

term smartphone usage. Feature selection will be applied to select question type by data collected from mobile sensors. 

We evaluated the reliability and security by using true/false type secret questions. These question are easy to answer and 

no need to remember because those are on based on user personal life and events.  

 

Advantages of Proposed System 

1. Enhance the security of the secret questions. 

2. Can be used for any social media app, bank applications. 

3. Cost effective. 

4. User friendly. 

5. Provide best services to the user 

 

III. PROBLEM STATEMENT 

 

To remember the tricky password is very inconvenient job, because it’s a combination of alphanumeric and special symbol. If 

some of reason user forgot password or mistype password then user can’t access his/her account. To get the access of account 

user have to answer the security question. Security question and answer are recorded at the time user registration. After long time 

it’s difficult to remember the security answer. At the same time for hacker or malicious user it’s easy to guises the password. To 

avoid these problem we proposed system that can over come threat from existing system. 

 

IV. Relevant Mathematics with the Project 

 

3.1 Algorithm 1: 

 

AES encryption algorithm: 

 

o Derive the set of round keys from the cipher key. 

 

o Initialize the state array with the block data (plaintext). 

 

o Add the initial round key to the starting state array. 

 

o Perform nine rounds of state manipulation 

 

o Perform the tenth and final round of state manipulation. 

 

o Copy the final state array out as the encrypted data (ciphertext). 

 
 

 

 

Cipher(byte in[16], byte out[16], key_array round_key[Nr+1]) 

begin 

byte state[16]; 

state = in; 

AddRoundKey(state, round_key[0]); 
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for  i = 1  to  Nr-1  stepsize 1 do 

SubBytes(state); 

ShiftRows(state); 

MixColumns(state); 

AddRoundKey(state, round_key[i]); 

end for 

SubBytes(state); 

ShiftRows(state); 

AddRoundKey(state, round_key[Nr]); 

end 

 

V. System Architecture 

 

 We design a user authentication system where user register into system by providing name, mobile number, email id. User login 

with user name and secret location with secret keyword. If user forget the secret location or secret keyword then user will answer 

set of secret questions created based on the data of user’s daily activity and short-term smartphone usage. Feature selection will be 

applied to select question type by data collected from mobile sensors. We evaluated the reliability and security by using true/false 

type secret questions. These question are easy to answer and no need to remember because those are on based on user personal 

life and events. Due to this application security will be enhance because only user knew the events and things he/she did recently. 

To provide the extra security to secret location and secret keyword both will be encrypted with AES algorithm.  

  

 
Figure 4.1. System Architecture 

    

This new generated encrypted information will be use as encryption key of aes algorithm. With the help of aes algorithm 

encrypted location again get encrypt. If user failed to authenticate himself then current location will be fetched and system will 

capture image of user by using front camera and information will be send to users registered on email id or mobile number. If 

users personal activity data is not available for more than a month at that time user will be authenticated with its registered email 

id and mobile number and if authentication passed successfully then user will receive a reset password notification on his 

registered mail Id. 
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VI.MathematicalModeling 
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Fig: Mathematical Model 
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 Result: 

In this paper we have proposed a system which takes the user’s mobile data and generate the questions as per user’s 

current activities to enhance the security.  
 

 

                                                                                   

                                                                 
 

 

  

Fig: Result of proposed system 
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VII. CONCLUSION 

In Proposed system ask question to user which are basis on users personal life on the basis of short time period and recent activity. 

Question generated on the basis of data collected by smartphone sensor and app. Proposed system ask secret questions without 

violating the users privacy. In proposed system user no need to remember question answer for long time period. 
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