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Abstract— we are living in the modern era where we enjoy the benefit brought by various kinds of IoT devices, our private data are leaked. 

Smartphone, as the typical hub of IoT devices, use various kinds of applications, which collect our private data. In fact, private data leakage, 

as a possible danger, is caused by the current design trend in industry, which is increasing day-by-day. However, few people notice the side-

effect, but they never stop using “smart” devices. In this paper, we have introduced the behaviors of data collection, clarified the motivations 

and motive behind them. Cloud computing is the perfect way out with sufficient resources and admirable services. This paper introduces a 

mobile–cloud framework to provide fine-grained permission authorization service for IoT devices. To protect confidentiality of the sensitive 

data while supporting data is encrypted by the proposed convergent encryption technique before out sourcing, with using AES algorithm.  
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I. INTRODUCTION 

At this moment the demand of internet for wireless communication is increasing day by day and hence the security is necessary to guard 

such communication by users on unconfident wireless medium. Data which is transfer over the communication channels is vulnerable 

to attacks because of confidential data it contain. To explain the data from outside threat the belief of Cryptography is emerged, in this 

methodology of writing such code is cipher and text is converted into cipher text which is commonly called Encryption whereas the 

reverse practice of converting a cipher text into normal text is known as Decryption. Modern cryptography techniques are more secure 

than the simple ones and are extensively used such as DES, 3DES, AES, ECC, ECDH, RSA [5]. In the past decade, the Internet of 

Things (IoT) has subtly influenced our daily life. All kinds of physical objects, including groceries, vehicles, buildings, and others, are 

connected and combine into a network with the help of all kinds of electronics, such as sensors, mobile devices, another wearable 

equipment. Everything is becoming smart and convenient for users. Meanwhile, due to the limited resources of IoT devices, cloud 

servers with sufficient resources can be used to take charge of data processing and storage. 

This research is based on how the data is leaked from a Smartphone because of so many other apps collect users’ data more than needed 

for the original function while within the permission scope, including tracking location, accessing photos, accessing address book, 

accessing calendar, tracking International Mobile Station Equipment Identity (IMEI) and Unique Device Identifier (UDID), and more. 

By the proposed approach, described in this paper, the low-cost, simple and friendly solution for the private data security will be 

presented that is user friendly, in this framework the idea is to demonstrate a small reliable cloud framework that is in contact with 

Android application connecting to the remote main server to provide fine-grained permission authorization service for IoT devices, and 

show its performance by experimental results, In this framework to get rid of data leakage, the data from the user side is sent to the 

cloud server in encrypted from, once the data is uploaded it can't be access in phone that leads to data security. For the data to be 

encrypted key is needed, that’ll be given by user, so while decrypting the data key will be the same i.e. “symmetric key for encryption 

& decryption”, and after decrypting the data, the data will be accessible in the Smartphone. The categorization of data is been done on 

the priority bases the priority of the Image file is been given 1st place and the priority of Video file is on 2nd place and following that 

the priority level of documents is on 3rd place and so on. 
 

II. PROBLEM STATEMENT 

In the present system all data is been directly uploaded to cloud. After the user gets authorized to the system he can upload the data which 

he wants to but the problem here is that if he is not the valid user he will be able to change the login credential and can see or modify the 

data which is over the server. And on other hand the problem related to algorithm was also there because for encryption & decryption 

different keys was using, as the algorithm was not efficient the security related problem was present. 

 

III. RELATED WORK  

The detailed working mechanism of the existing system is shown in Figure 1.  IoT System sends the request to access data to the cloud. 

The access control service receives the requests and validates the authorization. The en/decryption service encrypts and decrypts data 

http://www.ijcrt.org/
http://www.thesaurus.com/browse/admirable


www.ijcrt.org                                        © 2018 IJCRT | Volume 6, Issue 1 March 2018 | ISSN: 2320-2882 

IJCRT1802990 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 672 

 

before data is stored in storage and sent back to IoT devices. If we allow the access control service to authorize apps to access one specific 

type of data with the same privacy level, our approach can reduce over 2.5 times the privacy grade than original coarse-grained permission 

authorization. If we set the access control service to only allow apps to access the specific pieces of data they need, our approach can 

reduce over 35 times the privacy grade than the original. To provide fine-grained permission authorization, the first thing is to classify 

users’ data based on their privacy [1]. 

The limitation of this framework is that it was related to website only, and the security was not perfectly given to the data of the user, and 

the project was only related to web application only. 

 

. 

figure.1 authentication and encryption/decryption process in cloud framework 

 

IV. IMPLEMENTED SYSTEM 

The Smartphone is the pivot, and can be used to control various IoT devices. However, Data over-collection behaviors are ubiquitous, 

due to the deficiencies of current mobile operating Systems. They only provide coarse-grained permission authorizations and general 

privacy management. Cloud computing with sufficient resources and fine-grained access control service can be used to solve the data 

privacy issue [1]. We propose a workflow that allow user to store, modify and to see data at one place only without actually storing at 

their device. In this project the user will be able to get logged in to the mobile application with the correct login credential and once they 

get to the actual framework there they can select the data which they want to select and before uploading it to the cloud server they have 

to give encryption key [4]. This key make the data more secure because by any chances if any unauthorized user get the access to the app 

he/she won’t be able to decrypt is as the key need to be the same for decrypting also. The user will get the list of what data has been 

uploaded to the server and from that list the data can be retrieve back. The other security provided by this application is that once data is 

been uploaded to the server it won’t be displayed in the Smartphone, as the data is not accessible it won’t be tracked by other applications. 

 

 
figure.2 working mechanism of the mobile–cloud framework. 

 

And for the encryption & decryption the algorithm which were using is AES, AES is announced as a federal information Processing 

standard by NIST (National institutes of standards and technology) in 2001. AES is recurrently used encryption technique due to its high 

security, efficiency and simplicity. It uses the same key for both encryption and decryption process and known as symmetric block cipher. 

It uses three block ciphers AES-192, AES-128, AES-256. There are different rounds of processing according to the block size such as 10 

rounds for 128- bit key, 12 rounds for 192-bit key and 14 rounds for 256-bit key. Different steps for encrypting data with AES are given 
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below: Key Expansion- Rinjndael’s Key Schedule is used to calculate the round key using the cipher key. Initial Round- Add round key: 

Bitwise XOR operation is used to combine each byte of the state with the derived round key. 

Different Rounds of Processing 

1. Sub Bytes: every Byte is replaced with another using the lookup table, a nonlinear kind of substitution. 

2. Shift rows: This is called transposition step where each row will by cyclically shifted to number of times required. 

3. Mix columns: four Bytes of each column are combined in a state matrix. 

4. Final Round 

5. Sub Bytes 

6. Shift Rows 

7. Add Round Key 

So, the final round will not have mixing of columns. During Decryption the processing rounds will be same but the only difference is 

Inverse of every processing round will be executed. If in encryption we have sub bytes then in decryption it will be Inverse sub bytes. 

Similarly for shift rows and mix columns in encryption there will be Inverse shift rows and inverse mix columns for decryption. 

 

 
figure.3 work flow of AES algorithm 

 

 

 

V. RESULTS  
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              figure.4 Starting Page                                                                                             figure.5 Registration Page 

 

 
 

 

 

 

 
 

 

 

 

 

 

 

 

 

             figure.6 Login Page                                                                                   figure.7 Mobile framework 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    figure.8 selection of image files from gallery                                                         figure.9 key to encrypt file 
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               figure.10 encrypted file                                                                                               figure.11 key to decrypt file 
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                  figure.12 decrypted file downloaded                                                         

figure.13 decrypted data in smartphone 

 

 

 

 

figure.14 encrypted data uploaded on cloud server 
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VI. CONCLUSION  

This project elaborates the design and construction of mobile framework. The smartphone is the pivot, and can be utilized to control 

different IoT gadgets. However, data over-collection behaviors are present, due to the deficiencies of current mobile operating systems. 

This application will permit end client to store their private information over the cloud. By symmetric encoding and decoding method, 

once information is transferred to server it won't be accessible in the portable smartphone. The client needs to decode the file and download 

it in smartphone to access it again. The future aspect of this project is that we can select multiple data at a time to encrypt. 
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