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ABSTRACT

With the drastic change of computer technology,
most of the data owners are conducting a keyword
search process for an encrypted data which is stored
in cloud server on behalf of the user without
learning about the under lying plain texts. However,
there are various schemes for an encrypted data
which supports either a single (or) conjuctive
keyword search remaining are able to perform an
expressive search format by using a keyword in an
efficient manner. In this project, we are going to
describe about the searching process of a encrypted
data which is present in the cloud by using a
keyword in an expressive way, by allowing
different search policies and how it is working.
When comes to security we are providing a high
end security model which reaches to our standard.
Finally the implementation of this scheme is carried

out by using a rapid prototyping tool called charm.

INTRODUCTION

Consider a cloud-based healthcare information
system that hosts outsourced personal health
records (PHRs) from various healthcare providers.

The PHRs are encrypted in order to comply with

privacy regulations like HIPAA. In order to
facilitate data use and sharing, it is highly desirable
To have a searchable encryption (SE) scheme
which allows the cloud service provider to search
over encrypted PHRs on behalf of the authorized
users (such as medical researchers or doctors)
without learning information about the underlying
plaintext. Note that the context we are considering
Supports private data sharing among
multiple data providers and multiple data users.
Therefore, SE schemes in the private-key setting
[1], [2], [3], which assume that a
Single user who searches and retrieves his/her own
data, are not suitable. On the other hand, private
information retrieval (PIR) protocols [4], [5], [6],
which allow users to retrieve a certain data-item
from a database which publicly stores data without
revealing the data-item to the database
administrator, are also not suitable, since they
require the data to be publicly available. In order to
tackle the keyword search problem in the cloud-
based healthcare information system scenario, we
resort to public-key encryption with keyword search
(PEKS) schemes, which is firstly proposed in [7]. In
a PEKS scheme, a ciphertext of the keywords called
“PEKS ciphertext” is appended to an encrypted
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PHR. To retrieve all the encrypted PHRs containing
a keyword, say “Diabetes”, a user sends a
“trapdoor” associated with a search query on the
keyword “Diabetes” to the cloud service provider,
which selects all the encrypted PHRs containing the
keyword “Diabetes” and returns them to the user
while without learning the underlying PHRs.
However, the solution in [7] as well as other
existing PEKS schemes which improve on [7] only
supports equality queries [8].

Set intersection and Meta keywordsl [9], [10] can
be used for conjunctive keyword search. However,
the approach based on set intersection leaks extra
information to the cloud server beyond the results
of the conjunctive query, whilst the approach using
Meta keywords require 2m Meta keywords

To accommodate all the possible conjunctive
queries for m keywords. In order to address the
above deficiencies in conjunctive keyword search,
schemes such as the ones in were put forward in the

public-key setting.

EXISTING SYSTEM

In a private-key SE setting, a user uploads its
private data to a remote database and keeps the data
private from the remote database administrator.
Private-key SE allows the user to retrieve all the
records containing a particular keyword from the
remote database. However, as the name suggests,
private-key SE solutions only apply to scenarios

where data owners and data users totally trusted

o Private Information Retrieval. With
respect to public database such as stock quotes,
where the user is unaware of it and wishes to search
for some data-item without revealing to the
database administrator which item it is, private
information  retrieval (PIR) protocols were
introduced, which allow a user to retrieve data from
a public database with far smaller communication
then just downloading the entire database.
Nevertheless, in our context, the database is not
publicly available, the data is not public, and so the
PIR solutions cannot be applied.
DISADVANTAGES OF EXISTING SYSTEM:

e Private-key SE solutions only apply to scenarios
where data owners and data users totally trusted
each other.

e Nevertheless, in our context, the database is not
publicly available, the data is not public, and so

the PIR solutions cannot be applied.

PROPOSED SYSTEM:

e we propose a public-key based expressive SE
scheme in prime-order groups, which is
especially suitable for keyword search over
encrypted data in scenarios of multiple data
owners and multiple data users such as the
cloud-based healthcare information system that
hosts outsourced PHRs from various healthcare
providers.

e Our expressive SE scheme consists of a trusted

each other. trapdoor generation center which publishes a
public system parameter and keeps a master key
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in secret, a cloud server which stores and
searches encrypted data on behalf of data users,
multiple data owners who upload encrypted data
to the cloud, and multiple data users who would
like to retrieve encrypted data containing certain
keywords. To outsource an encrypted document
to the cloud, a data owner appends the
encrypted document with keywords encrypted
under the public parameter and uploads the
combined encrypted document and encrypted
keywords to the cloud. To retrieve all the
encrypted documents containing keywords

satisfying a certain access structure (i.e.,

predicate or policy) such as (“Illness
Diabetes” AND (“Age = 30” OR “Weight
150- 2007)), a data user first obtains a trapdoor

associated with the access structure from the
trapdoor generation center and then sends the
trapdoor to the cloud server. The latter will
conduct the search and return the corresponding

encrypted documents to the data user.
ADVANTAGES OF PROPOSED SYSTEM:

o We define a security model for expressive
SE, which takes into account all adversarial
capabilities of the standard SE security notion.

. Using a randomness splitting technique, our
scheme achieves security against offline keyword

dictionary guessing attacks to the ciphertexts.

IMPLEMENTATION
MODULES

e Data Owner

e Data User
e Tapdoor Generation Center
e Cloud Server

MODULES DESCRIPTION
Data Owner:

e Data owners who outsource encrypted data to a
public cloud.

e Data owner consists of two parts: the encrypted
document generated using an encryption

scheme and the encrypted keywords generated

Data User:

e Data users who are privileged to search and
access encrypted data.

e A data user issues a trapdoor request by sending
a keyword access structure to the trapdoor
generation center.

e After obtaining a trapdoor, the data user sends
the trapdoor and the corresponding partial
hidden access structure (i.e., the access structure
without keyword values) to the designated cloud

Server.

Tapdoor Generation Center:

e Trusted trapdoor generation center who
publishes the system parameter and holds a
master private key and is responsible for

trapdoor generation for the system
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Trapdoor generation centre which generates and
returns a trapdoor corresponding to the access
structure to data user.

Trapdoor generation center has a separate
authentication mechanism to verify each data
user and then issue them the corresponding
trapdoors.

Cloud Server:

Designated cloud server who executes the
keyword search operations for data users. To
enable the cloud server to search over
ciphertexts, the data owners append every
encrypted document with encrypted keywords
The latter performs the testing operations
between each ciphertext and the trapdoor using
its private key, and forwards the matching
ciphertexts to the data user.
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CONCLUSION

In order to allow a cloud server to search on
encrypted data without learning the underlying
plaintexts in the publickeysetting, Boneh [7]

proposed a cryptographic primitive called public-
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key encryption with keyword search (PEKS).Since
then, considering different requirements in
practice,e.g., communication overhead, searching
criteria and security enhancement, various kinds of
searchable encryption systems have been put forth.
However, there exist only a few public-key
searchable encryption systems that support
expressive keyword search policies, and they are all
built from the inefficient composite-order groups .
In this

Paper, we focused on the design and analysis of
public-key searchable encryption systems in the
prime-order groups that can be used to search
multiple keywords in expressive searching
formulas. Based on a large universe key-policy
attribute-based encryption scheme given in , we
presented an expressive searchable encryption
system in the prime order group which supports
expressive access structures expressed in any
monotonic Boolean formulas. Also, we proved its
security in the standard model, and analyzed its

efficiency using computer simulations.
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