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Abstract: Cloud computing provides a flexible and convenient way
for data sharing, which brings various benefits for both the society and
individuals. But there exists a natural resistance for users to directly
outsource the shared data to the cloud server since the data often
contain valuable information. Thus, it is necessary to place
cryptographically enhanced access control on the shared data identity-
based encryption is a promising cryptographical primitive to build a
practical data sharing system. However, access control is not static.
That is, when some user’s authorization is expired, there should be a
mechanism that can remove him/her from the system. Consequently,
the revoked user cannot access both the previously and subsequently

Il. MOTIVATION

current time period to the ciphertext such that the receiver can
decrypt the ciphertext only under the condition that he/she is
not revoked at that time period. A RIBE-based data sharing
system works as follows:

RIBE features a mechanism that enables a sender to append the

shared data. To this end, we propose a notion called revocable-storage
identity-based encryption (RS-IBE), which can provide the
forward/backward security of ciphertext by introducing the
functionalities of user revocation and ciphertext update
simultaneously. Furthermore, we present a concrete construction of
RS-IBE, and prove its security in the defined security model. The
performance comparisons indicate that the proposed RS-IBE scheme
has advantages in terms of functionality and efficiency, and thus is
feasible for a practical and cost-effective

data-sharing system. Finally, we provide implementation results
of the proposed scheme to demonstrate its practicability.

Terms—Cloud computing, data sharing, revocation, Identity-based

encryption, ciphertext update, decryption key exposure.

I. INTRODUCTION

Cloud computing enables users to get intended services

Step 1: The data provider (e.g., David) first decides the
users (e.g., Alice and Bob) who can share the data.
, David encrypts the data under the identities Alice

and Bob, and uploads the ciphertext of the shared data to
the cloud server.

Step 2: When either Alice or Bob wants to get the shared
data, she or he can download and-decrypt the

corresponding ciphertext. However, for an unauthorized user
and the cloud server, the plaintext of the shared data is not
available.

Step 3: In some cases, e.g., Alice’s authorization gets
expired, David can download the ciphertext of the shared
data, and then decrypt-then-re-encrypt the shared data

such that Alice is prevented from accessing the plaintext

irrespective of time and location across multiple platforms (e.g., moBflgne shared data, and then upload the re-encrypted data to

devices, personal computers), and thus brings great
convenience to cloud users. Among numerous services
provided by cloud computing, cloud storage service,

such as Apple’s iCloud, Microsoft’s Azure and Amazon’s S3 [4],
a more flexible and easy way to share data over the Internet,

which provides various benefits for our society. However,

it also suffers from several security threats, which are the primary

of cloud users.

Security Goals:
Data confidentiality
Backward secrecy
Forward secrecy

the cloud server again.
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Figure-. A natural RIBE-based data sharing system
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The data stored in the cloud may be frequently updated by
the wuser ,including insertion ,deletion, modification,
appending, recording etc, to ensure storage correctness
under dynamic data update is hence of paramount
importance. However solution to resolve data lost issue by
back up with data storage on cloud or external server.

Obviously, such a data sharing system can provide con
fidentiality and backward secrecy. Furthermore, the method
of decrypting and re-encrypting all the shared data can en-
sure forward secrecy. However, this brings new challenges.
Note that the process of decrypt-then-re-encrypt necessarily
involves users’ secret key information, which makes the
overall data sharing system vulnerable to new attacks. In
general, the use of secret key should be limited to only usual
decryption, and it is inadvisable to update the ciphertext
periodically by using secret key.

In this paper, we introduce a notion called revocable-
storage identity-based encryption (RS-IBE) for building a
cost-effective data sharing system that fulfills the three
security goals. More precisely, the following achievements
are captured in this paper:

The benefits of cloud-based services have become almost
cliché: universal accessibility, Web-based interfaces,
reduced capital expenditures, reduced personnel costs and
greater flexibility. client to spell out in advance how and
when they can access backups, the provider's responsibilities
in making sure the client can access your data when
necessary and the client's access to backups if they decide to
change providers. Regardless of any promises a cloud
provider might make in their marketing materials. choose to
use a cloud-based service to back up a wireless network,
make sure you have protocols in place in case you want to
do a bare-metal restore of a device on the network. In order
to access a wireless network, the system will need at
minimum an operating system and network drivers. It might
be necessary to boot the system being restored using a
thumb drive or USB stick in order to create an operating
environment where a wireless connection to the cloud-based
backup can occur. Cloud-based storage has become a
commodity so providers might prefer to store your data as
inexpensively as possible. As a result, the provider's data
center might not be located physically within the US
borders. If your backup data is subject to government or
industry data security regulations, you need to ensure that
the data centers where your backups are stored meet the
appropriate requirements.

This duplicate data center, of course, comes with duplicate
work. This may include at minimum: Facilities and real
estate to house the IT infrastructure .Management and
security personnel for these facilities. Enough server
capacity to store all data and meet the scaling requirements
of your applications. Support staff for maintaining the
infrastructure. Internet connectivity with enough bandwidth
to power your applications .Network infrastructure such as
balancers firewalls, routers, switches, and load.

I1. oBJECTIVE

a) Easily implemented with high reliability

Disaster recovery solutions are relatively easy to set up in the
cloud, especially compared to setting up your own duplicate
data center.

You don’t have to purchase and deploy backup servers, drives,
and disks. Rather, you can easily and instantly deploy a cloud
storage solution such as Amazon S3 to back up your data, or
even tier your backup with longer-term data storage solutions
like Amazon Glacier to lower costs even more. And it’s
extremely easy to restore your infrastructure quickly if your
app is backed up in the cloud. There’s no more dealing with
transportation and restoration of backup tapes to get your
application up and running again. When using the cloud for
DR, you can access all of your data through the internet much
more quickly and easily.

Disaster recovery is just much easier in the cloud.
b) Scalability

Cloud services can be easily scaled up to meet demand as
needed. In the traditional DR scenario, you had to make sure
that you had enough server capacity in your duplicate data
center to meet demand. And if you didn’t, app performance
would be slow and sluggish. With the cloud, scaling capacity
is simple, quick, and more cost effective, ensuring that your
customers will have a great user experience even in the case of
a disaster.

A comprehensive disaster recovery plan will help you do so.
And cloud computing can help you easily implement this plan
to increase reliability and flexibility while saving time and
money.

Cloud computing, based on virtualization, takes a very
different approach to disaster recovery. With virtualization, the
entire server, including the operating system, applications,
patches and data is encapsulated into a single software bundle
or virtual server. This entire virtual server can be copied or
backed up to an offsite data center and spun up on a virtual

host in a matter of minutes.

Since the virtual server is hardware independent, the operating
system, applications, patches and data can be safely and
accurately transferred from one data center to a second data
center without the burden of reloading each component of the
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server. This can dramatically reduce recovery times compared
to conventional (non-virtualized) disaster recovery approaches
where servers need to be loaded with the OS and application
software and patched to the last configuration used in
production before the data can be restored.

I1l. IMPLEMENTATION

The cloud shifts the disaster recovery tradeoff curve to the left,
as shown below. With cloud computing (as represented by the
red arrow), disaster recovery becomes much more cost-
effective with significantly faster recovery times.

We provide formal definitions for RS-IBE and its
corresponding security model; We present a concrete
construction  of RS-IBE. The proposed scheme can
provide confidentiality and backward/forward secrecy
simultaneously; We prove the security of the proposed
scheme in the standard model, under the decisional ¢-Bilinear

DiffieHellman Exponent ({-BDHE) assumption. In addition, the
proposed scheme can withstand decryption key exposure;

Algorithm 1
Data node(set,left,right)

1:n odes are set null both right and left.

2: for all edges to sub nodes with instances of null
3:if null < tthen

4: Add Path to solution set

5:end if

6: end for

7: for all null edge each and nodes subset to
the the total number of edges and nodes

10: end if

11:  if every edge is connected to node then
12: Add edge to optimal solution set

13: end if

14: end for

15: if solution set = J then

16: Add the root node of graph to optimal set

17: end if18: return Y

VAN

Figure:example of nodes in graph with centers.

lv. CONCLUSION

Cloud computing brings great convenience for people.
Particularly, it perfectly matches the increased need of
sharing data over the Internet. In this paper, to build a cost-
effective and secure data sharing system in cloud
computing, we proposed a notion called RS-IBE, which
supports identity revocation and ciphertext update
simultaneously such that a revoked user is prevented from
accessing previously shared data, as well as subsequently
shared data. Furthermore, a concrete construction of RS-
IBE is presented. The proposed RS-IBE scheme is proved
adaptive-secure in the standard model, under the decisional
¢-DBHE assumption. The comparison results demonstrate
that our scheme has advantages in terms of efficiency and
functionality, and thus is more feasible for practical
applications.
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