
www.ijcrt.org                                                          © 2023 IJCRT | Volume 11, Issue 5 May 2023 | ISSN: 2320-2882 

IJCRT2305122 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org a921 
 

Fake product identification system in Blockchain 

using QR Code,  
A system for detecting counterfeited items.

1Prof. Alok Chauhan, 2Bhushan Hastak, 3Rahul Dhomne, 4Aniket Dayalwar, 5Kshitij Dhone, 6Prof.Yogesh 

Narekar. 
[1][6] Professor Dept. of IT, 2Student, 3student, 4 students, 5 Student 

[1][2][3][4][5][6] Department of Information Technology,  
1Rajiv Gandhi College of Engineering Technology & Research, Nagpur, India 

, 

Abstract—there are many fake products in the existing supply chain. It is necessary to have a system for end user to check 

all details about product that they are buying so that the customer can check if the product is genuine or not. In recent 

years, Counterfeit products play an important role in product manufacturing industries. This affects the company name, 

sales, and profit of the companies. Block technology is used to identification of real products and detects fake products. 

Blockchain technology is the distributed, decentralized and digital ledger that stores transactional information in the form 

of blocks in many database/node-computers which is connected with the chains. Blockchain technology is secure as the 

data stored once in the chain is immutable therefore any block cannot be changed or hacked. By using Blockchain 

technology, customers or users do not need to rely on third-party users for confirmation of product authenticity and 

safety.  

 

Index Terms— Blockchain, Counterfeit, Supply Chain, Ethereum  

I. INTRODUCTION 

In the current advancing world of technology, the global development of a product or technology always comes with risk factor 

such as counterfeiting and duplication, which can affect the company name, company revenue, and customer health. The basic idea 

of the project is to verify that the product purchased by the customer is fake or real. In comparison with blockchain we have 

traditional supply chain. Traditional supply chain provides centralized network where the data is in the hand of the company which 

provides the service or the products in the market, and they own the data so they can manipulate as per their wish so they are not 

secure. Counterfeiting of the product are produced to take advantage of the superior value of the imitated products. As mentioned, 

traditional supply chain provides centralized network whereas Blockchain provides decentralized data base, every transaction 

involving the data value for the product. This is done by creating a record whose authenticity can be verified by the entire 

community since Blockchain runs by peer-to-peer network. In such a way manufacturer can use this system to provide genuine 

products to the customer 

II. LITERATURE REVIEW 

Author of paper 1 paper discusses how the traditional cloud storage model runs in a centralized manner, so single point of 

failure might lead to the collapse of system. The system is a combination of the decentralized storage system, IPFS, the Ethereum 

blockchain, and attribute-based encryption technology. Based on the Ethereum blockchain, the decentralized system has keyword 

search function on the cipher text solving the problem in traditional storage systems where cloud server returns wrong results. 

Author of paper 2 introduces the concept of Blockchain technology in information security of the food supply chain and comparing 

it with the traditional supply chain system. The proposed system focuses on the disadvantages, promoting the blockchain in 

tracking, monitoring and auditing the food supply chain and helping manufacturers to record the transactions in authenticity. The 

proposed system is not implemented in practical; they just gave the theoretical idea. Author of paper 3 demonstrates how 

blockchain works in the food supply chain with HACCP. The system proposed a new decentralized traceability system based on 

the internet of things and blockchain technology and explored the challenges in scaling block-chains in general. This system will 

deliver real-time information to all supply chain members on the safety status of food products. Also, the system can significantly 

improve the efficiency and transparency of the food supply chain, which will obviously enhance the food safety and rebuild the 

consumers’ confidence in the food industry. The other Papers are reference Papers are helpful in different ways for implementation 

of proposed system. 

III. METHODOLOGY  

System is maintaining Status of product i.e., Manufacturer of product, current owner of product, and history of owners, time 

stamp i.e., at what time product was updated and a QR code. 
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 Stage 1: Product Enrollment Process: Initially manufacturer will be the first owner of product. So, manufacturer will request 

administrator to add product on the network, at that time QR code will be generated. Administrator will enroll product and 

manufacturer on the network, and QR code is taken.  

Stage 2: Ship Product to Distributor: In the next step manufacturer will ship the product to distributor. When distributor 

receives product will scan the QR code and update his details on the network, about product ownership, time Stamp and date.  

Stage 3: Ship Product to Retailer: At this Stage, the retailer receives product from Distributor and scan QR code assigned to 

product using QR code scanner, and will update owner details of the product on the network.  

Stage 4: End User Authentication Process: At the end of the chain, customer will take the product, go to website and upload 

QR code over there, and customer will able to get all detail about product from manufacture to last retailer.  

IV. RESULTS AND DISCUSSION  

The results of the project show that how the system works. It uses QR code for authenticating the product originality, if the scan 

QR code shows the details of the for the product which includes the description, product name, manufacturer name, company 

name, unique product id, and others then we can say that product is authentic. If by scanning the product QR code if it does not 

show any details that we can say that the data for the product does not present in the blockchain system and it has been 

counterfeited. So, we can say that the product is fake. Furthermore we recommend making of DAPPS which will act as a sole 

mediator between the parties involved   

 

 

 

Figure 1Mining & Block Creation. 

V. CONCLUSION 

Counterfeiting products are growing exponentially with the enormous quantum online. So, there's a strong need to detecting 

fake products and blockchain technology is used to descry fake products. Likewise, the information is decoded into a QR law. 

Guests or druggies overlook the QR law and also they can descry the fake product. Digital information of product can be stored in 

the form of blocks in blockchain technology. Therefore, in this paper we bandied the system and the result to fight against the 

malpractices of counterfeiting of the products, and proposed the system which is useful for end stoner to descry whether the product 

is fake or not by checking the throughout history of the product in the force chain. End stoner can overlook QR law assigned to a 

product and can get all the information that has been put up throughout the force chain in the blockchain on which end to end stoner 

can check whether the product is genuine or not. 
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