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Abstract: Technology has come a long way with rapid advancements on the Internet, 10T (Internet of Things), and other such connecting
Technologies. Currently, scientists and experts alike, are facing many issues to prevent cyber-attacks and data breaches. Corporate
enterprises and individuals are more connected than ever before, thus leading to high amounts of network traffic. As a result, detecting and
preventing security attacks is getting more and more difficult to be handled by us humans alone. Hence, Artificially Intelligent Software
models could be developed to defend against such cyber-attacks and therefore, can also improve cybersecurity using such strategies. This
paper discusses the implementations and some plausible areas where Al can be implemented in the field of Cybersecurity.

Index Terms - Artificial Intelligence, Cyber-Security, Expert System, Intelligent Agent, Neural Nets, Constraint Tackling.

. INTRODUCTION

Artificial Intelligence (Al) can be incorporated into security systems to reduce the rapidly evolving and rising threats of cybersecurity that
are being faced by both small and large-scale businesses. Machine Learning (ML) along with Artificial Intelligence is extensively being used
in industrial applications as the rate of data collection, storage capabilities and computing power has day-by-day gone on a rise. Such huge
amounts of collected data can be cumbersome for humans to handle. With the help of Al and ML, enormous data can be depreciated within
milliseconds, due to which, enterprises can easily identify and recover from any threats. Application of Network Centric Warfare (NCW)
makes cyber incidents especially dangerous, and changes in cyber defense are urgently required [1]. Intuitive programming and the expanding
knowledge of malware and digital weapons archived for a couple of years can help in achieving a form of barricade against such malicious
attacks.

1. ARTIFICIAL INTELLIGENCE

Computer Science and Artificial Intelligence were initially thought of as separate subjects. To minimize human labour, Al researchers
were driven to create programs, while security experts were sorting out ways to prevent data leakage. Over time, these two fields have
worked hand-in-hand, as attacks have taken a more authentic approach of execution, at the human client level while also tricking security
systems. CAPTCHASs are considered to be a good example of Security with the help of Al. Here, the client is required to enter a particular
sequence of letters from a distorted image, or simply letters and/or numbers that are viewed in an unusual pattern on a computer screen.
Improvements in generated pattern recognition programming, which is seen as an innovation in the field of Al, could push the technology
towards a more polished pattern recognition system.

As such programs are being implemented into businesses to improve the security of data that they handle (Ex. Online Payment
Gateways), they are consequently causing Al to progress. Al helps in rapidly distinguishing and analysing new efforts and shortcomings to
assist in further moderating attacks and can be an essential solution for cybersecurity. Al strategies are ways of intrusion location and can
efficiently and effectively react to unseen dangers that were not initially possible. There are frameworks that are trained to learn and adjust,
and capable of taking into account even the subtlest changes in the software. These Al frameworks can perform considerably better and
look deeper into the program/system than people who are responsible for looking into typical kinds of digital attacks. Therefore, we can
consider Al to be the following:

e A Science or Study that has developed by attempting to find solutions from existing knowledge or growing mostly intelligent
machines, or
e Science that gives techniques and methods to look after complex problems that can’t be solved without providing any form of
insight like, for playing a game of Go, or for taking the right decisions in accordance with a given set of information. [2]
There have been numerous methodologies produced in Al for solving such difficult issues that require a human perspective. There have
also been instances during the development of Al strategies where definitive algorithms are available that depend on these techniques. A
few of them could be traced into an algorithm due to which, they are not termed as an Al strategy, but have simply been categorized. We
have discussed the classes below and also offer references towards utilizing these in cyber security.
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2.1 Expert Systems:

Expert systems are undeniably one of the most popular Al tools. An Expert system is a programming methodology for finding answers
to queries in some application areas that are displayed either by a user or by other systems. It can plainly be used for choice help, e.g.:
Internet, Accounts, or in Medical Diagnosis. There is an astonishing assortment of these systems from small specialized diagnostic systems
to considerably large and hybrid systems to take care of complicated problems. In theory, Expert systems incorporate a knowledge base,
where expert information about a particular application area is kept.
In addition to a knowledge base, it also incorporates an inference engine to infer answers with reference to this information and the extra
information about a circumstance.

Discharge knowledge base and inference engine are collectively called an “Expert system Shell” - it must be loaded with information
before it is being utilized. Expert systems should be backed by programming for adding information to the knowledge base, and it can be
reached out for programs for client collaboration, along with an array of different projects that may be utilized as a part of hybrid expert
systems. To build an expert system we require, firstly, adjustment/choice of an expert system shell and, secondly gaining expert information
and populating the knowledge base with the added information. The second step is built up by a wide margin more complex and tedious
than the first.

There are many tools for creating expert systems. When all is taken care of, the device then incorporates an expert system shell and
likewise useful for adding information to the knowledge repository. These systems may also have additional usefulness for re-enactment,
for making estimations and many more. There are a vast amount of information display forms in expert systems, rule based portrayal is the
most known. [However, the convenience depends basically upon the nature of information in the knowledge base of the expert system, and
less on the internal representation of the portrayal of information. This leads to the information procurement problem that is most noticeable
in real time application development. For instance, a Cyber Defence (CD) expert system is the one used for security arranging.[17].

This expert system encourages an impressive choice of safety efforts, and gives ways to ideal use of restricted assets. The security
expert system takes a look at an arrangement of ventures to battle cyber-attacks. It verifies the procedure in the knowledge base. If it is a
known process, it disregards it. In the event where there is no such procedure in the knowledge base, this expert system uses the algorithms
of the inference engine and finds the machine state. This machine state is ordered into three:

1. Extreme
2. Direct
3. Sheltered

According to the state of the machine, the framework cautions the user or administrator that the inference has been appended to the
knowledge base.

Knowledge Base: Inference Engine:
Malicious IP Address IP Address Geological Location
Known Malware Connection Attempts
Known Viruses Connection Patterns
Approved Applications Frequency of Program Use
Approved IP Addresses Document Usage
End Point Usage Statistics Login Timestamps
Login Attempts
Post Communication
File/Folder Access Patterns

Fig.1: Components of Security Expert System [4]

2.2 Neural Nets

Neural Nets, also called Deep Learning, is a propelled branch of Artificial Intelligence. It is made more interesting by the human mind
element. Our mind consists of a large number of neurons, which are independent of each other and can take in and process any kind of
information. A Perceptron (artificial neuron) was coined by Frank Rosenblatt in 1957, [3] which led to the concept for neural systems.
These perceptrons can handle and adept to any issue by connecting with other perceptrons. They learn without any intervention, without
any help externally to identify the entity with which they are trained by learning and handling the high level raw information, as our mind
takes its own from the raw information acquired by our sense organs. At the point when these neural nets are connected to cyber security,
the Al framework can decide whether that document is legitimate or not without any human intervention. This procedure uncovers
beneficial outcomes in identifying malware, as opposed to classical machine learning. The achievement of neural nets in cyber security is
their faster outcomes when upheld in graphical equipment.

Neural nets can authorize the exact identification of new malware dangers and fill in the holes that leave organizations presented to
attacks. Neural nets are well applicable in intrusion detection and intrusion prevention[5,6,7,8,9]. There have been proposals to use them
in DoS detection[10], computer worm detection[11], spam detection [12], zombie detection[13], malware classification[14], and in forensic
investigations[15]. Intelligent Agents can easily adjust with the real time environment, and have memory.

IJCRT2002155 ] International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ 1399


http://www.ijcrt.org/

www.ijcrt.org © 2020 IJCRT | Volume 8, Issue 2 February 2020 | ISSN: 2320-2882

( J | J \ J
I | |
Input Hidden Output
Layer Layer Layer

Fig.2: An example of Neural Nets [16]

2.3 Intelligent Agents

Intelligent agent (1A) is an independent entity which sees through sensors and follows up by using actuators and coordinates its action
towards the desired objectives. Moreover, they can learn or make use of information to accomplish their goal. based model storage and
recovery capabilities. Intelligent Agents are created for protection against DDoS (Distributed Denial of Service) attacks. In case of any
legitimate business issue,[18] the IA creates a “Digital Police” which has portable Intelligent Agents. For this to take place, we should
enable the necessities for good quality and good interaction between Intelligent Agents.

s5ensors

percepts

actions

effectors
Fig.3: Simple Working of an Intelligent Agent [19]

2.4 Search

This is an extensive strategy for critical thinking that can be implemented in all situations when no other strategy for critical thinking
is suitable. We make use of Search regularly, without any notice. We must also keep in mind the end goal to apply some broad pursuit
calculation in the setting of the inquiry issue: one must have the capability to produce applicants of arrangements, and a system must be
accessible to choose whether the presented competitor meets the requirements for the answer. Nevertheless, if extra knowledge can be
extracted to direct the search, then we can notice a drastic improvement in the efficiency of the search taking place. In every intelligent
program we can find this strategy in some form, and the criticality of the whole program depends on its efficiency.

Many search methods have been developed which depend on the particular knowledge about specific search problems. Even though
there are many search methods developed and they are widely used in programs, Search is very rarely considered as a usage of Al. For
example, dynamic programming is essentially used in solving optimal security problems, the search is hidden in the software and it is not
visible as an Al application [20,21]. Games make use or searches like af-search, minimax search and stochastic search and are useful in
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cyber-defence decision-making. The afp-search algorithm makes use of the “divide and conquer” approach and was basically developed for
computer chess, especially in the decision-making when two opponents are selecting the best possible move. This quickens the search as a
large number of options are overlooked because it approximates the maximally feasible failure over the minimum feasible wins.

2.5 Learning

Learning is enhancing an information system by expanding its knowledge base or by enhancing the inference machine. [22]. This is a
standout amongst the most familiar problems of counterfeit consciousness that is under concentrated examination. Machine learning
consists of computational methods for gaining new knowledge, skills and new ways to organize with the existing knowledge. Problems of
learning vary by their complexity from complicated forms of symbolic learning and simple parametric learning, e.g., functions, grammar,
etc[23].

Supervised learning and Unsupervised learning are provided with different methods through Al. This is specifically used in the
presence of huge amounts of data, and this is very common in cyber defence where collections of logs are present. Data mining has been
originally developed off unsupervised learning in Al. In particular, unsupervised learning could be a part of deep learning, especially the
self-organizing maps [9,15,24,25].

Parallel learning algorithms help constitute a notable range of learning methods that benefit from parallel hardware execution. Genetic
algorithms and neural nets are used to represent such methods. Genetic algorithms and fuzzy logic has been, for instance, used in threat
detection systems [26].
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Fig.4: General Learning Model

2.6 Constraint Tackling

Constraint solving is a method that is created in Al for discovering answers for the problems that are introduced by giving an
arrangement of imperatives on the arrangement, E.g. Tables, conditions, imbalances [2,27]. An answer to any problem is a tuple or gathering
of qualities that fulfil all imperatives. There are a wide range of requirements tackling strategies, contingent upon the idea of imperatives.
On a unique level of expectation, any problem can be introduced as an imperative fulfilment issue.

In particular, numerous arranging issues can be exhibited as requirement fulfilment issues. These issues are hard to illustrate as a result
of the expansive measure of hunt required by and large. All required tackling techniques are gone for confining the inquiry by considering
particular data about the specific class of issues.

Requirement fathoming can be utilized as a part of circumstances investigation and choice help in blend with rationale programming.
Constraint solving can be used in situation analysis and decision support in combination with logic programming [28,29].

1. BENEFITS OF ARTIFICIAL INTELLIGENCE CYBERSECURITY STRATEGIES

Al can be incorporated in many different ways in cybersecurity. We may even have the most intelligent frameworks in the future in
contrast to the above mentioned techniques. In fact, even attackers and intruders could use Al to execute their attacks. Certainly,
improvements in the capacity of digital security of frameworks can be perceivable as there are new developments in the outline of information
comprehension and dealing more into machine learning. The advantages of some of the Al strategies discussed before are given below:
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Table 1 Advantages of Al Strategies

Al Techniques Usage
Application of Intelligent Agent e Proactive & Reactive
e  Agent Communication Language
e Mobility

e Defence against DDoS

Application of Neural Nets For Intrusion Detection and Prevention Systems
Very High Speed of Operation

For DDoS Detection

For Forensics Investigation

Worm Detection

Application of Expert Systems For Detection Support
e  For Network Intrusion
e Knowledge Base

e Inference Engine

Application of Learning e Machine Learning

e  Supervised Learning & Unsupervised Learning
e Malware & Intrusion Detection

e Self-Organising Maps (SOMS)

IV. CHALLENGES OF ARTRIFICIAL INTELIIGENCE CYBERSECURITY STRATEGIES

One needs to interpret the immediate objectives and sustainable viewpoints, while making arrangements for future analysis and also
taking in mind, improvements and usage of these Al strategies in Cyber Defense (CD). There is an array of Al strategies, straight away
relevant to CD, and there are also many motivational concerns regarding CD that demand more clever solutions that are presently being
implemented as we discuss. Thus far, we have reviewed a few of these available applications.

Going forward, we could see newer standards of information handling in situation management and decision-making which could show
encouraging standpoints. One such challenging implementation is the knowledge management of net centric warfare [32]. Guaranteed swift
status assessments can take place with the help of spontaneous Knowledge Management which gives Decision makers and leaders supremacy
onany C2 Level.

Expert Systems can be concealed within an application and is used in many scenarios. Although, if knowledge bases are improvised,
expert systems can be used at a wider scale. This obviously would require substantial capital for knowledge acquisition, and the making of
enormous regulatable knowledge bases. Also, expert systems have to be further developed to incorporate-modularity and hierarchy.

Several individuals believe that by the middle of this century, the development of an Artificial General Intelligence (AGI) is possible.
The Singularity Institute for Artificial Intelligence (SIAI) (est. 2002), has alerted experts that rapid advancement in computer intelligence
can take place. This may lead to Singularity [33]. Ray Kurtzwell, a futurist, has come up with the means to devise a singularity by 2045 [34].
Whether it be the development of AGI or the creation of Singularity, it is of utmost importance to have the capacity to use improved Al in
cyber defense rather than the intruders having it.

V. CONCLUSION

In the present situation where sophisticated and Intelligent Security Systems are being implemented due to growing advancements in
malware and cyber-threats. DDoS Mitigation experience has demonstrated that defense against massive attacks can be achieved with limited
resources. A publication analysis also shows that research into neural nets has brought fruitful Al results when applied in CD. There is an
urgent need for intelligent cyber defense strategies in areas such as but not limited to: Knowledge Management, Situation Awareness, etc. In
such an instance, Expert Systems are more favorable.

It is uncertain how quickly the growth of General Artificial Intelligence is further down the road. But there may be a new class of Al that
may be used by criminals. Hence, we must be prepared with various developments in knowledge interpretation, representation and handling
along with machine learning to significantly strengthen Cyber Defense capability of systems.
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