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Abstract: Image and video are the two most basic forms of transmitting information. With the help of Image and video encryption
methods any particular set of images or videos can be transmitted without worrying about security. LSB based steganography method
is used for the encryption of the images which are the basic building blocks of any video file. The video is distributed into the photo
frames using a MATLAB code and all the frames are sequentially stored. Each such frame contains a combination of red, blue and
green layers. If we consider a pixel as an 8 bit value than each pixel has the value in the range of 0 to 255. For each frame two pixels
situated at the top left and the bottom right corner of red and blue layers are modified so as to insert text in each image. After the
completion of the pixel value changing all the images are placed in a sequential manner and then all the frames are cascaded for
generation of the original video file with encryption. This new video is almost similar to the original video file with no changes visible
to the naked eye.
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1.INTRODUCTION

For normal human being the ability to perceive the motions of other animated frames or video has been extensively studied and it is
shown that for the movements created in the running video only small amount of pixels are modified and rest all the pixels remain static
if we compare the pixels of any consecutive frame. so by the changes made in the smaller number of pixels in a sequence of images all
the movements are described perfectly in a video file.

Any Video is basically a combination of frames and all the frames of a video constitutes a fixed frame rate. Generally, the frame
rate is 25 i.e. 25 frames are captured within in a second of time. For in a particular case if the duration of video is 4 minutes then
number of frames we will get is 4*60*25=6,000. All these frames are vital for the video encryption process. The changes that we made
on pixels are not visible to our naked eye[1].

There are various watermarking techniques which are used to send the text along with the frame like visible watermarking, discrete
cosine transforms, discrete Fourier transform, loss-less watermarking, not-visible watermarking method etc. All these watermarking
techniques have certain drawbacks and also these methods are little bit time consuming. To get over the drawbacks of these
watermarking methods stenography method can be used which is very efficient and accurate data processing in case of real time
applications[2][3][4]-

In the proposed LSB based stenography method is used which is faster and efficient in terms of time required.

2.EXISTING SYSTEM

The user has to select any type of video i.e. mp4, avi etc. Then divide the video into frames and store all those frames in the
sequential order.
The Following are the steps followed by the sender:
Step 1: Convert the selected input video is into frames.
Step 2: The input text is convert into ASCII format and represent in 8-bit format.
Step 3: Text bits are subdivided into group of 2 bits which means four group of 2 bits is equal to one character of text.
Step 4: One character is embedded in one frame i.e. change the 2 Isb bits of top and bottom pixel values of red and blue layer[5].
Step 5: After embedding the bits into the frames[10] then we need to reconstruct the video by using the extension .avi.
Step 6: The reconstructed video is sent to the receiver in the network.
The following is the process performed by the receiver:
At the receiver end, he first selects the video then divided it into frames and extract the bits. After extracting bits, he from a group of 8-
bits which represents one character.
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2.1 CRYPTOGAPHY

Cryptography is the art of protecting data by transmitting it into an unreadable and untraceable format known as cipher text. The
Only Person Who possess the secret key can decipher it. By using encryption key, the information need to send is converted into cipher
text. The encrypted information is then transmitted to a particular receiver. At the receiver, by using the secret key decrypts the received
information (encrypted information). So, the by use of cryptography method only the receiver who has the knowledge of secret key can
retrieve the information content from the video file. There a number of encryption algorithms like DES, AES, IDEA, SHA-512 among
all these algorithms here in this particular paper we are using RSA algorithm for encryption. The reason for using RSA algorithm is it is
simple and secure.

2.1.1 RIVEST SHAMIR ALDEMAN FOR PUBLIC KEY ENCRYPTION
The RSA algorithm is base for all network secured public key crypto system algorithm. RSA is asymmetric algorithm and it is useful
for security, identification and authorization[13].
Keys to maintained for every user:
Public key- key is disclosed.
Private Key- secretly maintained by user.
At the sender’s the information is encrypted with receiver’s public key and at the receiver end the received information is
decrypted by using the receiver’s private key.
The following are steps involved in the RSA algorithm:
Step 1: choose any two prime numbers say p and g
Step 2: calculate n=p*q.
Step 3: calculate p(n)= (p-1) * (q-1)
Where ¢(n) is Euler’s Totient function.
Step 4: select e such that 1<e<n and e and ¢(n) are coprime i.e. GCD (e, ¢(n)) =1.
Step 5: calculate value for d such that (d*e) % ¢(n)=1.
Step 6: Private key: (d, n).
Step 7: Public key: (e, n).
The encryption formula is: ¢c= me mod n.
The decryption formula is: m=cd mod n.

2.2 STENOGRAPHY

Stenography is the art of hiding information in a cover such as digital image file[11][12]. The cover may be a video or image based
on the user requirement.
The following are some of the basic terms used in stenography:
Embedding: It is the process of hiding information in text, image, audio and video.
Extraction: It is the reverse process of embedding i.e. getting the hidden information.
The most popular method of stenography is LSB (LEAST SIGNIFICANT BIT) method[7][8]. LSB replaces the least significant bit of
pixel by the hidden message bits.

3.PROPOSED SYSTEM

The selected video and then divide it into frames and all these frames are stored in the local memory by using a small matlab code
module in a sequential order.

The following flow chart depicts the implementation process for generating an encrypted video file for secured text data
transmission.
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fig: implementation process for generating encrypted video for secured text data transmission.

Then the input text data is read from user. Each character in the input text data can be represented by ASCII value so each character
occupies 1 byte or 8 bits. Then encrypt the text data and convert it into binary form.

As we need to modify only two pixels of red and blue layers per image or frame, here in the proposed work only the selected
frames are changed i.e. let us say the kth frame is changed first and the next frame changed is (k+i) th frame. Selection of value of i is
based on the number of bits in the encrypted input text data. Then LSB bit of selected frame is modified with the encrypted text bits.

As per the grassman law of importance of three basic colors which are green, blue and red are different. As per the grassman law the
importance of green layer is the most because it contains 59% weightage to generate any color in a particular pixel as per the
requirement[6]. Due to this, in this particular algorithm only the values of red and blue layers are changed for processing the image so
as to retain the original shade in the frame.

Here for a particular selected frame we are modifying only two pixels[9] which are the top and bottom of image frame and the
changes that we made are not visible to naked eye.

After overwriting the text data into frames those particular frames are stored to a AVI file. This process is continued till all the bits
in the text data is embeded in the frames. After the completion of embedding process, the remaining frames are stored in to the AVI
file.

Now we have the encrypted video file which is stored in the format .avi and is ready to transmit in the network.
The explanation of RSA algorithm with example is follows:
Let us say the prime numbers be p=11 and q=13.
e  Then value of n=p*q=11*13=143.
The value of ¢(n)=(11-1) *(13-1) =10*12=120.
Now select e such that 1<e<n and e and ¢(n) are co-prime i.e. GCD (e, ¢(n)) =1. Let us say e=7.
calculate value for d such that (d*e) % ¢(n)=1. Consider d=103 (i.e. (103*7) %120=1).
Then Private key: (d, n) = (103,143) and Public key: (e, n) = (7,143).
The encryption formula is: c= me mod n.
The encryption of the character ‘h’ whose ASCII value is 104 is ¢= (104)7 mod 143=91.
Therefore, cipher text c for letter h is 91.

e  The decryption formula is: m=cd mod n.

e  The decrypted message m=91103 mod 143=104 which is ASCII value of character ‘h’.

e Hence the decrypted information is letter ‘h’.

The LSB stenography method is explained as follows:

For example, let us the pixel value is 10, the binary representation for 10 is 00001010. LSB bit is ‘0’ it is replaced by the text bit
which is say ‘1°. Then result is 00001011 which is equivalent to 11 in decimal notation. Now the pixel value is changed to 11.

The advantage of proposed system is that even though the intruder tries to hack the information he may not get the original

information, because we store the information in the selective frames not in the contiguous.
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4. SIMULATION RESULTS

We performed simulation on matlab R2014b under windows 10 64-bit operating system, 64-bit processor and 4GB RAM. From the
simulation results it is clear that the proposed scheme is ideal for secret data communication and it meets key requirements including

security and robustness.
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fig: a screen shot of video frames stored in sequential order of some input video

LD

fig: an original video frame fig: encrypted video frame

5.CONCLUSION

The most important feature of this proposed work is, a crucial role of transmitting information in a video file effectively and
efficiently. Another important feature is not visible to human eye. The only who knows the private key and the rules listed can only
decode the information into its original form. This method simplifies the task of securing the vital information from misuse and protect
it from unwanted user. With the use of RSA, cryptography and stenography combination the information security can be increased.
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