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Abstract 

The mobile devices are infrastructure less network that are 

self configured continuously and connected wirelessly 

makes a mobile ad hoc network (MANET). The MANETs 

are more prone to different attacks as each device are free to 

move in any direction without depending on each other. In 

MANETs there are different type of active attacks like b lack 

hole, wormhole, g rey hole and sinkhole attacks. Black hole 

attack is a kind of attacks where a malicious node advertise 

itself a shortest path during routing discovery and redirect 

the data towards malicious node. Malicious node dropped 

data or its desired destination instead of original destination. 

In this paper, focuses of various prevention and detection 

methods to detect and prevent the black hole attack.  
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Introduction 

 

In MANET there is no need of establishing infrastructure or 

centralized administrator it contain different number of 

hosts connected wirelessly that are further deployed as a 

multihop packet radio [1]. The network Architecture is 

grouped into main three categories [2]:  

 

a. Enabling Technologies: The Body (BAN), Personal 

(PAN), local(LAN) , metropolitan (MAN)  and wide 

(WAN)  area networks are different classes depending on 

the coverage area of network [9].  

 

b. Networking: The peer-to peer communicat ion 

environment self-organizing, dynamic, volatile behaviors of 

MANET that makes it need to re-design most main  

functionalities of the networking protocols .  

 

c. Middleware and applications: The rapid development 

of mobile ad hoc networks has grown the use of MANETs 

in military applications. The standard community as well as 

commercial business industry has gained a lot of interest 

that require a development in Manet’s devices.    

 

 
Fig1. MANET Architecture [2] 

 

In MANET, environment gets affected due to number of 

issues that creates restrictions and inadequacies [3].  

 

a) Restricted wireless transmission range: In wireless 

network there is restricted radio group that results in 

restriction of data that can be provided by the network.  

b) Time-varying wireless link characteristics:  

The path harm, obstruction and declining intervention are 

different broadcast disorder on which channel of wireless 

depends. The wireless transmission features such as data 

rate, consistency are restricted.   

c) Broadcast nature of wireless medium: The devices 

have some restrictions on transmission and broadcast nature 

of radio channel that affects the transmission coverage area 

of the network.   

d) Packet losses due to transmission errors: In wireless 

channel the extraordinary bit error rate (BER) damages the 

package of Ad hoc wireless networks.  

 

MANETs Security: The security services and Attacks are 

the two important security aspects that have been considered 

in network. The Availab ility, Authentication, Data 

confidently, integrity and non-repudiation are five important 

security service protecting policies that ma kes a network 

secure [4].  While attacks use network vulnerabilities to 

defeat a security services, some of most important attacks in 

MANETs are like Black hole attack, Worm hole attack, 

Byzantine attack, Snooping attack, Routing attack, Session 

hijacking, denial o f service, jamming attack, modificat ion 

attack, fabrication attack, man-in-middle attack, gray hole 

attack. 
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Black hole attack: Th is attacks comes under the denial of 

service attack by which all the packets are attracted by 

malicious node by claiming the shortest path for the 

destination [5]. Once packets has been captured by 

malicious node it will drop all packets rather than 

forwarding it to the destination. The malicious node affect 

in the group in case of cooperative black hole attack [7] for 

its example the shown criterion in fig 2 has been considered. 

In this the destination node is denoted as D and source node 

as S and all the nodes between 1 to 5 will comes under the 

category of intermediate nodes. The cooperative black holes 

are node no. 4 and 5. The RREQ packet requests is sent to 

neighboring nodes in case of when source node want to 

transmit data packet to destination. The RREQ is 

immediately sent to source code even when it is received by 

malicious node and that data is dropped by black hole node 

when data is transmit by source node.   

 

 

Fig 2. Black hole attack [5] 

 

Literature Review  

 

Jydip sen et.al [1] proposed a mechanism for detection of 

cooperative black hole attack.  In mechanis m used two 

concepts to modify the AODV protocol. First one is DRI  

(data routing informat ion) table and second is cross 

checking. Each node maintains a DRI table. In DRI table 

have information about true or false values. In cross 

checking when source node (SN) broadcast a RREQ 

message to discover a secure route, intermediate node (IN) 

generates RREP to provide information about its DRI table. 

BY using this mechanism delivery ratio is increased 38% to 

55%. This results in an average improvement of 17%, but 

performance is decreased. 

 

Yanzhi Ren et.al [2] described a technique to detect black 

hole attack in disruption-tolerant networks through packet 

exchange recording. In this technique, two tables RRT 

(receiv ing record table) and SRT (self-record table) used to 

keep the record of exchanged packets. RRT have the packet 

exchanged record of that node which sends the RREP and 

SRT have packet exchange record of that node which sends 

the RREQ. By using this technique detect insider attack 

efficiently with h igh detection rate and low positive rate.  

 

H.A. Es mailli et.al [3] purposed a scheme to analysis the 

performance of AODV protocol under black hole attack 

through use of OPNET simulator. In this paper discuss two 

approaches to secure MANET. First is the securing ad-hoc 

routing by using various protocols like DSR (dynamic 

source routing), DSDV (destination sequence distance 

vector), ARAN (authenticated routing certificate process), 

TRP (real time transfer protocol) etc. A method is 

introduced by the intrusion detection system in which next  

hop RREP message information is sent back by each 

intermediate node. In the presence of black hole attacks 

there is reduction in PDR and increase in the packet delivery  

ratio.    

 

Mohite Raga et.al [4] described mechanism to detect 

cooperative black hole attack by using cooperative security 

agents. In mechanism take three concepts, first is SRT and 

RRT Tables, second one is data routing information and 

third is cooperative security agents(they detect and generate 

alert notifications for other nodes to avoid cooperative black 

hole attack).by using this mechanis m malicious nodes detect 

effectively  and mit igate the negative impact caused by black 

hole and cooperative black hole attack.  

 

Mohammad Al-Shurman et.al [5] purposed two solutions 

to detect the black hole attack. First solution is based on 

RREP packet arrives from more than two nodes. This 

method is secure but longer time delay. Second solution is 

based on RREP with record of Last-packet sequence 

numbers. Second method is fast, reliable and reduces the 

overhead in network. But this solution is not secure because 

sometimes attacker node can listen to channel and Update 

the tables. 

 

Osathanunkul zhang et.al [6] purposed a scheme to detect 

black hole attack by using S-ETX (secure-expected 

transmission count). S-ETX is improved version of ETX. 

Two modifications is done in S-TEX, first is df and dr 

values calculated by initiator and second is keep record by 

initiator which packets are received. By using SETX the 

performance is increased and cost overhead is also reduced. 

 

Raj Swadas et.al [7] described DPRAODV (Detection, 

prevention and Reactive AODV) for detection and 

prevention of black hole attack. In DPRAODV, when 

AODV receive RREP then it checks the sequence number 

of node. If sequence number is higher than threshold value 

then surmise a malicious node, and add it in a block list, and 

ALRAM packet is send to another neighbor nodes. By using 

DPRAODV packet delivery ratio is increased and 

normalized routing overhead, but increases the traffic load. 

 

http://www.ijcrt.org/


www.ijcrt.org                  © 2017 IJCRT | Volume 5, Issue 4 November 2017 | ISSN: 2320-2882 

 

IJCRT1704189 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 1467 

 

Tamilselvan Sankaranarayanan et.al [8] purposed a 

mechanis m to prevent the black hole attack by using 

“Fidelity Table” concept. Fidelity table keep the record 

fidelity level of nodes. If fidelity level is less than threshold 

value then it declares malicious node. By using this 

mechanis m packet delivery is increased but overhead is 

increased, due to fidelity table is added. 

 

Songbai Lu et.al  [9] described the SAODV (secure AODV) 

protocol to provide the more security to AODV. Main  

difference between them is routing discovery process. By 

using SAODV protocol packet loss is reduced. In AODV 

packet loss is 57% but in SAODV 8.132%, so 49% packet 

loss is reduced. 

 

Hongmei Deng et.al [10] purposed a Solution to provide 

routing security in wireless ad hoc networks. In which, the 

role of intermediate node ends, all reply message is send 

only by the destination node. This solution is effectively  

only detecting the black hole attack but cooperative black 

hole attack is not controlled. 

 

Kaur and karle et.al [11] purposed a verification technique 

“digital signature” for detection and prevention of black 

hole attack. In which at destination TTL scheme is used to 

select the shortest path from different nodes. At destination 

node a digital signature column in which have the digital 

signature of every visiting node. This technique is 

effectively reduced cooperative black hole attack.  

 

Ayesha Siddiqua et.al [12] purposed a secure knowledge 

algorithm to prevent the black hole attack in MANETs. In 

which, every node monitor other all neighboring nodes, and 

nodes compare in formation of its neighbor node with its 

knowledge table. In knowledge table have informat ion 

about fm & rm values of node. If nodes fm value does 

match with rm value, that node declare as a malicious 

node.by using this algorithm, finds packet drop reason 

before claiming node as a black hole node. 

 

T. Manikandon et.al [13] purposed a scheme to remove the 

selective black hole attack in MANET by using AODV as 

reactive protocol. In MANET the selective black hole attack 

is considered as malicious node attacks that effectively 

produces a route for destination. The sequence number and 

hop count of the routing message has been ignored while 

selecting the route for destination. Purposed scheme based 

on three concepts Protocol description, Selective black hole 

discovery process and performance analysis.          

 

S. No Author Method Name Protocol  Tool  Prevention 

& 

Detection 

Remark  

1 Jydip Sen 

et.al[1] 

DRI Tab le & cross 

checking 

AODV NS-2 No/Yes Packet delivery rat io is 

increased by 17% but 

performance is 

decreased. 

2 Yanzhi 

Ren 

et.al[2] 

RRT & SRT 

Tables 

PROPHE

T 

NS-2 No/Yes It has low positive rate 

and high detection rate in 

terms of effectively 

detecting insider attack.   

3 H.A.Es ma

il-i et.al[3]  

Securing ad-hoc 

routing & 

intrusion-n 

detection 

AODV OPNE-

T 

No/Yes Packet delivery is 

reduced in presence of 

black hole attack. 

4 Mohite 

Raga 

et.al[4] 

Various 

cooperative 

security agents 

AODV NS-

2.35 

No/Yes Malicious node detects 

effectively and reduces 

negative impact caused 

by black hole attack. 

5 Mohamm

andAl-

Shruman 

et.al[5]   

RREP Stash 

Mechanism 

AODV NS-2 Yes/Yes Detect single black hole 

attack node. 

6 Osathanun

kul Zhang 

et.al[6] 

SETEX Protocol ETX NS-2 No/Yes Performance is increased 

and cost overhead is also 

reduced. 

7 Raj DPRAODV:Soluti AODV NS- Yes/Yes Packet delivery rat io is 
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Swadas 

et.al[7] 

on against black 

hole attack   

2.33 increased and 

normalized routing 

overhead. 

8 Tamilselv

an 

Sankarana

ryan 

et.al[8] 

Prevention of 

cooperative black 

hole attack by 

using Fidelity 

Table 

AODV GLOM

OSIM 

Yes/Yes Packet delivery rat io 

increases but delay is 

also increased. 

9 Songbai 

Lu et.al[9] 

Secure routing 

protocol-SAODV 

AODV NS-2 Yes/Yes Packet loss is reduced. 

10 Hangmei 

Deng 

et.al[10] 

Modify RREQ and 

RREP 

AODV NS-2 Yes/Yes Only detect the black 

hole attack but not the 

cooperative black hole 

attack. 

11 Kaur 

Deng 

et.al[11] 

Dig ital Signature AODV MATL

AB 

Yes/Yes Reduced cooperative 

black hole attack. 

12 Ayesh 

Siddiqua 

et.al[12] 

Secure Knowledge 

Algorithm 

AODV NS-2 Yes/No Help to find out reason 

before claiming node as 

a black ho le node. 

13 T.Manika

ndan 

et.al[13] 

Modify 

RREQ,RREP and 

RERR 

AODV NS-2 Yes/No Selective b lack hole 

node discovery process 

and performance 

analysis. 

 

 

Conclusion  

 

In this work, it has been concluded that decentralized and 

self-configuring network comes under the mobile ad-hoc 

network that makes it easy for malicious node to enter the 

network and makes it more prone to different active and 

passive attacks. In this paper, techniques have been 

reviewed which are used to detect blackhole attack in the 

network. The techniques have been reviewed in terms of 

certain parameters and description.  
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