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Abstract: Filters are widely used in dealing outthwi
signal processing and communication systems. Tteefi

so used are digital filters. In those systems, rasses to
efficient operation of signal are insignificant atitht is
why implementation of fault tolerant filters areedled.
Enhancing technology make system more complex that
include many filters. In those complex systemsijsit
frequent to have number of filters that functions i
parallel. In parallel combination of filters, theaipply the
same filter to different input signals. In thisddtithe idea

is to show that error corrected codes (ECCs) catepr
parallel filters in which each filter is the equieat of a

bit in a traditional ECC. When the number of paaall
filter is large, it provides high fault tolerant tihose
complex system. The proposed technique uses garalle
FIR filters which results in high fault tolerant cafow-
cost implementation.

Index Terms—Error correction codes (ECCs), filtessft
errors.

I. INTRODUCTION

Electronic circuits areprogressively present in adshe
applications like automotive, medical,and space
applications. Those applications depend on funstion
where reliability is very critical.In those appltaans, the
circuits need to give some level of adaptation tm-n
critical failure like high fault tolerant.This neets
additionally augmented by the intrinsic respongipil
challenges of advanced CMOS technologies that eybod
e.g., producing variations and soft errors. A Jgrief
techniques is accustomed to defend a circuit from
errors.Those vary from modifications within the
producing method of the circuits to scale backatmunt

of errors to adding redundancy at the logic oreystevel

to make sure that errors don't have an effect ersyistem
practicality [1]. to feature redundancy, a general
technique called triple modular redundancy (TMR) is
used. The TMR, that triplicates the look and aditk p
logic to correct errors, is usually used. Howeveguite

triples the area and power of the circuit, one ghihat
will not be acceptable in some applications. Orice t
circuit to be protected has recursive or structural
properties, a stronger choice is to take advanthgieose
properties to implement fault tolerance. One exanipl
signal processing circuits that specific techniquee
planned over the years [2].

Digital filters are one of the frequently used igral
processing circuits and several other techniques ar
projected to guard them from errors. Most of thesmeh
centered on finite-impulse response (FIR) filteAs. an
example, in [3], the employment of reduced exadgtu
replicas was projected to cut back the price of
implementing modular redundancy in FIR filters[4, a
relationship between the memory parts of associate
degree FIR filter and also the input sequence was
accustomed to find the errors. Different schemege ha
exploited the FIR properties at a word level to
additionally bring home the bacon fault tolerane The
employment of residue variety systems [6] and arétic
codes [7] has additionally been projected to gu#iets.
Finally, the employment of various implementation
structures of the FIR filters to correct errorshwitnly 1
redundant module has additionally been projectédAIB

the techniques mentioned thus far, the protectioone
filter is taken into account.

However, it's progressively common to search out
systems during which many filters operate in patall
This can be the case in filter banks [9] and inesalv
trendy communication systems [10]. For those system
the protection of the filters are often addresgea better
level by considering the parallel filters because block

to be protected. This concept was explored in [11],
wherever 2 parallel filters with identical responteat
processed completely different input signals whamaight

of. It was absolutely shown that with only 1 redant
copy, single error correction are often enforced.
Therefore, a big price reduction compared with TW&s
obtained.
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In this transient, a general technique to defencligh
filters is conferred. As in [11], parallel filtersvith
identical response that uses different input sigree
well-thought-out. The new approach is predicatedhmn
appliance of error correction codes (ECCs).InSectlp
parallel filters with the same response is showm. |
Section lll, the proposed scheme is presentedidbeldt
presents simulation results. Finally, the conclusiare
summarized in Section V.

[I. PARALLEL FILTERSWITH THE SAME
RESPONSE

A discrete time filter implements is given by the
equation:

yinl= = pxln— 1. A1) (D)

wherex[n]&y[n] are the input and the output signals, and
h[l], impulse response of the filter [12]. When the
response h[l] is nonzero, just for a finite variety
samples, the filter is understood as a FIR filegherwise
the filter is associate as infinite impulse resgoiBR)
filter. There are many structures to implement bietR
and IIR filters.

x[n] — H  |— v[n]
%N —— H | yin]
xn] — H | y[n]

Fig.1. Parallel filterswith the sameresponse

The parallel filters with the same response fofedént
input signals are shown in the above fig. 1. Thetof
parallel filters are increasingly used in commuti@a
system since they use many channel that run irflelara

For example, if we wish to find out any combinatioh
outputs ¥[n] then, we can obtain by combining the

This simple observation is utlized in the
subsequenttodevelop the projected fault tolerant
implementation.

I11. PROPOSED METHOD

The proposed technique is based on utilization hef t
ECCs. It takes a block of k-bits as inputs and poing a
block of n-bits as output by adding n-k parity dhéxits
[13]. The inputs k-bits are combined with XOR
combination for the parity check bits. So, it isndatory
to design properly those combinations so that il wi
detect and correct errors automatically.

Let’s consider a simple Hamming code [14] with ke
n=7. For this special case, we need 3 parity cliski.e.
P, P2, 3 are associated with the functions of the data bits

i.e. d, b, db O
pl=a,0d,0d;
p3=a,0d,0d,
p4a=d0d,0d, (3

So, the resulting data and parity check bits ameedtin
the memory. If any error is found, then it can be
recovered from the memory and correct those errors.

Table 1. Error Location in Hamming Code

SSS; Error bit Action
correction

000 No error None

111 dl Correct d1
110 d2 Correct d2
101 d3 Correct d3
011 da Correct d4
100 pl Correct pl
010 p2 Correct p2
001 p3 Correct p3

1000 111

G 0100 11p

corresponding inputs;pa] i.e. 0010 101
Yinj+Yo[n] = T2 (1 [n — 1 + X200 — 110, R[1](2) 0001 031 B
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1110 100
H= 1101 010
1011 001

Within the example thought of, a fault ondl canseau
errors on the 3 parity checks; a fault on d2onlpinand
p2; a fault on d3 in p1 and p3; and at last afanld4 in
p2 and p3. Therefore, the information bit in error
islocated and therefore the error is correcteds Thbften
unremarkablyformulated in terms of the generatingn@d
redundant check Hmatrices as shown above.

Original Modules
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Fig. 2. ECC-based scheme for four filters and a harg
code.

This ECC-based scheme reduces the protection carhe
compared with the use of TMR. Table | summarizes th
number of redundant filters needed for differentajiel
filter configurations. It can be observed that thenber
grows with the logarithm in base two on the numbkr
filters. The cost reductions were confirmed by sarase
study implementations

Table 2.- Number of Redundant Filters in the ECC-based

Encoding is computed as y = x * G and error deiadby

s =y« H, wherever the operator « is based on module 2
addition (XOR) and multiplication. Correction is
performed utilizing the vector s, referred to andspme,
to identify the bit in error. The correspondencevalues
of s to error position is captured in Table I. Ortbe
inaccurate bit is identified, it's corrected by elgr
inverting the bit. This code theme is applied te arallel
filters considered by process a group of checler8ltzj
.For the case of four filters y1, y2, y3, y4 anértfore
the Hamming code, the check filters would be

zi[n=EE (1 ln — 1] 4+ x2[n — 1] 4 x3[n — 110, R[]
n=EE i ln — 1] + x20n — 1] + x4 [n — 110 1]
zn[=Efseiln — 1] + #8300 — 1] + x40 — 110 R[]
and the checking is performed by testing if
zyn]=ya[n]+yz[n]+ys[n]

z[n]=yi[n]+ya[n]+yaln]

z[n]= ya[n]+ys[n]+ya[n]

For example, if a fault is detected on, it can be
corrected using

Yea[n]= za[n]-y2[n]-y3[n].

IV. SSMULATION RESULTS

O3 :4R(»EL

approach
No. of Parallel Filters No. of Redundant Filtefs BE s TN
4 3
8 4 Fig. 3. RTL Schematic.
16 5
32 6
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Fig. 5. Test Bench of The Proposed Technique.

The proposed method has been implemented using
Verilog code and Xilinx 14.6 and mapped to a Xilinx
vertex 4XC4VLX80 device.

V. CONCLUSION

A new technique to implement fault-tolerant patalle
fiters has been given during this temporary. The
proposed technique exploits the dimensionalityilbérs

to implement anerror correction mechanism. Especial
two redundant filters whose inputs are linear oé th
original filter inputs accustomed to find and fixelde
errors.The code writing of these linear combinatiees
developed as a general drawback to then show haiteve
will  with  efficiency be  enforced.ThePractical
implementation was illustrated with 2 case studiest
were evaluated for associate FPGA implementatiath an
compared with an antecedently projected technigjhat
technique depends on the employment of codes such
every filter is treated as a bit within the ECC eTitesults
show that the proposed technique outperforms the

existing technique (lower prices achieving simifault-
tolerant capability).Finally, the case studies evaluated
for a field-programmable gate array (FPGA)
implementation and compared with the previously
proposed ECC-based technique. Therefore, the pedpos
technique is helpful to implement faulttolerant gkl
filters.
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