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Abstract— This paper presents two level data
security in network system. Cryptographic algorithm
BLOWFISH and Steganography algorithm least significant bit
(LSB) are used for data security. Confidential information is
encrypted by BLOWFISH algorithm, and then encrypted data
hide into image by L SB algorithm of Steganography. For more
security we used iris image of authorized person to hide
encrypted data. The keys required for BLOWFISH algorithm
is generated from same iris image. These two algorithms
implemented on 32 bit ARM 7, gives better security for
embedded systemslike mobile, smart card, ATM etc.

Keywords— Blowfish, cryptography, steganography, least
significant bit(L SB) , ARM7.

. INTRODUCTION

Many embedded systems depend on obscurity to acldev
mail from being read by someone other than thendsad
recipient, keep firmware upgrades out of devicesy thon't
belong security, Modern embedded systems need

security more than ever before. Our Personal dligit%et

assistants (PDAs) store personal e-mail and coristst
GPS receivers and, soon, cell phones keep logsuof
movements and our automobiles record our drivingitha
On top of that, users demand products that can
reprogrammed during normal use, enabling them
eliminate bugs and add new features as firmwareades
become available. Data security helps keep privdata
private. Secure data transmissions prevent cotisistand
personal in, and verify that the sender of a piete
information is who he says he is. Data securitihégues
have a reputation for being computationally inteesi
mysterious, and fraught with intellectual propertncerns.
Whereas some of this is true, straight forward ioutbtdbmain
techniques that are both robust and lightweighexist. One
such technique, an algorithm called Blowfish, isfee for
use in embedded systems. Cryptography and Stegspiogr
are widely used techniques that manipulate infoionain

order to cipher or hide their existence. These rothkated
fields. They are used to protect e-mail messagesljtccard
information, corporate data etc. Steganographlesart and
science of communicating in a way which hides the
existence of the communication. A Steganographyesys
thus embeds hidden content in unremarkable covdians®
as not to arouse an eavesdropper’s suspicion. ¥eonge it
is possible to embed a text inside an image orualiodile.
On the other hand, cryptography is the study of
mathematical techniques related to aspects of rimdton
security such as confidentiality, data integrityntity
authentication, and data origin authentication.p@graphy
and Steganography are cousins.in the spy craftl\farhie
former scrambles a message so it cannot be unddrstee
latter hides the message so it cannot be seen.
The aim of the proposed system is to describe &adefor
integrating . together cryptography and Steganography
through image processing. In particular, we preaesystem
le to perform Steganography and cryptographgeasame
. We are using both Cryptography and Stegambgra
hods are used for data security over the netwdskis
considered to be the most trusted and unique feaitithe
erson. Hence this system proposes a data enaryptio
echnique using iris biometric. Iris images areirigkfrom
f biometric database. ARM processor is used for
?ocessing Steganography and cryptography algosithm
A. Cryptography

Cryptography is the study of mathematical technique
related to aspects of information security such as
confidentiality, data integrity, entity authenticat, and data
origin authentication. Cryptography is the art obtpcting
information by transforming it (encrypting it) int@n
unreadable format, called cipher text. Only thoshow
possess a secret key can decipher (or decryptnéssage
into plain text. Cryptographic goals are Privacy or
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1. Privacy or Confidentiality- Confidentiality is a 2. Image Steganography- It is one of the most

service used to keep the content of information commonly used techniques because of the

from all but those authorized to have it. Secrecy i limitation of the Human visual System (HVS).

term synonymous witltonfidentiality and privacy. Human eye cannot detect the vast range of colors

There are numerousapproaches to providing and an insignificant change in the quality of an

confidentiality, ranging from physical protectiom t image that results from steganography.

mathematical algorithms which render data 3. Audio steganography- It is alsodifficult form of

unintelligible. steganography as humans are able to detect a
2. Data integrity- Data integrity is a service which minute change in the quality of audio.

addresses the unauthorized alteration of data. To

assure data integrity, one must have the ability to Il.  RELATEDWORK

detect data manipulation by unauthorized partie$ris Biometric Cryptography for Identity Documentthis
Data manipulation includes such things as insertiopaper present an approach to generate a uniquemans
deletion, and substitution. secure cryptographic key from iris template. The immages
3. Authentication- Authentication is a service relatedre processed to produce iris template or codes totibized
to identification. This function applies to bothfor the encryption and decryption tasks. AES 12rdaluof
entities and information itself. Two parties emeri Embedded Systems cryptography algorithm is empldged
into a communication should identify each otheencrypt and decrypt the identity data. Secondly’oTMew
Information delivered over a channel should bapproaches for Secured Image Steganography Using
authenticated as to origin, date of origin, dat@ryptographic Techniques and Type Conversions” This
content, time sent, etc. For these reasons thecaspaper give information about Cryptography &
of cryptography is usually subdivided into twaoSteganography, This paper introduces two new msthod
major classes: entity authentication and data mrigivherein cryptography and Steganography are combioed
authentication. Data origin authentication implicit encrypt the data as well as to hide the encryptaad ¢h
provides data integrity (for if a message is medifi another medium so the fact that a message beingisen
the source has changed). concealed. Next paper is “A New Image Steganography
4. Non-repudiation- Non-repudiation is a servic&echnique” includes various image Steganography
which prevents an entity from denying previousechniques like Text-Based Steganography, Audio
commitments or actions. When disputes arise dueS$teganography, Steganography in OSI Network Model,
an entity denying that certain actions were talken,image Steganography etc.“Multilevel Network Segurit
means to resolve the situation is necessary. F@ased on Iris Biometric”, In this proposed systemmdvel
example, one entity may authorize the purchase sdcurity Mechanism is developed here for high sgcur
property by another entity and later deny suahetworks by combining iris biometric techniques hwit
authorization was granted. A procedure involving eyptographic and Steganography mechanisms.
trusted third party is needed to resolve the disput
Steganography is the art and science of hidinthere have been many different encryption algoritrand
communication; a steganographic system thus embgulic key cryptographic methods are being propoted
hidden content in unremarkable cover media so a@stao provide security to such'data. All of these aldomis depend
arouse an eaves dropper’s suspicion. In the pesple used upon a user’s key which he uses as the key foryption.
hidden tattoos or invisible ink to convey stegampfic But these keys may be hacked by hacker, hencerlye o
content. Today, computer and network technologiesige feature or data of a person that hackers canndt isatheir
easy-to-use communication channels for stegapbgra biometric features, hence this proposed systemigdensis
Essentially, the information-hiding process in #mage of a user to generate secrete key for eriorypEor
steganographic system starts by identifying a covescurity, only encryption may not be enough, hence
medium’s redundant bits (those that can be modifigdout proposed project include combination of both crgpaphy
destroying that medium’s integrity). The embeddimgcess and Steganography.
creates a stego-medium by replacing these redurtzemnt
with data from the hidden message. Modern stegapbgis

goal is to keep its mere presence undetectable, ‘ 1.
i . Generate

steganographic systems—because of their invasitteaia key original fext

leave behind detectable traces in the cover mediwven if IRIS IMAGE B key
secret content is not revealed, the existence ofs:it Blowfish encypred text T
- encyption

modifying the cover medium changes its statistic. |

properties, so eavesdroppers can detect the disterin the ' | ‘

resulting stego medium’s statistical propertiese Fnocess steganography
of finding these distortions is called Statistisiganalysis. 3
1. Text Steganography- It hides the text behind sor | SIS IMAGE
other text file. It is the a difficult form of Yo the Facsives frasmitter
steganography as the redundant amount of text .
hide the secret message is scarce in text files. fig 1. Functional block diagram
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The encrypted data hide into the image and thergénia

eye -thus the message is successfully hidden. Witkell-

transmitted in the network. There is some weakrass chosen image, one can even hide the message lieattteas

hiding information in images; that is adversary Idogasily
detect the confidential message, by noticing thsenand
clarity of the image's pixels, also by observing tlifference
between the embedded image and the original oriteisf
known to him. In the proposed system, here we aneggto
use lIris images instead of images that contain sfame
natural scenes, because the only feature or dagapefson
that hackers cannot hack is their biometric featuf&teps
are Generated key from iris image; we have takdwn iois

part of eye of person for more security. Key lentii28

well as second to least significant bit and stdk see the
difference.

c. Blowfish Algorithm
Blowfish is a symmetric encryption algorithm, meanithat
it uses the same secret key to both encrypt andymtec
messages. A graphical representation of the Blowfis
algorithm appears in Figure 2. In this descriptiang4-bit
plaintext message is first divided into 32 bitseTteft" 32
bits are XORed with the first element of a P-ati@greate a
value I'll call P', run through a transformatiomdtion called

bits. Using Blowfish algorithm for encryption, theF, then XORed with the "right" 32 bits of the megsao
confidential information is encrypted. Cryptographyproduce a new value I'll call F'. F' then replates "left"

Text+key, this encrypted text then hides into eveirel of
iris image. lris image is transmitted to receivet, the
receiver side, hidden data removed from image asidgu
same encrypted key, original data recovered froomygred
text.
V. OVERVIEW OF ALGORITHM

a. Image Definition
To a computer, an image is a collection of numhkbet
constitute different light intensities in differeateas of the
image. This numeric representation forms a grid #rel
individual points are referred to as pixels. Masiages on
the internet consists of a rectangular map of thage’s
pixels (represented as bits) where each pixeldatédl and
its color. These pixels are displayed horizontatiy by row.
The number of bits in a color scheme, called thiedbpth,
refers to the number of bits used for each pixbke $mallest
bit depth in color schemes is 8, meaning that theee8 bits
used to describe the color of each pixel.

b. Least significant bit Algorithm
Least significant bit (LSB) insertion is a commaimple
approach to embedding information in a cover imagee
least significant bit in other words, the 8th Hitsome or all
of the bytes inside an image is changed to a hih@fsecret
message. When using a 24-bit image, a bit of eatteaed,
green and blue color components can be used, giageare
each represented by a byte. In other words, onesttaa 3
bits in each pixel. An 800 x 600 pixel image, canststore a
total amount of 1,440,000 bits or 180,000 bytesrabedded
data. For example a grid for 3 pixels of a 24-bifage can
be as follows:
(001011000011101101110101)
(001111000100000110110100)
(110101100110001100000011)
When the number 200, which binary representation
11001000, is embedded into the least significatst i this
part of the image, the resulting grid is as follows
(0010110 00011101 110111001)
(101001110001010000110011)
(0100110101100 01100011 1 0 0)
Although the number was embedded into the firsytg@dof
the grid, only the 3 underlined bits needed to banged

half of the message and P' replaces the "right; hall the
process is repeated 15 more times with successivab@rs
of the P-array. The resulting P' and F' are therRE® with
the last two entries in the P array (entries 17 a8y and
recombined to produce the 64-bit cipher text.

e = XOR | Plaintext

r_-4/1/

Pa L e  §
" Py f

| 2 ||
.. I nli -a
L 7 | i

(13 mare iterationst "~

”!n i . e
Py Pl

Pyz

fig 2. Blowfish algorithm
Algorithm: The input is a 64-bit data element==Divide x

according to the embedded message. On averagehalily into two 32-bit halves: xL,xR.

of the bits in an image will need to be modifiedhide a
secret message using the maximum cover size. Siece
are 256 possible intensities of each primary catbgnging
the LSB of a pixel results in small changes initliensity of
the colors. These changes cannot be perceivedebyuiman

Then,
fori=11to 16:
xL = xL XOR Pi

XR = F(xL) XOR xR
Swap xL and xR
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After the sixteenth round, swap xL and xR againrido the At transmitter side we are created GUI in VisuaiBés

last swap. Then, which can be used to transmit text and iris imag@&RM
XR = xR XOR P17 and kit. After sending text and Image to microcontrplleCD
xL =xL XOR P18 shows message Device is ready to receiver data RGm

Finally, recombine xL and xR to get the cipher teA&t Then Send text and image button pressed, then dading
graphical representation of F appears in FigureTBe of image and text done in RAM memory of ARM conigol
function divides a 32-bit input into four bytes amsks those When PC sends text and Image to Controller thetraiber
as indices into an S-array. The lookup resultstlzea added is ready to receive data from computer.LCD dispagws
and XORed together to produce the output. The &and the message “receiving ready”

S-array values used by Blowfish are precompilecethamn
the user's key. In effect, the user's key is tiamnséd into the
P-array and S-array; the key itself may be dischafter the

transformation.

& bits 32 bits
T -

S5-box 1

Y
e 32 bits e AR
@ || S-box 2 -

32 bits

g

" : Y
32 bits | 24 e
o
8 bits " 32 bits
@—3]| S-box3 |t
|
e 32 pits
E==N
8 bits | 32 bits |
L go{| S-box 4

fig 3.Graphical representation of F

d. Experimental Setup
trazmnitter

ts;!mnfn]matlnn ARD netvrork
PC wath TP
= LPC
VE GUI 2148 Fighee
After completion of successful reception of imagel dext
. to the controller. Then controller stat encodingl astore
encoded text in image. And stego image send tJ#hRT1,
Sarial where zigbee module is connected to controller. hde
oo TmMunicatisan ARN i i i
PCwith | 1P doing this process controller display message o 43
VEGLI | 2148 | [z below.
b .

fig 4. Experimental setup block diagram

PC must have Visual basic 6 software to run GUI.de@
port connected to ARM kit com Port. We used two UAR
port of ARM kit, one is connected to PC com pordan
second connected to Zigbee. So transmitter can ascta
receiver or receiver can acts as transmitter ifiiregl. As
shown in Figure 4, for practical demonstration wquired
two PC or Laptops, two ARM kit, two zigbee moduleda
two serial com cables.

V. RESULT
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Reverse process takes place at the receiver sigbe&

e Paces oo

TRage o Send:

Pkt Lo Send:

=1 <1/
Network Secnrity Based on Image Stegnography

Disconmect

e
Erage |

Heceloeg fest:
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|
Erceiuing, . .Oooe

Clear
Inage

fig 5. Result displays

receive stego image and transit to the IC, decodfrijmage
and encoding text take place then encoded textriserted
into original text. Stego image display on receivathge
block of GUI and original text is at bottom blocWhole
programming done in ¢ code and compile in Kiel 8, s
timing analysis is possible. Timing analysis andnmgy
utilization as shown in table below,

Blowfish | Least
algorithm | significant Total
bit algorithm
Encryption cycle 1120 3227 4347
Decryption cycle 1119 3224 4343
Memory utilization | 5kb 18kb 23kb

VI. CONCLUSION

(5]

(6]

(7]

8l

19
[10]

[11]

This paper is devoted to the problem and solution o

security of small embedded system. Total ARM meniery

utilized for processing of both algorithms. So tkigstem
can be used in small memory application like in groards,
ATM machine etc. As the point of security, maximum
security for text is possible so this system canubed in
military application. Most confidential iris image person
consider for Steganography, so when iris image Witlden
text is on network, and if hackers hack this imaben it is
too difficult to catch the hidden data because iimsage is
unique identity for person, there is no another esamage

Sim Hiew moi, nazeema binti abdul rahim,puteh sgehg li sim,
zalmiyah zakaria, subariah ibrahim, “Iris biometciyptography for
identity document”, 2009 international conferenéesaft computing
and pattern recognition.

Sujay narayanaland gaurav prasad “Two new apprsdohesecured
image steganography using cryptographic technigaed type
conversions” signal & image processing: an inteamat journal (sipij)
vol.1, no.2, december 2010.

Mamtajuneja 1, parvinder singh sandhu2 “Designifigobust image
steganography technique based on Isb insertioreaad/ption” 2009
international conference on advances in recent ntdogies in
communication and computing.
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network security based on iris biometric’ 2010 intgional
conference on advances in computer engineering.

Schneier, john wiley & sons, “Applied cryptography” New
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Schneier, “Description of a new variable-length kéy-bit block
cipher (blowfish) fast software encryption”, Canume security
workshop proceedings (December 1993), springeagerl994, pp.
191-204.

Zainul Abidin, Adharul Muttagin, “A Simple Cryptogphy Algorithm
for Microcontroller” in International journal of eenging technology
and advanced engineering 2250-2459, iso 9001:26ABied journal,
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can be generated or captured. So this is the aayant
Blowfish is avery secure algorithm. When we compared it
with other algorithm that is AES then it is foungat for
embedded system security, blowfish is easier th&s.A
Blowfish required less processing time and memory
utilization than AES. So it is a faster securitgaithm for
embedded system. This paper introduces two algositat a
time for multiple securities, so maximum securitgnc

possible
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