
www.ijcrt.org                                                        © 2025 IJCRT | Volume 13, Issue 12 December 2025 | ISSN: 2320-2882 

IJCRTBI02025 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 152 
 

Synthetic Identities & Deepfake Threats In Zero 

Trust Architecture 
Manju Pillai 

Department of Computer Science & IT,  

Smt. Devkiba Mohansinhji Chauhan College of Commerce & Science,  

Silvassa, UT of DD & DNH-396230, India  

 

Abstract:  The rapid spread of synthetic identities and AI-generated deepfake threats poses significant challenges 

to traditional enterprise security systems. Modern attack methods use fixed authentication system vulnerabilities 

to allow criminals to realistically mimic authorized users. The security framework Zero Trust Architecture (ZTA) 

has emerged as a powerful defensive model because it relies on "never trust, always verify" principles. This study 

evaluates the potential benefits of AI-based detection systems for improving Zero Trust Architecture's ability to 

tackle modern threats through adaptive and context-aware protection mechanisms. 

Centering on continuous authentication, behavioral biometrics, anomaly detection, and advanced identity 

verification, better identity assurance and fraud prevention are supported. This paper surveys the state-of-the-art 

methods while examining their existing challenges including model bias and adversarial evasion and scalability 

issues together with privacy risks and assesses their practical deployment potential. Future research directions 

presented in this paper focus on uniting AI-based defenses with Zero Trust frameworks to protect identities and 

sustain digital trust while preventing sophisticated fraud. 
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I. INTRODUCTION 

Identity and Access Management (IAM) plays a vital role in Cybersecurity. Biometrics or Face recognition, and 

Multi-Factor Authentication (MFA) are used extensively to secure digital assets. However, the emergence of 

synthetic identities such as fake individuals created with stolen and fake data, and AI-generated deepfakes, which 

involves audio-visual impersonation, opens up  new possibilities for cyber-attacks. As AI can automate and 

optimize forgeries, digital identities and authentication processes can be manipulated that become capable of 

mounting attacks.. Traditional authentication methods cannot detect modern anomalies of this type. Zero Trust 

Architecture (ZTA) entirely changes older security models to the new principle of "never trust, always verify". 

The focus of this new principle is on continuous authentication and adaptive authorization with least privilege 

access. With the help of ZTA along with AI tools like behavior analysis, anomaly detection, and biometrics, the 

system is always analyzing user activity and detecting suspicious activity. 
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II. PROBLEM STATEMENT 

The increasing number of synthetic identities and AI-generated deepfakes creates a severe challenge for 

traditional authentication systems that rely on static credentials, making them increasingly vulnerable to being 

leveraged. While Zero Trust Architecture (ZTA) offers a robust security framework, it falls short in preventing 

advanced and evolving identity threats. Artificial intelligence (AI) can further strengthen ZTA by introducing 

continuous authentication, behavior analytics, and adaptive threat detection. However, the successful exercise of 

this would depend upon overcoming critical challenges like algorithmic bias, adversarial attacks, scalability at 

the edge and multi-cloud, and privacy risks with biometric and behavioral monitoring..  

III. OBJECTIVES: 

i. Assess the role of AI-driven techniques, such as continuous authentication, behavioral biometrics, and 

anomaly detection, in strengthening Zero Trust Architecture (ZTA). 

ii. To analyze the limitations of current AI-enhanced ZTA implementations that focus on bias, adversarial 

evasion, scalability, and privacy risks. 

iii. To develop a conceptual framework for integrating AI with ZTA that ensures adaptive, context-aware, and 

privacy-preserving identity assurance. 

iv. To recommend strategies for the development of federated learning, explainable AI, including XAI, and 

human-in-the-loop mechanisms that engender trust, transparency, and operational resilience. 

v. To gauge the added value of AI–ZTA on enhancing digital trust, fraud prevention, and securing enterprises 

from synthetic identities and other deepfake-enabled threats. 
 

IV. LITERATURE REVIEW: 

Table 1: Summary of recent studies concerning zero trust architecture  

Author / Source Focus Area Key Contributions 
Limitations / Challenges 

Identified 

NIST SP 800-207 

[6] 
Formalization of ZTA 

continuous verification, least 

privilege, and dynamic policy 

enforcement as ZTA pillars 

Partial address of 

emerging AI-enabled 

threats. 

Manduva [2] 
AI-enabled Edge 

Computing 

Discusses integration of ZTA 

into edge environments. 

Privacy risks, policy 

consistency, and secure 

model updates. 

Kolawole [3] National Security 

Cloud-based AI deploying 

ZTA to strengthen U.S. cyber 

defense. 

Implementation 

complexity-geopolitical 

reliance on cloud. 

Aramide [4] Next-Gen Networks 

AI-driven continuous identity 

verification for secure digital 

ecosystems. 

Bias in AI-driven identity 

decisions. 

Nellipudi [5] 
Multi-Cloud Payment 

Systems 

Risk-adaptive authentication, 

latency handling, and 

compliance in payments. 

Scalability, 

explainability, and 

regulatory compliance 

hurdles. 

Broader Surveys 

[7] 

General AI + ZTA 

Research 

Confirms AI’s role in 

intrusion detection, behavioral 

analytics, automated response. 

Persistent bias, 

adversarial robustness, 

lack of explainability. 

Patel [8] Incident Response 
AI-powered detection and 

response to APTs within ZTA. 

Needs integration into 

scalable enforcement 

frameworks. 

Emerging 

Research [9] 
AI-driven ZTA 

Discusses recent trends in AI-

enabled Zero Trust defense. 

Adversarial attacks, 

scalability, privacy 

governance. 
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V. RESEARCH GAP AND CHALLENGES: 

Technical Challenges 

AI, blockchain, and Zero Trust integration pose a number of challenges, such as computational overhead and 

compatibility issues. AI models are susceptible to bias, lack of explainability, and adversarial attacks. 

Organizational Challenges 

Adoption requires workforce training, cultural change, and effective human–AI collaboration. Strict 

regulations have resulted in a strong demand for competent data governance, privacy preservation, and ethical 

handling of biometrics and behavioral data. Besides, standardized identity trust across domains and multi -

cloud environments has not yet been achieved. 

VI. FUTURE SCOPE: 

Based on the literature, there is an increasing awareness of the need for AI-driven continuous authentication 

and threat detection in Zero Trust Architecture. However, much research needs to be done in order to 

overcome the limitations identified in the current studies. The future work should aim at the creation of robust 

AI models resistant to adversarial attacks and developing strategies that improve user acceptance of AI-driven 

security solutions.  

VII. CONCLUSION: 

Synthetic identities and deepfakes present an enormous challenge to traditional identity security mechanisms. 

In this respect, embedding AI-driven detection capabilities into Zero Trust frameworks has become 

indispensable in mitigating such evolving threats. The review provided synthesized contemporary research, 

technological approaches, and integration strategies, while it also identified persistent challenges and further 

scope for future innovation. Continued research in this area is sure to be required to ensure the protection of 

digital identities and maintenance of enterprise trust in this new world of AI-enabled threats. 
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