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Abstract: Generative artificial intelligence technology has allowed for the creation of highly realistic
synthetic videos called "deepfakes.” Deepfakes offer a way to enhance many different uses of media;
however, they are also responsible for major problems like misinformation, identity theft, and threats to
digital security [1],[2]. Consequently, it is challenging for computer vision methods to differentiate
between real and deepfake videos. This paper presents a deep learning framework based on a spatio-
temporal approach to identify Al-generated deepfake videos. The spatio-temporal approach includes video
preprocessing to retrieve video frames, detect and normalize faces in those frames, and then use
convolutional neural networks (CNN) to retrieve spatial features from those normal faces. After retrieving
the spatial features from the video frames, the video frames are analyzed for temporal inconsistencies
between frame relationships to increase detection accuracy [3],[4]. The detection system is created using
a web application developed using Flask, allowing real-time video analysis. The experimental results of
this research show that the proposed system exhibits constant improvement (as indicated by reduced loss
and increased accuracy) until a steady state is achieved as training progresses. Therefore, the proposed
deepfake detection system will show accurate results and provide the computational efficiency required
for deployment in a real-world context.

Index Terms - Component, formatting, style, styling, insert.

. INTRODUCTION

Deepfake Technologies: Artificial Intelligence Creates New Possibilities for Fraud, Misinformation,
Theft, and Cyber Crime.

Technological advances in artificial intelligence have resulted in new kinds of content — hyper-realistic
media that has been created with the help of artificial intelligence will come to be known as Deepfake
Media. The development of hyper-realistic media is achieved through the use of deep learning techniques,
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such as Generative Adversarial Networks (GAN), and autoencoder architectures. By using these
techniques, it has become possible to manipulate an individual’s facial expression, voice or identity with
a high degree of accuracy [1],[2]. Although there are a few positive uses for this type of technology (e.g.,
entertainment, movie-making, virtual reality, and producing digital content); there are also several
negative implications associated with the use of this technology including the creation of false and
misleading information, identity theft, fraud, and cybercrime. As this type of technology becomes more
readily available, it becomes easier for potential criminals to create and distribute false or misleading
content; creating major risks to individuals, organizations and society in general.

Various harmful scenarios have been noted from the use of deepfake videos. Harmful uses of deepfake
videos include spreading fake news; impersonating public figures; unauthorized use of people's identities.
These developments raise concerns about whether digital media is authentic and trustworthy. Therefore,
it is critical to establish methods for detecting Al-created content, which is a current area of research in
computer vision and artificial intelligence. Existing methods for detecting deepfakes are based on
identifying spatial inconsistencies in individual video frames (e.g., visual artifacts; unnatural texture;
irregular pixel distribution). More recently developed deepfake-generation techniques have improved the
quality and appearance of synthetic video to such an extent that there are fewer visible artifacts present in
synthetic video-making it increasingly challenging to detect synthetic video based solely on spatial
features alone [3].

To eliminate these constraints, we must examine both spatio-temporal properties of video content.
Temporal inconsistencies (such as contradictory motion between frames and unnatural motion, erratic
blinking, inconsistent changes in facial expressions between frames, and significant differences between
two consecutive frames) can be useful for recognizing manipulation [4]. A model employs both a frame-
based (spatial) and a sequential (temporal) representation of the input via spatio-temporal analysis and
increased accuracy/robustness of detecting manipulations. Recently, deep learning architectures have been
developed that combine CNNs with RNNs or LSTM networks, or 3D convolutional networks as part of a
temporal modeling approach; these architectures have also produced favorable results in both
classification of video and detection of deep fakes.

This paper presents a new method based on deep learning to identify fake videos generated by Al. This
system uses a spatio-temporal approach, as it processes the input video through several stages, which
consist of extracting frames, detecting faces, normalising the frames, and extracting features from the
individual frames. Then, convolutional neural networks (CNNSs) are used to extract spatial features from
each frame; while analysing the temporal relationships between frames allows one to identify irregularities
that indicate whether manipulation has occurred. Additionally, the proposed system has been implemented
in a real-time web application using a Flask backend, allowing users to submit their videos and quickly
receive determination results for their videos. by providing a practical implementation of the suggested
system, this implementation improves its potential for real-world application.

THIS STUDY'S MAJOR CONTRIBUTIONS ARE THE DEVELOPMENT OF A SCALABLE SPATIO-TEMPORAL DEEP
LEARNING FRAMEWORK, THE IMPLEMENTATION OF A REAL-TIME DETECTION SYSTEM, AND THE EVALUATION
OF MODEL PERFORMANCE THROUGH THE USE OF ACCURACY AND LOSS METRICS. THE GOAL OF THIS
PROPOSED METHOD IS TO PROVIDE AN EFFICIENT, SCALABLE SOLUTION TO THE PROBLEM OF DEEPFAKE
DETECTION, THEREBY SUPPORTING THE CONTINUED EFFORTS TO PRESERVE NOT ONLY THE INTEGRITY BUT
ALSO THE AUTHENTICITY OF DIGITAL MEDIA.

LITERATURE SURVEY

Recent developments in how fast deepfake technology can advance through improved DL methods that
create them have generated considerable interest in the issue of detecting deepfake videos. Traditional
methods for detecting deepfakes have generally only attempted to identify visual artifacts that occur
from frame to frame using traditional computer vision techniques. In these cases, features were typically
based on hand-crafted features such as texture irregularities, colour irregularities or compression
artefacts. As deepfake technology continues to evolve, the traditional methods of detecting deepfakes
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based on these artefacts will become more difficult to identify with less accuracy due to the lack of
visible artefacts in the generated deepfake video.

has been a recent trend in conducting research using deep-learning approaches. An example of this is
the use of convolutional neural networks as a form of a deep-learning approach to perform image
classification tasks. A convolutional neural network can learn and detect different spatial features
automatically from images and therefore can be applied to detect small differences or inconsistencies
between facial regions and textures.

Several researchers have used pre-trained architectures such as VGGNet and ResNet with these types
of approaches for deepfake detection. For example, using these architectures has produced better results
for deepFake detection compared to traditional methods. However, the majority of those prior studies
and research effort was on frame-level analysis and did not take into consideration the temporality of
manipulated videos and, therefore, the inconsistencies throughout the video due to the manipulated
frames.

Researchers are looking into temporal modelling techniques such as Recurrent Neural Networks, Long
Short-Term Memory models and 3D CNNs in order to deal with this limitation. All three of these models
utilize sequences of frames to analyse motion and temporal dependencies that are critical for detecting
unnatural transitions and inconsistencies when looking at deepfake videos [5]. In addition, recent hybrid
methods that use CNNSs to extract spatial features and then use LSTMs for temporal modelling have
demonstrated an improved ability to detect deepfakes.

Although there have been improvements with this technology, several existing methods still have issues
regarding high computation complexity, inability to perform in real time, and reliance on unlimited data
for training. Some models will require a high-performance GPU, thus making those systems impractical.
Others cannot transfer to different forms of creating deepfakes, restricting the models overall.

I1l. PROPOSED METHODOLOGY

A proposed deep learning framework is being developed for detection of Al-generated video & will use
spatio-temporal features to improve detection accuracy. The framework includes an overall multi-staged
pipeline which consists of Video Acquisition, Pre-Processing, Feature Extraction, Model Inference, and
Visualization of Results. Optimization of each of the pipeline stages enables efficient processing &
applicability to real-time detection.

Video Acquisition - The first step in this process is obtaining the raw video, using the following standard
(public) formats for input .mp4 or .avi, which can then be accessed via a web based interface. After
uploading the video, it will be uploaded to the server storage, and then moved to the pre-processing stage.
The pre-processing step will use multiple techniques to break the complete video down into the relevant
frames and extract all faces from each relevant frame of the video at a constant frame rate. The video will
then have the facial data from each frame extracted, and then normalized for size, resolution, and pixel
intensity so that all facial images maintain the same characteristics across the entire data set.

Spatial features are collected through the use of Convolutional Neural Networks (CNNs) after
preprocessing has occurred. CNNs can capture detailed visual attributes (e.g., uneven texture, distortion
of edges, and unnatural facial features). These spatial features are used to develop a means of
differentiating between a fake frame and a real frame. However, deep fake videos tend to exhibit strong
spatial characteristics, which means that temporal relationships between frames must also be examined.

The system uses sequence based analysis to detect temporal inconsistencies. Sequence based analysis
processes the consecutive frames of a recorded event to examine frame level differences. With temporal
modeling, the system can identify the following temporal inconsistencies, which would not be easily
identified through single frame comparisons: (1) unnatural blinking motion; (2) lip-sync errors; and (3)
abrupt facial movements.
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The spatial and temporal characteristics collected are forwarded to the classification phase, where the
model will determine if the given video is authentic or counterfeited. An output score for the prediction is
created by generating a probability that the video was generated by artificial intelligence. The model will
transfer this predicted score to the user through the website.

A BACKEND BASED ON FLASK SUPPORTS THE APPLICATION THROUGH FILE UPLOADS, EXECUTING THE
MODEL, AND RENDERING RESULTS. THIS PROVIDES ACCESS TO THE MODEL IN REAL TIME, ENABLING
PRACTICAL USE OF THE MODEL. THE PROPOSED METHODOLOGY FINDS A COMPROMISE BETWEEN ACCURACY
AND COMPUTATIONAL EFFICIENCY IN ORDER TO ESTABLISH EFFECTIVE DETECTION OF DEEPFAKES ACROSS
REAL WORLD CASES

IV.SYSTEM ARCHITECTURE

The architecture is designed with an efficient and scalable architecture designed to provide a spatio-
temporal deep learning-based pipeline for detecting Al-generated video content. The architecture includes
several modules to handle the input, preprocess the input, extract features, perform inference with the
model, and visualize the output. Each of these components contributes to reliable and accurate detection
of Al-generated videos with reasonable computational efficiency to allow for near real-time deployment.

The initial stage consists of the User Uploading a video file to the web through a Web-based console.
Upon uploading, the video will then be transferred to the Pre-Processing module on a Server and processed
accordingly. Supports converting your videos to Frame Sequences as well as detecting faces in those
Frame Sequences and extracting Face Frame Region of Interest (ROI). Afterwards, each ROl must be
normalized in terms of size, Resolution, and Pixel Intensity so that the model is more robust by providing
consistency across all extracted face images.

After the data has been prepared, the feature extraction portion can use CNNs for spatial feature extraction
based on the individual frame levels. The hierarchical representations (edges, textures, faces) learned by
the CNN layers will allow for the identification of weak points caused by deepfakes methods used to
create a deepfake video; additionally, the model incorporates temporal analysis to aid in detection through
processing time series of frame sequences. Thus, the model will be able to identify motion type of
irregularities (e.g., abnormal facial movement, irregular transitions, etc.).

The features that have been extracted get passed into the classification module; and here the model is
predicting if the video is real or an Al-generated video. The output will usually be expressed as a
probability score indicating how confident the model is in this prediction. The model will then use some
predetermined threshold to decide if the video is real or fake.

The output module is the end stage of the architecture, where results are shown to the user via a web-
based interface. In addition, users can visualize processed video outputs to get a clearer view of what was
detected. By using the Flask framework for integration, there will be easy communication between the
client and server enabling real-time processing and interaction between users and the system.
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Architecture of Al-Generated Video Detection System
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Figl. Architecture diagram

V. MODEL IMPLEMENTATION

A main part of the system we propose will be to create a deep learning model that creates a structure to
help build a strong, fast, accurate model for using temporal/spatial information in video files to help
identify deepfake videos with great accuracy. The model will be implemented using a series of multiple
steps that includes: Data Preparation, Data Processing, Model Training, Inference, and Deployment. The
overall purpose of creating this detection model will be to develop a high accuracy, fast detection scheme
suitable for real time operation.

A. Data Representation and Input Pipeline

The input to the model consists of video data, which is first converted into a sequence of frames. Let a
video (V') be represented as:

[V={F 1,F 2 F 3, .., F.n}

where ( F_i ) represents the (i*{th}) frame in the video sequence. Each frame is resized to a fixed
dimension (e.g., (224 \times 224)) and normalized to ensure consistency.

Face detection is applied to extract the region of interest (ROI), as deepfake manipulations primarily affect
facial regions. The processed frames are then stacked into sequences to preserve temporal information.

B. Spatial Feature Extraction using CNN

The Convolutional Neural Network (CNN) is used to extract spatial features from each frame. A CNN
consists of multiple convolutional layers, each defined as:

[Y =f(W* X + Db)]

where:
e (X) = input feature map
e (W) = convolution kernel

e (b) =bias
e () = activation function (ReLU)
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The ReLU activation function is given by:
[f(x) =\max(0, x)]
Pooling layers are used to reduce spatial dimensions:
[Y_{pool} = \max(X_{region})]
This helps in reducing computational complexity while retaining important features.
The CNN learns hierarchical representations:
o Low-level features: edges, textures

o Mid-level features: facial patterns
o High-level features: semantic inconsistencies

C. Temporal Feature Modeling

To capture temporal dependencies between frames, the system processes sequences of features. Let the
extracted features from CNN be:

[S={s 1,5 2,5 3,..,5 n}]

Temporal inconsistencies are analyzed using sequence modeling techniques such as LSTM or frame
aggregation. These help detect anomalies such as:

o Unnatural blinking
e Lip-sync mismatch
 Irregular facial motion

D. Classification Layer

The extracted features are passed through fully connected layers for classification. The final output is
computed using the Softmax function:

N\hat{y}i = \frac{e"{z_i}}{\sum{j=1}"{C} e"{z_j}}]
where:
e (C) = number of classes (Real, Fake)
e (z_i) = input to output neuron
E. Loss Function and Optimization
The model is trained using the categorical cross-entropy loss function:
L = -\sum_{i=1}{C} y_iMog(\hat{y} i)
Optimization is performed using the Adam optimizer, which updates weights as:

[m_t=\beta 1 m {t-1} + (1 - \beta_ 1) g_t]

[v_t=\beta 2v {t-1} + (1 - \beta_2) g_t"2]
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where:

e (g_t) =gradient
e (m_t, v_t) = moment estimates

F. Training Algorithm (Step-by-Step)

Input video dataset

Extract frames from each video

Perform face detection and normalization

Pass frames through CNN for feature extraction
Aggregate features across frames

Feed features into classifier

Compute loss using cross-entropy

Update weights using Adam optimizer

Repeat for multiple epochs until convergence

CoNorwWNE

G. System Workflow Diagram
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Fig. 2. Workflow of model implementation for deepfake detection

H. Integration with Backend System

A Flask-backed web application is used to deploy the trained model. The backend supports:

a) Uploading video files

b) Storing uploaded files

¢) Invoking the trained model
d) Creating predictions

e) Displaying results

Using this approach can dramatically increase processing efficiency and provide the ability for real-time

inference as the detection module is dynamically loaded when the system processes user input.

I. Performance Considerations

To ensure efficiency:

o Frame sampling is used to reduce computation
e Input resizing minimizes memory usage
« Batch processing improves training speed
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The model achieves a balance between:

e Accuracy

e Speed

o Scalability
J. Summary

Deep learning techniques are being used successfully on the current model for both Space and Time
analysis. The Convolutional Neural Networks (CNNs) provide a robust feature extraction capability, while
the temporal models developed to enhance detection provide an increase in the robustness of detection.
By adding a web-based solution, we increase the range of use-cases that could ultimately be deployed in
real-world applications.

VI. EXPERIMENTAL RESULTS AND ANALYSIS

An evaluation study was undertaken to assess how well a new deepfake identification system performed.
For this study a total of three evaluations were completed in order to evaluate system performance: (1)
Learning behaviour; (2) Effectiveness of determining whether a video being identified as real was actually
made by real persons (i.e., human-created) or by an artificial intelligence (Al); and (3) Effectiveness of
determining whether videos identity were created by Al versus real humans, even if both types of videos
exhibit the same technical characteristics. These evaluations utilized primarily training metric(s) (i.e.,
Accuracy and/or Loss) of models trained over multiple epochs (training times) to provide an indication as
to whether there was evidence that the suggested spatio-temporal framework has learned to extract
meaningful (i.e., non-random) features from video data.

A. Evaluation Metrics

To quantitatively assess the performance of the model, standard classification metrics are used. These
metrics provide insight into the correctness, reliability, and robustness of the model predictions.

The accuracy of the model is given by:

[
\text{Accuracy} = \frac{TP + TN}{TP + TN + FP + FN}

The precision and recall are defined as:

[
\text{Precision} = \frac{ TP}{TP + FP}

]

[
\text{Recall} = \frac{TP}{TP + FN}

]

The F1-score is calculated as:

F1 = 2 \cdot \frac{\text{Precision} \cdot \text{Recall}}{\text{Precision} + \text{Recall}}
]

These metrics collectively ensure that the model is not only accurate but also reliable in minimizing false
predictions.
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B. Accuracy Analysis

Accuracy vs Epoch
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2 4 6 8 10 12 14
Epoch

Fig. 3. Accuracy vs Epoch

The provided accuracy graph depicts the learning development of the model between epochs. The
accuracy of the model starts out at a low (approx. 52%) value as expected because of the random nature
of the weight being initialized too. However, as the training progresses, the model progressively learns
spatial and temporal features that can discriminate within the data.

The model's accuracy increases at a consistent rate:

Period of Epochs 3-5 with accuracy of ~60-63%. Period of Epoch 10 with Accuracy of ~73%. Final Epoch
(~15) with accuracy of ~78% as the peak value reached by the model.

The continuous development in a positive direction indicates that the model is improving and fine-tuning
its predictions over time (via a consistent upward trend). There were no noticeable spikes or drop-in
accuracy during this period; therefore, it is implied that training behaviour is stable due to a lack of abrupt
changes amongst epochs suggesting either good stability in modelling throughout the training process or
sufficient quality within the dataset used for training thus providing representation for the model to be
able to generalise well.

C. Loss Analysis

Loss vs Epoch
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Fig. 4. Loss vs Epoch

By looking at the loss graph you can see an indication of how efficiently the model is minimizing errors
in its predictions while training. When the training begins, the loss is at its highest point (approximately
0.85), meaning not very good predictions are being made at that time. As training progresses in epochs:

. The loss goes down to ~0.70 by epoch 4,

. Then down to ~0.50 by epoch 10,

. Then finally comes to rest around 0.43 by the last epoch.
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The continual decrease of loss is a strong confirmation that the model is learning correctly and optimizing
the parameters properly; the smooth curve of loss indicates that the optimizer (Adam) produced good
optimal results, and the learning rate was set at the appropriate value. The fact that there are no oscillations
or divergences in the loss graph provides additional confirmation of:

. Staying on track with stable gradients;
. Making appropriately large updates for convergence;
. Remaining stable through the whole training period.

D. Training Stability and Convergence

The convergence of the respective model has been demonstrated by the following two indicators that show
an increase in accuracy and a decrease in error rates (i.e., loss). In other words, the model has reached its
minimum error point and has developed an improved capacity for accuracy.

Considering the observations made above, there are several points to consider:
1. There are no indications of overfitting (e.g., there is no evidence of an early plateauing)
2. There are no indications of underfitting (e.g., continuing increases in accuracy)

3. There is consistency in the behavior of the model over each epoch.

Overall, the model provides an acceptable bias/variance trade-off for use in the real world.
E. Comparative Analysis with Existing Methods

To better understand the effectiveness of the proposed system, a comparison is made between traditional
deepfake detection methods and the proposed spatio-temporal approach.

TABLE I: Comparison Between Existing and Proposed Methods

Feature Traditional CNN-Based Proposed Spatio-Temporal
Methods Methods Model

Feature Type [Handcrafted ISpatial Only [Spatial + Temporal |
IDetection Accuracy  ||Low (50-65%) IModerate (65-75%) ||High (~78%) |
Temporal Analysis  |Not Supported ILimited |Fully Supported |
Real-Time Capability ||Limited [Moderate |High |
IRobustness lLow Moderate |High |
E?fzz?:gggonal High Moderate Optimized

IDeployment [Offline ILimited |IReal-Time (Flask-based) |

F. Interpretation of Results

Experiments and comparative analyses led to discovering numerous relevant insights:

1. The model identifies both spatial and temporal characteristics allowing for increased detection
effectiveness than previous detectors because this model has superior learning characteristics than
previous models.

2. Both loss and accuracy curves contain numerous smooth curve shapes, indicating that the training
process was successful, stable and informative (i.e., additionally that the learning curve is closer to being
optimally shaped).

3. This model's generalization performance is superior relative to models that were previously used. The
experimental results indicate the model learn has developed through time: (e.g., it has not memorized )
general representations of the underlying patterns in the dataset.

4. This model's loss decreased over time indicating it has made fewer classification errors than previously
developed models have made over time.

5. This model will be capable of being used in real-time applications via Flask while this will normally
not be available with respect to any existing models.
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G. System Performance and Efficiency

The current system implementation balances performance and efficiency by taking into account the
following parameters that affect overall efficiency:
(1) using sample frames in order to reduce computation time; (2) normalizing data for faster
convergence;
(3) using a small convolutional neural network (CNN); and (4) optimising using an efficient algorithm
such as Adam for optimisor. As such, video is processed quickly enough for practical applications (i.e.,
verifying/validating content).

H. Summary of Experimental Findings

According to empirical data, our proposed deepfake detecting system shows reliable, repeatable, and
consistent performance across all dimensions. An increase in accuracy from 52% to 78%, and a decrease
in loss from .85 to .43 suggest that our model has sufficient learning capability. The addition of temporal
analysis enables detection rates to be orders of magnitude greater than what is achieved by conventional
methods.

In summary, we have developed a practical solution for determining whether videos containing humans
were produced via Artificial Intelligence, including an anticipated large set of novel real-time application
extensions that will be possible once fully developed.

VII. CONCLUSION

It is evident from experiments performed as well as using data collected from analyzing variables used to
measure the system’s performance that this deepfake detection system is reliable and effective for
deployed use. The model is learning to effectively recognize spatial and temporal patterns within video
data, as indicated by approximately 52% accuracy at 1st dichotomy, increasing to 78% at 50-60
dichotomous episodes (a direct correlation with an increased amount of time spent on training each
episode). In addition, the continuing reduction of the number of incorrect predictions (the value of loss)
from an initial 0.85 down to the end-of-training average of 0.43 demonstrates a successful minimization
of both prediction error and convergence stability for this model.

A principal advantage of this approach is its ability to jointly analyze spatial and temporal information
using a single deep learning model. Conventional techniques have focused mainly on individual frame-
level characteristics; however, this approach considers differences in images as well as movements to
better identify events. By employing these two types of features, this method will enhance the reliability
of the system, thereby providing greater resistance to current deepfake technologies, which seek to avoid
the introduction of visible defects into videos.

The user-oriented project achieved noticeably by allowing them to receive support as it occurs via a web-
based CMS (Content Management Systems) developed with the Flask framework using the capabilities
of upload video and receive predictions in real time; thus enabling them to utilize these technology
applications in real time: media authentication, digital forensics and the validation of content on social
media. Practical example of how this technology connects the practical aspect of technology with
theoretical models providing a working solution to users.

The accuracy and loss graphs demonstrate that the model was trained successfully, as neither graph
exhibited indications of either over-fitting or oscillation. Both graphs possess consistently smooth trend
lines, and very little noise was detected throughout the duration of recording the activity associated with
each of the two models' respective actions. The ratio of the performance of each of the two models to the
computational cost of executing each respective model on standard server equipment was appropriate; no
excess resources will be required.
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There are many pros and cons to these procedures. Some examples of disadvantages involve greater
sensitivity to quality of video; also, many of the methods for identifying deepfakes that do not use common
methodologies are extremely challenging. Overall performance and the surefire reliability of each system
both provide proof of their capacity to reliably, effectively, and adequately scale as alternate
authenticators.

As a result, our research shows that the proposed spatio-temporal deep learning framework can
successfully identify Al-generated videos in a variety of different ways. The findings also indicate that by
combining CNN-based feature extraction with temporal analysis, we can provide an effective method for
detecting counterfeit videos through the use of spatio-temporal models. Thus, the findings support the
continued evolution of the proposed spatio-temporal deep learning model into a practical application in
the near future.
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