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Abstract : This paper presents CareNest, a role-based patient monitoring and management system
developed to improve healthcare supervision through a secure and centralized digital platform.
Conventional patient record management systems often rely on manual processes that lead to data
redundancy, delayed communication, and limited accessibility. The proposed system introduces
structured role-based access control to ensure that administrators, medical staff, and guardians can
securely access and manage relevant information. CareNest enables medication monitoring, tablet history
tracking, and restricted item management with real-time notification features to enhance transparency
and communication. The system is implemented using modern web technologies and database
management techniques to ensure scalability, data integrity, and operational efficiency. Experimental
evaluation demonstrates improved accuracy, reduced manual errors, and faster information flow within
healthcare environments. The proposed platform provides a reliable and scalable solution for institutions
seeking efficient patient supervision and digital healthcare management.

Index Terms — Patient Monitoring, Role-Based Access Control, Healthcare Management System,
Real-Time Notification, Web Application, Digital Healthcare.

I. INTRODUCTION

Healthcare institutions increasingly require structured and efficient systems to manage patient records
and ensure continuous supervision. Traditional patient monitoring processes often rely on manual
documentation and fragmented communication methods, which can result in data inconsistencies,
delayed updates, and limited transparency. With the rapid advancement of digital technologies, healthcare
management systems are evolving toward automated and centralized platforms that enhance accuracy
and accessibility.

Effective patient supervision is particularly important in environments where administrators, medical
staff, and guardians must collaborate and access real-time information. Manual systems not only increase
the risk of human error but also restrict timely communication between responsible stakeholders. These
limitations highlight the need for a secure and role-based digital platform that ensures controlled access,
systematic record maintenance, and efficient monitoring.

To address these challenges, this study proposes CareNest, a role-based patient monitoring and
management system designed to streamline healthcare supervision. The system integrates structured
access control mechanisms, enabling administrators to manage medication records, monitor tablet
history, and regulate restricted items, while guardians receive timely notifications regarding patient
updates. By incorporating modern web technologies and centralized database management, CareNest
aims to improve operational efficiency, data integrity, and communication transparency within healthcare
institutions.

IJCRT2603042 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | a334


http://www.ijcrt.org/

www.ijcrt.org © 2026 IJCRT | Volume 14, Issue 3 March 2026 | ISSN: 2320-2882

The primary objective of the proposed system is to develop a scalable and secure platform that
enhances patient monitoring accuracy and reduces manual dependency. The system contributes to digital
healthcare transformation by providing structured supervision, real-time alerts, and reliable data
management.

II. EXISTING SYSTEM AND ITS LIMITATIONS

In many healthcare institutions, patient monitoring and record management are still handled through
manual documentation or partially digital systems. Traditional methods rely heavily on paper-based
records, spreadsheets, or isolated software tools that lack centralized supervision. These approaches often
result in data redundancy, misplacement of records, and delayed communication between administrators
and guardians.

Existing systems may provide basic digital storage of patient information; however, they frequently
lack structured role-based access control. Without clearly defined user roles, sensitive healthcare data
may be accessed by unauthorized individuals, increasing security risks. Additionally, many systems do
not support real-time notification mechanisms, which are essential for informing guardians about
medication updates or restricted item regulations.

Another major limitation of the existing system is the absence of integrated monitoring features.
Medication tracking, tablet history maintenance, and restricted item management are often handled
separately, leading to fragmented supervision and operational inefficiency. Manual intervention increases
the probability of human errors and reduces overall transparency.

These limitations highlight the need for a secure, centralized, and role-based patient monitoring
platform that ensures controlled access, real-time communication, and systematic data management
within healthcare institutions.

III. PROPOSED SYSTEM

To overcome the limitations of existing patient monitoring systems, the proposed solution introduces
CareNest, a role-based patient monitoring and management platform designed to provide secure,
centralized, and structured healthcare supervision. The system ensures that administrators, medical staff,
and guardians can access relevant information based on predefined user roles, thereby enhancing security
and operational transparency.

CareNest is developed as a web-based application that integrates centralized database management
with role-based access control (RBAC). The administrator module allows authorized personnel to
manage patient records, update medication schedules, maintain tablet history, and regulate restricted
items. Each update made by the administrator is securely stored in the database and processed through
the system’s access control mechanism.

A key feature of the proposed system is the real-time notification mechanism. Whenever modifications
are made to patient records, guardians receive immediate alerts, ensuring timely communication and
improved supervision. This reduces dependency on manual communication methods and minimizes the
risk of missed updates.

The system architecture is designed to ensure scalability, data integrity, and secure authentication. By
integrating structured monitoring modules within a unified platform, CareNest provides a reliable and
efficient solution for healthcare institutions seeking digital transformation and systematic patient
management.

IV. SYSTEM ARCHITECTURE

The CareNest system is designed using a structured three-tier architecture model to ensure scalability,
security, and efficient data management. The architecture consists of the presentation layer, application
layer, and database layer, each performing specific roles in system operation.

The presentation layer represents the user interface through which administrators and guardians
interact with the system. This layer provides role-based dashboards that allow users to access relevant
features according to their assigned permissions. The administrator interface enables record management
and monitoring functionalities, while the guardian interface displays notifications and patient-related
updates.

The application layer functions as the core processing unit of the system. It handles authentication,
authorization, and business logic operations. Role-Based Access Control (RBAC) mechanisms are
implemented in this layer to ensure that users can only access data relevant to their designated roles. The
system also triggers real-time notifications whenever updates are made to patient records.
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The database layer is responsible for storing and managing structured patient information, medication
details, tablet history, restricted items, and guardian records. A centralized database ensures data
consistency, reduces redundancy, and maintains integrity through proper validation mechanisms.
The overall system architecture of CareNest is illustrated in Fig. 1.

Presentation Layer

Admin Portal Guardian Portal
User Interface & Role-Based Dashboard

Application Layer

Core Application Logic
Authentication Role-Based Notification
& Authorization Access Control (RBAC) System

Database Layer

Patient Records

Centralized
Database

Guardian Information

= == = =

|
|
T |

Fig.1.System Architecture of CareNest

V. DATABASE DESIGN

The CareNest system employs a structured relational database to ensure secure, centralized, and
consistent storage of patient-related information. The database is designed to maintain data integrity,
reduce redundancy, and support efficient retrieval of records through properly defined primary and
foreign key constraints.

The major entities in the system include Administrator, Guardian, Patient, Medication, Tablet
History, and Restricted Item. Each entity is uniquely identified using a primary key to ensure accurate
record management. The Patient entity serves as a central component of the database and is linked with
Guardian, Medication, Tablet History, and Restricted Item entities through foreign key relationships. This
structured association ensures systematic monitoring and controlled data access.

The Administrator entity manages patient records and performs updates related to medication
schedules and restricted items. The Guardian entity is associated with specific patients and receives
notification updates whenever modifications are made. Medication and Tablet History entities store
dosage information, schedule details, and historical logs to maintain comprehensive tracking of patient
treatment records. The Restricted Item entity maintains records of items that are not permitted for
individual patients.

The relational structure ensures consistency across all modules of the system and supports role-based
access control by restricting data visibility according to user roles. The Entity Relationship Diagram
(ERD) illustrating the database structure and relationships is shown in Fig. 2.
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Fig.2.ER Diagram of CareNest

VI. RESEARCH METHODOLOGY

The development of the CareNest system follows a structured and systematic software development
approach to ensure reliability, scalability, and maintainability. The methodology adopted for this project
includes requirement analysis, system design, implementation, testing, and deployment phases.

During the requirement analysis phase, the functional and non-functional requirements of the
healthcare monitoring system were identified. Key requirements included role-based access control, real-
time notification mechanisms, secure data storage, and centralized patient record management. The
system requirements were carefully analyzed to ensure clarity and feasibility before proceeding to the
design stage.

In the system design phase, architectural models and database schemas were prepared to define the
structural framework of the application. The three-tier architecture model was selected to separate
presentation, application, and database layers. The Entity Relationship Diagram was developed to
establish structured relationships between system entities.

The implementation phase involved developing the web-based application using modern technologies.
Frontend components were designed to provide user-friendly interfaces for administrators and guardians,
while backend logic handled authentication, authorization, and data processing operations. Role-Based
Access Control (RBAC) mechanisms were implemented to ensure secure access management.

Testing was conducted to verify system functionality, data accuracy, and security compliance. Unit
testing and integration testing were performed to ensure that individual modules operated correctly and
that the overall system functioned as expected. The testing phase confirmed that the system effectively
supports patient monitoring, real-time notifications, and secure data management.

VII. RESULTS AND DISCUSSION

The implementation of the CareNest system demonstrates significant improvements in patient
monitoring and healthcare supervision efficiency. The web-based platform was successfully developed
and tested to ensure secure role-based access, centralized data management, and real-time notification
functionality.

The administrator module enables efficient management of patient records, medication schedules,
tablet history, and restricted items. All updates are securely stored within the centralized database and
processed through the system’s role-based access control mechanism. The administrator dashboard
interface is shown in Fig. 3, illustrating structured record management and monitoring capabilities.

The guardian module provides timely updates and notifications regarding patient information.
Whenever modifications are made by the administrator, guardians receive real-time alerts, improving
communication transparency and reducing manual intervention. This feature ensures that important
updates are not missed and enhances overall supervision.

Performance evaluation indicates that the system effectively reduces data redundancy, minimizes
manual errors, and improves accessibility to patient records. The integration of centralized storage and
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authentication mechanisms enhances security and maintains data consistency across modules. The system
operates efficiently under normal operational conditions and supports scalable deployment within
healthcare institutions.

The results confirm that CareNest provides a structured and reliable digital solution for patient
monitoring and healthcare management.
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Fig.3.Admin Dashboard Interface of CareNest

VIII. CONCLUSION

CareNest is a role-based patient monitoring and management system developed to improve healthcare
supervision through a secure and centralized digital platform. The proposed system overcomes the
limitations of traditional manual record-keeping by integrating role-based access control, centralized
database management, and real-time notification mechanisms to ensure structured and transparent patient
monitoring. The implementation demonstrates improved data accuracy, reduced manual errors, enhanced
communication between administrators and guardians, and efficient record management. By providing
controlled access, secure data storage, and systematic supervision, CareNest supports scalable
deployment and contributes to the digital transformation of healthcare institutions.

IX. FUTURE ENHANCEMENT

The CareNest system can be further enhanced by integrating advanced technologies and expanding
its functionality to support broader healthcare requirements. Future improvements may include the
development of a dedicated mobile application to improve accessibility for guardians and healthcare staft.
The integration of Artificial Intelligence techniques can enable predictive health monitoring and
automated risk alerts based on patient data patterns. Cloud-based deployment can enhance scalability,
data backup, and remote accessibility across multiple healthcare institutions. Additionally, implementing
biometric authentication and advanced encryption mechanisms can further strengthen system security.
These enhancements would improve system performance, expand its usability, and support long-term
digital healthcare transformation.
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