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Abstract: Electronic Health Record (EHR) systems in developing countries like India face challenges in
security, scalability, and data integrity. This paper proposes a blockchain-based framework to enhance EHR
systems with secure, tamper-proof data storage. The framework ensures privacy-preserving authentication
and controlled access to patient records. Doctors can generate and store health data securely in the system.
Blockchain’s transparency and immutability help build trust in healthcare data management. This approach
offers a scalable and reliable solution for modernizing EHR systems.

Index Terms - Electronic Health Records (EHR), Blockchain Technology, Smart Contracts, Healthcare
Data Security.

l. INTRODUCTION

Electronic Health Record (EHR) systems are still underdeveloped, facing numerous challenges. A
blockchain-based framework can address these issues by ensuring secure storage, authentication, and access to
patient health records. This system prioritizes privacy protection and data integrity, offering scalable solutions
for managing health data. Doctors generate and store patient records securely on the blockchain, making them
tamper-proof and easily accessible. Blockchain technology guarantees transparency, security, and privacy,
improving overall healthcare management. This framework enhances trust and reliability in EHR systems
while protecting sensitive health information.

1.1 Key Points:

1. Secure Data Storage: Patient health records are stored securely using blockchain’s tamper-proof
technology.

2. Privacy and Authentication: The system ensures privacy protection and authentic access control for
sensitive health data.

3. Data Integrity and Transparency: Blockchain guarantees data integrity, making health records
trustworthy and transparent.

4. Scalable Healthcare Solution: Provides a scalable, reliable framework to modernize and improve EHR
systems in developing countries.

Il. LITERATURE SURVEY

Electronic Health Records (EHRSs) have transformed healthcare by enabling digital storage and sharing of
patient information. However, traditional EHR systems face issues like data breaches, lack of interoperability,
and limited patient control. Blockchain technology offers a promising solution with its decentralized, secure,
and transparent structure. This survey explores how blockchain can enhance EHR systems, improve data
integrity, and give patients more control over their health information.
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1.1 Key Findings:

1. Blockchain enhances data security in EHR systems by preventing unauthorized access and tampering.

2. Privacy-preserving authentication allows only authorized users (like doctors and patients) to access
records.

3. Improved data integrity and trust through immutable records that cannot be altered once stored.

4. Scalable and efficient framework suitable for implementation in resource-constrained environments like
India.

1.2 Gaps in Existing Research:

1. Lack of Real-World Implementation:
Most studies are theoretical or simulations — very few real hospitals have actually adopted full
blockchain-based EHR systems yet, especially in countries like India.

2. Blockchain networks can struggle when handling huge volumes of health data. There’s not enough
research on making blockchain fast and scalable enough for millions of patients.

3. Balancing Transparency and Privacy:
Blockchain is great for transparency, but patient health data needs strict privacy. Finding the perfect
balance between openness and confidentiality is still a big challenge.

2.3 Contribution of Our Study:

This study presents a blockchain-based EHR system designed to solve privacy, security, and scalability
challenges, especially in developing countries like India. We introduce a privacy-protected authentication
method to ensure only authorized users access sensitive health records. Our framework ensures data integrity
by making patient records tamper-proof through blockchain technology. It also empowers patients with greater
control over who can access their health data. Overall, our solution bridges the gap between theory and practical
application in real-world healthcare settings.

I1l. RESEARCH METHODOLOGY

This section describes the methodology used for designing, implementing, and evaluating the
blockchain-based EHR system, including system scope, data flow, architectural design, development tools, and
performance assessment techniques.

3.1 Scope and Environment
- Data Security & Integrity: Blockchain ensures medical records are tamper-proof and securely encrypted.
Every action is logged transparently with timestamps.
- Patient Ownership & Control:Patients can manage access to their health data in real-time.
This empowers users with full privacy and consent rights.
- Interoperability Across Systems:Enables secure sharing of records across hospitals and countries.
Promotes continuity of care even during emergencies.

3.2 Data and Sources of Data
- Data Types Used:
- EHR systems use structured, unstructured, and semi-structured data to store patient information
- Structured data includes lab results and diagnosis codes, while unstructured covers doctor notes and
scans
- Blockchain ensures integrity by storing metadata and hashes securely, keeping data traceable and
tamper-proof
- Data Sources:
- Main source of medical history, treatments, and diagnoses
- Provide essential diagnostic test results for accurate car
- Update records with medication details and prescription info
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3.3 Theoretical Framework
-Technology Acceptance Model (TAM)
— Focus: How users (healthcare providers and patients) accept and adopt blockchain-based EHR
systems.
— Key Factors: Perceived ease of use, perceived usefulness, and attitude toward technology.
- Unified Theory of Acceptance and Use of Technology (UTAUT)
— Focus: Predicts how individuals will accept technology based on factors like performance expectancy,
effort expectancy, and social influence.
— Key Factors: User’s intention to use EHR, trust in blockchain technology, and system performance
3.4 Evaluation Metrics and Analysis Model
- Data Security & Privacy: Blockchain ensures secure, tamper-proof storage and control of sensitive health
data.
- Interoperability: Blockchain facilitates seamless, secure data sharing across different healthcare systems.
- Patient Ownership & Control: Patients have full control over who accesses their health records at any time.
- Cost Efficiency & Transparency: Blockchain reduces administrative costs by automating processes and
increasing transparency.

Some potential tools and technologies used in this research include:

- Programming Languages: Solidity, Java, Html, Css, Javascript

- Frameworks and Libraries: Hyperledger Fabric, Spring Boot Framework, Truffle, Ethereum.js
- Database and Storage: MySQL, IPFS, AWS S3, MongoDB

- Encryption and Fingerprinting: AES-256, RSA Encryption, SHA-256

- Testing and Analysis Tools: Postman, JMeter, Ganache, Truffle

IV. BRIEF DESCRIPTION OF THE SYSTEM

The system uses blockchain technology to securely manage Electronic Health Records (EHR), ensuring
data integrity, privacy, and easy access for authorized users. It integrates smart contracts for automation,
encrypts patient data before storage, and utilizes decentralized file systems for efficient and secure file
management. Healthcare providers and patients interact through a secure, transparent platform that guarantees
trust, security, and control over sensitive health information.

The first figure shows the system architecture of the blockchain-based EHR platform, where patients and
healthcare providers interact through a secure application. The application processes requests and
communicates with the blockchain for validation. Patient health records are encrypted and stored in
decentralized systems like IPFS or AWS S3, with the blockchain storing only verification hashes for security.
Metadata such as user details and access logs are managed in MySQL for efficient backup and retrieval.

The second figure focuses on the data flow, showing how encrypted patient records are divided into chunks
and stored in decentralized storage, with each chunk’s hash recorded on the blockchain. Healthcare providers
request access through the application, and smart contracts validate these requests.

The third figure highlights how smart contracts automatically verify user identity, permissions, and grant
access, ensuring transparency and immutability by recording all actions on the blockchain. Every user action,
such as uploading or requesting access to records, triggers a smart contract that checks the user’s identity and
authorization status. Once the permissions are verified, the smart contract automatically grants or denies
access, logging the transaction immutably on the blockchain. This streamlined and secure interaction
eliminates the need for intermediaries, ensuring transparency and trust in the management of sensitive health
data.
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V. RESULTS AND DISCUSSION

5.1 Results of Descriptive Statics of Study Variables

Table 5.1: Descriptive Statistics of her using blockchain and System Performance

Metric Value Description

Number of Records 10,000 — 100,000 | Total patient records
Uploaded records uploaded
Time to Encrypt 0.2 05 seconds Time taken to encrypt

Record (Seconds) each EHR
Smart Contract Time for smart
Execution Time 150 — 300 ms contract to process
(Milliseconds) access

How often users
(patients/doctors)
access
Percentage of Rec_ords 60% — 80% Proportion of total
Accessed by Providers records accessed

5 — 20 accesses per

User Access Frequency user/month

Table 5.1 summarizes the performance of the Electronic Health Records (EHR) leveraging blockchain
technology offers enhanced security, privacy, and efficient data management. The number of records
uploaded can vary greatly, with hospitals uploading anywhere from 10,000 to 100,000 records depending
on their size. The time to encrypt each record is typically fast, taking about 0.2 to 0.5 seconds per record,
ensuring data protection without delays.

Smart contract execution time is another important factor, which typically takes 150 to 300 milliseconds
to process access requests, ensuring a quick response time for healthcare providers. User access frequency is
also key, with patients or doctors accessing records approximately 5 to 20 times per month, reflecting the
typical need for ongoing patient care and management.

Approximately 60% to 80% of uploaded records are actively accessed by healthcare providers, highlighting
the importance of these records in daily medical practices. Blockchain not only secures the data but also
ensures that only authorized parties can access sensitive health information. This enhances data integrity and
patient privacy, making EHR systems more reliable and trusted.

Through blockchain, healthcare providers can efficiently and securely share data, improving overall
healthcare delivery and reducing errors associated with traditional EHR systems. The combination of fast
encryption, smart contract automation, and decentralized access leads to a more secure, transparent, and
interoperable healthcare system

IJCRT25A4867 ] International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ p957


http://www.ijcrt.org/

www.ijcrt.org © 2025 IJCRT | Volume 13, Issue 4 April 2025 | ISSN: 2320-2882

V1. Figures and Tables
Proposed Architecture of

EHR Using Blockchain

User Layer
(Patients, Doctors, Healthcare Providers)

!

Application Layer

l

Smart Contract Layer

J

Blockchain Layer

1

Off-Chain Storage Layer

1

Security Layer

Fig 1: Proposed System Architecture of EHR
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Blockchain-Based EHR - Security,
Performance, and Key Features
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Fig 3: Role-Based Access Control Flowchart.
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Table 1 : Patient Health Data Types in Blockchain EHR

Data Type Example Blockchain Usage

Lab test results, Diagnosis

Structured Data Store metadata and hashes

codes
Store metadata only (original stored in
Unstructured Data Doctor notes, X-ray scans IPES/AWS)
Semi-structured E-Prescriptions, Discharge Hashes and encryption stored on
Data summaries Blockchain

Table 2: Key Features of Blockchain-based EHR System

Feature Purpose Technology Used
Data Integrity Prevent tampering of health records Blockchain Hashing (SHA-256)
Role-Based Access Control with Smart
Privacy Control Allow only authorized access
Contracts
Scalability Handle millions of patient records IPFS/AWS decentralized storage
Transparency Track who accessed what and when Immutable Blockchain Ledger
Patient Give control to patients over access
Smart Contracts
Ownership rights
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