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ABSTRACT

Secure cloud storage, which is an emerging
cloud service, is designed to protect the
confidentiality of outsourced data but also to
provide flexible data access for cloud users
whose data is out of physical control. Cipher
text Policy Attribute-Based Encryption (CP-
ABE) is regarded as one of the most promising
techniques that may be leveragedto  secure
the guarantee of the service. However, the use
of CP-ABE may yield an inevitable security

breach which is known as the misuse of access
credential (i.e. decryption rights),due to the
intrinsic “‘all-or-nothing” decryption feature of
CP-ABE. In this paper, we investigate the two
main cases of access credential misuse: one is
on the semi-trusted authority side, and the
other is on the side of cloud user. To mitigate
the misuse, we propose the first accountable
authority and revocable CP-ABE based cloud
storage system with white-box traceability and
auditing, referred

to as Crypt Cloud. We also present the security
analysis and further demonstrate the utility of our
system via experiments.
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APACHE TOMCAT SERVER

Apache Tomcat (formerly under the Apache Jakarta
Project; Tomcat is now a top level project) is a web
container developed at the Apache Software
Foundation. Tomcat implements the servlet and the
JavaServer Pages (JSP) specifications from Sun
Microsystems, providing an environment for Java
code to run in cooperation with a web server. It adds
tools for configuration and management but can also

be configured by editing configuration files that are

servers. Tomcat can also function as an independent
web server. Earlier in its development, the perception
existed that standalone Tomcat was only suitable for
development environments and other environments
with minimal requirements for speed and transaction
handling. However, that perception no longer exists;
Tomcat is increasingly used as a standalone web
server in

high-traffic, high-availability

environments.

Since its developers wrote Tomcat in Java, it runs on
any operating system that has a JVM.
Purpose

The main aim of this project is to
provide integrity of an organization data which is in

public cloud.

normally XML-formatted. Because Tomcat includes
its own HTTP server internally, it is also considered

a standalone web server.

Environment
Tomcat is a web server that supports servlets
and JSPs. Tomcat comes with the Jasper compiler

that compiles JSPs into servlets.

The Tomcat servlet engine is often used in

combination with an Apache web server or other web

Project Scope

In this work, we have addressed the challenge of
credential leakage in CP-ABE based cloud storage
system by designing an accountable authority and
revocable Crypt Cloud which supports white-box
traceability and auditing (referred to as Crypt
Cloud+). This is the first CP-ABE based cloud
storage system that simultaneously supports white-
box traceability, accountable authority, auditing and
effective revocation. Specifically, Crypt Cloud+
allows us to trace and revoke malicious cloud users
(leaking credentials). Our approach can be also used
in the case where the users’ credentials are

redistributed by the semi-trusted authority.

Product Perspective

Data owners will store their data in public
cloud along with encryption and particular set of
attributes to access control on the cloud data. Cloud
owners have all rights to download and delete their

data whenever they want. While uploading the data

IJCRT25A4358 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | 1628


http://www.ijcrt.org/

www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 4 April 2025 | ISSN: 2320-2882

into public cloud they will assign some attribute set
to their data. If any authorized cloud user wants to
download their data they should enter that particular
attribute set to perform further actions on data
owner’s data. A cloud user wants to register their
details under cloud organization to access the data
owner’s data. Users want to submit their details as
attributes along with their designation.

Based on the user details Semi-Trusted Authority
generates decryption keys to get control on owner’s
data. A user can perform a lot of operations over the
cloud data. If the user wants to read the cloud data
he needs to be entering some read related attributes,
and if he wants to write the data he needs to be
entering write related attributes. Foe each and every
action user in an organization would be verified with
their unique attribute set. These attributes would be
shared by the admins to the authorized users in
cloud organization. These attributes will be stored in
the policy files in a cloud. If any user leaks their
unique decryption key to the any malicious user data
owners wants to trace by sending audit request to
auditor and auditor will process the data owners
request and concludes that who is the guilty.
MODULES

» Organization profile creation &
Key Generation

» Data Owners File Upload

» File Permission & Policy File

Creation

» Tracing who is guilty

6.2 MODULE EXPLANATION:

6.2.1 Organization profile creation & Key
Generation

User has an initial level Registration Process
at the web end. The users provide their own personal
information for this process. The server in turn
stores the information in its database. Now the
Accountable STA  (semi-trusted  Authority)
generates decryption keys to the users based on their
Attributes Set (e.g. name, mail-id, contact number
etc..,). User gets the provenance to access the
Organization data after getting decryption keys
from Accountable STA.

6.2.2 Data Owners File Upload

In this module data owners create their
accounts under the public cloud and upload their
data into public cloud. While uploading the files into
public cloud data owners will encrypt their data
using RSA Encryption algorithm and generates
public key and secret key. And also generates one
unique file access permission key for the users

under the organization to access their data.

6.2.3 File Permission & Policy File Creation

Different data owners will generate different file
permission keys to their files and issues those keys
to users under the organization to access their files.

And also generates policy files to their data that who

IJCRT25A4358 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | 1629


http://www.ijcrt.org/

www.ijcrt.org

© 2025 IJCRT | Volume 13, Issue 4 April 2025 | ISSN: 2320-2882

can access their data. Policy File will split the key
for read the file, write the file, download the file and
delete the file.

6.2.4 Tracing who is guilty

Authorized DUs are able to access (e.g. read, write,
download, delete and decrypt) the outsourced data.
Here file permission keys are issued to the
employees in the organization based on their
experience and position. Senior Employees have all
the permission to access the files (read, write, delete,
& download). Fresher’s only having the permission
to read the files. Some Employees have the
permission to read and write. And some employees
have all the permissions except delete the data. If
any Senior Employee leaks or shares their secret
permission keys to their junior employees they will
request to download or delete the Data Owners
Data. While entering the key system will generate
attribute set for their role in background validate
that the user has all rights to access the data. If the
attributes set is not matched to the Data Owners
policy files they will be claimed as guilty. If we ask
them we will find who leaked the key to the junior

employees.
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