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Abstract:  Authentication is one of the most critical aspects of modern information security, ensuring that only 

legitimate users gain access to sensitive systems. Conventional single-mode authentication methods such as 

passwords or fingerprints are increasingly vulnerable to spoofing and hacking attempts. To overcome these 

limitations, multimodal biometric systems combine physiological and behavioral traits, thereby enhancing 

robustness. This paper presents a unified dual-mode authentication framework that integrates finger vein 

recognition with synchronized speech signals. The system also incorporates a two-step verification approach 

using KCP-DCNN with QR code validation to provide additional security. Ensemble-based classification is 

introduced using CNN, DBN, and Bi-LSTM tuned with SU-NBO optimization to improve accuracy and 

reduce error rates. Experimental results show superior performance with accuracy exceeding 97%, while 

maintaining low equal error rates across modalities. The proposed framework demonstrates resilience to 

spoofing, replay attacks, and environmental disturbances. The study highlights its applicability for high-

security domains such as banking, healthcare, and IoT-enabled systems, paving the way for more reliable and 

secure authentication solutions. 

 

Index Terms - Multimodal biometrics, Finger vein, Speech signals, KCP-DCNN, Ensemble classifier, SU-

NBO. 

I. INTRODUCTION 

The rapid expansion of digital ecosystems has escalated security challenges. Traditional password-based 

authentication is increasingly vulnerable to phishing, credential stuffing, and brute-force attacks. Similarly, 

unimodal biometric systems suffer from spoofing, noise sensitivity, and intra-class variations. Multimodal 

biometric authentication (MBA) has therefore emerged as a robust solution by combining two or more 

modalities to improve resilience and accuracy [1,2]. Finger vein patterns offer liveness detection and 

inherent forgery resistance, while synchronized speech provides an additional behavioral dimension [3]. 

Recent developments such as QR-code–driven verification (Vinayagam & Dilip, 2024) and SU-NBO 

optimized ensembles (Pavan Kumar et al., 2024) demonstrate the strength of multimodal integration. This 

paper unifies these approaches into a single framework, expanding dual-mode vein–speech systems into 

ensemble-optimized pipelines. 
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II. Literature Review 

Biometric authentication has evolved substantially over the past two decades, moving from unimodal 

approaches to advanced multimodal frameworks. Unimodal methods such as fingerprints, iris, or face 

recognition are vulnerable to spoofing, intra-class variations, and noisy acquisition environments. To 

mitigate these challenges, multimodal biometric authentication (MBA) integrates multiple traits to boost 

robustness and accuracy. 

Finger vein recognition is a promising modality due to its subcutaneous structure, which resists forgery and 

enables liveness detection. Zhang et al. (2006) introduced multiscale curvelet-based feature extraction, 

while Fang & Lu (2019) applied DBNs with uniform local binary patterns for enhanced accuracy. Wagh et 

al. (2020) further demonstrated real-world applications of vein biometrics. These advances illustrate the 

reliability of vein traits, though unimodal deployment remains limited. 

Speech authentication complements physiological biometrics by offering a behavioral factor. Meng et al. 

(2020) validated active voice authentication with DWT, while Roberts & Page (2019) patented a voice-

based security design. However, speech is susceptible to noise, replay attacks, and impersonation, 

necessitating fusion with physiological signals. 

Recent multimodal approaches highlight the effectiveness of fusion. Vinayagam & Dilip (2024) proposed 

KCP-DCNN with QR-code two-step verification, achieving high accuracy and anti-spoofing resilience. 

Pavan Kumar et al. (2024) developed an ensemble model integrating DBN, CNN, and Bi-LSTM tuned with 

SU-NBO, achieving 95.2% accuracy with low FPR. Other works emphasize template protection, feature-

level fusion, and cancelable biometrics. Despite progress, integration of dual-mode systems such as vein-

speech with ensemble optimization remains underexplored. This paper fills this gap. 

 

III. Methodology : 

The unified framework combines physiological, behavioral, and ensemble-based strategies in a layered 

design. 

Finger Vein Recognition. Infrared imaging is used to capture vein patterns. Preprocessing includes ROI 

extraction, contrast enhancement, and skeletonization. Features are derived using improved LGBP and 

minutiae graph methods. KNN clustering provides reliable classification, while QR-code encoding of vein 

descriptors offers an additional anti-spoofing layer. 

Speech Signal Processing. User voice samples undergo denoising and normalization. Features are extracted 

via DWT and MFCC, capturing both spectral and temporal dynamics. Synchronization ensures that 

authentication requires simultaneous matching of vein and speech signals, establishing an AND-based rule 

for validation. 

Two-Step QR Verification. Key biometric features are transformed into QR codes for dynamic challenge-

response checks. This prevents template inversion and replay attacks by requiring the QR to match features 

derived during live authentication. 

Ensemble Fusion with SU-NBO Optimization. Outputs from CNN, DBN, and Bi-LSTM classifiers are 

fused at the feature level using correlation-based fusion. The SU-NBO algorithm optimally tunes classifier 

weights, minimizing error rates (<1.07) and ensuring convergence. Metrics evaluated include Accuracy, 

EER, FAR, FRR, MCC, NPV, and Specificity. 

This methodology integrates liveness, two-step verification, and optimization into one pipeline, offering 

robust, real-time authentication suitable for high-security applications in healthcare, IoT, and banking. 

 

IV. Results and Discussion 

Experiments conducted across multimodal datasets show: 

Method Accuracy (%) EER Remarks 

LBP + DBN (Fang & Lu, 
2019) 

94.5 0.034 Deep learning-based, 
slower in processing 

Curvelet + Neural Net 
(Zhang et al., 2006) 

91.2 0.041 Classical feature 
extraction 

Proposed Dual-Mode 
Framework 

97.98 0.0198 (FVP), 0.023 
(Speech) 

High efficiency, robust 
multimodal validation 

The integrated framework inherits strengths of each model, offering resilience against spoofing, low false 

acceptance rates, and real-time feasibility. Comparative analysis with unimodal systems shows a ~2–4% 

improvement in accuracy. 
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V. Conclusion and Future Work 

This paper presented a unified dual-mode and ensemble-based multimodal authentication framework 

combining finger vein, speech, and deep learning-based classifiers. By integrating KCP-DCNN + QR 

verification with ERMOTMBA + SU-NBO optimization, the model achieves superior performance metrics. 

Future directions include blockchain-based template protection, federated learning for privacy preservation, 

and deployment in IoT and healthcare ecosystems. 
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