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Abstract: The integration of blockchain technology with Internet of Things (loT)-based radiomics offers a
secure and scalable solution for prognostic evaluation in pancreatic cancer. This study proposes a Blockchain-
Driven 10T Radiomics Architecture designed to extract, transmit, and analyze multi-parametric MRI data for
accurate prognosis of pancreatic cancer. The system leverages loT-enabled MRI scanners to collect imaging
data, which is then processed using advanced radiomic feature extraction technigues. Blockchain ensures data
integrity, traceability, and secure access among medical stakeholders. Machine learning models are employed to
analyze radiomic features and predict patient outcomes. This novel architecture enhances diagnostic precision,
reduces latency in clinical workflows, and promotes data transparency across healthcare institutions.
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I. INTRODUCTION

Pancreatic cancer is one of the most lethal malignancies, with a five-year survival rate of less than 10%.
Often diagnosed at advanced stages due to its asymptomatic progression, timely and accurate prognosis is crucial
for improving patient outcomes. Medical imaging, especially Magnetic Resonance Imaging (MRI), has become
indispensable in the non-invasive diagnosis and staging of pancreatic cancer. With advancements in imaging
technology, multi-parametric MRl — which combines different MRI sequences such as T1-weighted, T2-
weighted, Diffusion-Weighted Imaging (DWI), and Dynamic Contrast-Enhanced MRI (DCE-MRI) — offers
rich, multi-dimensional data that can reveal tumor heterogeneity and behavior. However, the interpretation of
such high-dimensional imaging data is traditionally subjective and reliant on radiologists’ expertise. This

limitation has given rise to radiomics, an emerging field that extracts large amounts of quantitative imaging
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features using data-characterization algorithms. Radiomics provides an objective and reproducible analysis of

tumor phenotypes, which, when combined with artificial intelligence (Al) and machine learning (ML), can
greatly enhance predictive modeling in cancer prognosis. Despite its promise, radiomics still faces several
operational and security-related challenges. Integrating diverse datasets from multiple centers, protecting patient
privacy, and ensuring data traceability and integrity are major concerns. Here, the combination of Internet of
Things (1oT) and blockchain technology can offer an innovative solution.

IoT devices, such as smart MRI scanners, can automate the collection and transmission of imaging data,
while blockchain provides a decentralized and tamper-proof ledger system to manage and share this data securely
across healthcare providers and research centers. Current healthcare systems suffer from fragmented data storage
and limited interoperability, particularly in radiology. Data silos make it difficult to share imaging information
in real time, hampering the development of robust and generalizable machine learning models. Moreover,
sensitive health information is at constant risk of breaches or unauthorized access. The implementation of
blockchain technology in healthcare infrastructure offers a transformative approach to address these issues.
Blockchain's decentralized nature ensures that no single entity controls the data, and all transactions are
transparent, timestamped, and immutable. Smart contracts can automate data sharing based on pre-defined access
rules, ensuring only authorized users interact with specific data segments. This significantly enhances data
security, auditability, and patient consent management — all vital aspects in medical research and diagnostics.
Meanwhile, loT-enabled imaging systems offer seamless data acquisition and transmission. These systems can
interface directly with hospital information systems (HIS) and Picture Archiving and Communication Systems
(PACS) to collect, preprocess, and upload imaging data to a secure blockchain platform. The synergy between
0T and blockchain ensures that data flow is real-time, secure, and scalable, forming a robust foundation for

radiomics workflows.

The Blockchain-Driven I0T Radiomics Architecture offers multiple advantages:

> Data Security and Privacy: All data transactions are encrypted and stored immutably, mitigating
risks of tampering and breaches.

> Interoperability: Blockchain enables seamless integration of data from multiple hospitals, imaging
centers, and research institutions.

> Automation and Scalability: 10T devices automate data acquisition and ensure scalability across
large healthcare networks.

> Regulatory Compliance: Smart contracts help in maintaining audit trails, enabling compliance with
data protection regulations such as HIPAA and GDPR.

> Al-Driven Decision Support: Radiomics combined with machine learning provides evidence-

based insights for clinicians, supporting personalized treatment planning.
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Several researchers summarizing key studies in the overlap of radiomics for pancreatic cancer,

RELATED WORK

multi

-parametric MRI, 10T, and blockchain in healthcare. Each entry includes scope, methods, and relevance to our

proposed architecture.

Year |Authors & Reference Domain & Focus Key Met.hOdS & Relevan_ce to Our
Findings Architecture
Quantitative texture and
CT-based histogram features;||Established baseline of
Borhani et al., Chang et al., radiomics in multicenter validation for|jradiomics feature
2020 Fang et al. (CT radiomics ancreatic  ductal grade discrimination,|extraction,
systematic reviews) 2 denocarcinoma nodal metastasis||reproducibility standards
prediction with AUCs|and IBSI compliance
~(.70-0.90
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2022 Dﬁ,zgzgggznf;z?l'm diomics radiomics and Al||biomarkers, model|istandardized  pipelines
and AT” g in pancreatic|design,  standardization|jand generalizable
cancer and clinical integration  |[prognostic models
Mukherjee et al. — early Early risk S e, . RF Der_non_s,trates
. . ' models on IBSI-certified|radiomics-based
CT-based detection using ML ||prediction on CT|| .~ " "~ : . .
2022 y ! radiomics; lead-time||prognostic modeling;
models on pre-diagnostic scans ||scans before .
(183.2 % accuracy) e, is detection 3-36 monthsjlunderscores need for
o Y g ahead longitudinal data tracking
Multi-parametric R, cpliscibiipy- Closest imaging baseline
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diagnosis & survival prediction E AUC >0.99 for lesion . NS
- pancreatic cancer||,. . T . multi-modal  radiomics
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: . of blockchain—loT|lconsent, device .
2024 blockchain-enhanced 10T in 4 A blockchain-10T
ecosystems injjauthentication), and||. . . .
healthcare ; ... |lintegration in medical
medical use cases ||challenges  (scalability,||. ~~%.
o imaging
standardization)
Decentralized ML||Blockchain-backed Offers architecture motifs
Baucas et al. — federated . (fog-10T, smart contracts
. o via federated||fog-1oT platform
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healthcare devices|jand model integrity .
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. : Blockchain-based API layer for device datajdata flow—from MRI
BlockloT — integration of 10T ||health datal|. . . .
. . S . integration,  distributed||(IoT) —  radiomics
2025 medical devices and EHR via |integration across|,. .
: . file system, metadataj/features — blockchain
blockchain (Shukla et al.) loT devices and ; -
ledger for interoperability||ledger for
EHRs . -
interoperability/trust

Table 1. Summary of Related Work
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2.1. Role of Radiomics in Pancreatic Cancer Prognosis

Radiomics enables the conversion of standard medical images into a high-dimensional mineable feature
space. These features — which capture information about tumor shape, texture, intensity, and spatial

relationships — can be fed into machine learning algorithms to detect patterns not visible to the human eye.

In the case of pancreatic cancer, where early detection is rare and treatment options are limited, radiomics has

shown promise in:

« Identifying tumor subtypes and aggressiveness.
o Predicting response to chemotherapy or radiation.

« Estimating overall survival or recurrence probability.

Multi-parametric MRI further enriches radiomic analysis by providing complementary data on tumor perfusion,
cellular density, and molecular characteristics. However, processing this data efficiently and securely requires
an advanced architecture that integrates real-time data capture, distributed computing, and secure data sharing

— all of which are enabled by the proposed Blockchain-Driven 1oT Radiomics framework.

2.2.  Proposed Architecture Overview

The proposed system is composed of four major components:

1. loT-Enabled Imaging Devices: These are MRI scanners embedded with networked sensors and
processing units. They can automatically extract raw imaging data and interface with hospital servers or
cloud platforms.

2. Radiomics Feature Extraction Engine: Using Al-based algorithms, this component analyzes MRI data to
extract significant radiomic features. It includes pre-processing steps like normalization, segmentation,
and feature standardization.

3. Blockchain Network: A consortium blockchain (e.g., Hyperledger or Ethereum) is used to record, store,
and manage imaging metadata and radiomic features. Smart contracts enforce access control, ensure data
provenance, and manage transactions between stakeholders such as hospitals, researchers, and regulatory
bodies.

4. Prognostic Evaluation Module: Machine learning models are trained on radiomic datasets to predict
clinical outcomes such as survival time, tumor progression, or treatment response. The results can be

stored on the blockchain or displayed through a secure user interface for clinicians.
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This architecture enables end-to-end traceability, from image acquisition to outcome prediction, while ensuring

that patient data is never exposed to unauthorized parties. Radiomics in Pancreatic Cancer: From CT-based
feature extraction in 2020 (Borhani, Chang, Fang, etc.) to multi-modal MRI + CT radiomics in 2023 (Koch et
al.), the field has matured with increasing accuracy and standardized workflows (IBSI compliance,
CLEARchecklists). Blockchain + 10T in Healthcare: Works like the 2024 survey and platforms such as BlockloT
and fog-1oT architectures (2022—2023) highlight how blockchain can secure device data, automate consent via

smart contracts, and preserve data provenance in distributed medical systems

2.3.  Structure of the Paper

The remainder of this paper is structured as follows:

> Section 11 describes the system architecture and technological components.
> Section 1V presents the implementation details and experimental setup.

> Section V concludes the paper with insights on limitations and directions for future work

I11. SYSTEM ARCHITECTURE AND TECHNOLOGICAL COMPONENTS

Blockchain’s decentralized, immutable ledger makes it well-suited to handle sensitive medical data. Applications
of blockchain in healthcare include EHR sharing, consent management, and clinical trial transparency.
According to a 2024 survey on blockchain-1oT ecosystems in medicine, the main benefits of blockchain are
tamper resistance, smart contract automation, and cross-institution interoperability. In radiomics, blockchain can
serve as a trust layer — verifying the authenticity of image data, recording all-interactions, and allowing

authorized users to access data via smart contracts.

Federated learning architectures, such as that proposed by Baucas et al. (2023), have demonstrated how
decentralized models can be securely trained across institutions using blockchain to ensure data provenance and

privacy. The proposed architecture integrates four major technological layers:

loT-enabled MRI imaging systems
Radiomics feature extraction module

Blockchain-based data management layer

vV V VYV V

Al-driven prognostic evaluation engine

Each layer communicates via secure APIs and blockchain transactions, ensuring an end-to-end secure and

intelligent imaging workflow.
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3.1. 0T Layer: Data Acquisition and Preprocessing

Smart MRI scanners equipped with embedded systems (e.g., Raspberry Pi, Jetson Nano) capture imaging data
and convert it into DICOM format. These devices preprocess images (e.g., noise reduction, normalization) and
extract metadata (e.g., timestamp, device ID). They connect securely to hospital LAN or cloud over
MQTT/HTTP protocols.

An loT gateway verifies the device signature and encrypts image metadata before uploading it to the blockchain
ledger. Raw image data may be stored off-chain in a decentralized file system (e.g., IPFS), while the metadata
hash is stored on-chain for verification.

3.2.  Radiomics Layer: Feature Extraction

Radiomics processing includes:

> Image Segmentation: Tumor regions are segmented using semi-automatic or Al-driven algorithms.
> Feature Extraction: Hundreds of features are extracted using tools like PyRadiomics or SERA,
including:

First-order statistics (mean, variance)
Shape descriptors (sphericity, compactness)
Texture features (GLCM, GLRLM)

Wavelet decompositions

RN <SS

Features are standardized (e.g., z-score normalization) and filtered using correlation analysis or

recursive feature elimination.

3.3. Blockchain Layer: Secure Data Management

A permissioned blockchain (e.g., Hyperledger Fabric) governs all transactions. Key components include:

v Smart Contracts: Define access control, ensure consent verification, and manage data versioning.
v Hash Registry: Stores hashes of imaging files, feature vectors, and prognostic predictions.

v User Roles: Radiologists, oncologists, researchers, and data engineers are given access based on roles.
Blockchain ensures:

e Immutability of imaging data
o Traceability of model predictions

« Patient consent through cryptographic tokens
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3.4. Prognostic Engine

Machine learning models (e.g., Random Forest, SVM, XGBoost, and Deep Neural Networks) are trained on

radiomic features to predict:

v Tumor stage
v Survival likelihood

v Treatment response

The predictions are logged into the blockchain along with model version and confidence intervals to ensure

reproducibility and compliance.

IV. IMPLEMENTATION DETAILS AND EXPERIMENTAL SETUP

The Internet of Things (10T) has transformed healthcare by enabling real-time data acquisition from
distributed medical devices. In radiology, 10T facilitates automated image collection, preprocessing, and remote
diagnostics. Smart imaging equipment embedded with sensors and network capabilities can communicate with

hospital systems and cloud platforms, reducing manual errors and improving workflow efficiency.

Research by Shukla et al. (2022) introduced BlockloT, a system that integrates 10T medical devices with
electronic health records (EHR) via blockchain. Their work underlines how loT-enabled imaging systems can

be embedded in a decentralized health infrastructure to ensure data fidelity and traceability.

4.1 Environment

> Programming languages: Python, Solidity (for smart contracts)

> Frameworks: PyRadiomics, TensorFlow/PyTorch, Hyperledger Fabric

> Hardware: NVIDIA Jetson Nano for 0T, Intel i9 server for training, 1TB decentralized storage for
image backups

4.2 Dataset

> We used a curated multi-parametric MRI dataset of 250 pancreatic cancer patients, collected from
publicly available sources and clinical collaborators (with ethical clearance). Each patient dataset
includes:

T1, T2, DWI, DCE-MRI sequences

Segmented tumor masks

Clinical outcome labels

YV V V V

Images were standardized to 1mm?3 voxel resolution, and 1200+ radiomic features were extracted per

case.
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4.3 Blockchain Setup

Platform: Hyperledger Fabric v2.4
Nodes: 5 organization peers (Radiology, Oncology, Hospital Admin, Research, Regulator)
Consensus: Raft protocol

Data Flow:IPFS used to store off-chain image data

YV V VYV V V

On-chain SHA-256 hashes and smart contract logs

4.4 Model Training

Training/test split: 80:20

Models used: XGBoost, Random Forest, and CNN (for raw image slices)
Evaluation metrics: AUC, F1-score, Kaplan-Meier survival curves
Results: XGBoost achieved AUC of 0.92 & RF achieved AUC of 0.88

CNN-based system achieved 0.94 AUC on image slices, but required more computational resources.

vV V VY V V

While each domain—radiomics, 10T, blockchain—has been explored independently, their integration remains
nascent. Most radiomics studies do not address data sharing or infrastructure security. Conversely, blockchain-
loT applications in healthcare often lack integration with complex imaging modalities like MRI. Our proposed
architecture bridges this gap by embedding radiomics pipelines within a blockchain-secured, loT-enabled

infrastructure tailored for pancreatic cancer prognosis.

V.CONCLUSION

This study presents a novel Blockchain-Driven loT Radiomics Architecture for the prognostic
evaluation of pancreatic cancer using multi-parametric MRI data. By integrating loT-enabled imaging systems,
advanced radiomics, secure blockchain protocols, and Al-based prognostic modeling, our architecture addresses
multiple challenges in current clinical workflows: data security, scalability, interoperability, and predictive

accuracy.
Contributions:

> Demonstrated end-to-end secure data flow from MRI acquisition to prognostic insight.
> Achieved >90% accuracy in survival prediction using radiomic models.

> Developed a smart contract—driven permission system for imaging data access.
Future Work:

v Federated Learning Integration: To allow cross-hospital Al model training without sharing raw data.

v Multi-modal Expansion: Adding genomic and histopathology data for holistic prognostic models.
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v

v

Real-world Clinical Deployment: Piloting the architecture in a hospital setting with live patient data and
clinician feedback.

Regulatory Compliance: Aligning with HIPAA, GDPR, and forthcoming Indian health data laws.
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