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Abstract:

The proliferation of digital technology in India has led to a parallel surge in cybercrimes, ranging from
financial frauds to data breaches, cyberstalking, and state-sponsored surveillance. In response, cyber forensics
has emerged as a crucial investigative and legal tool for identifying, preserving, and analyzing electronic
evidence. This research explores the interplay between cyber forensics and the Indian legal system in
addressing digital crimes. It critically examines existing laws such as the Information Technology Act, 2000,
the Digital Personal Data Protection Act, 2023, and the procedural reforms introduced under the Bharatiya
Nagarik Suraksha Sanhita, 2023. Through case studies and comparative analysis with jurisdictions like the
USA, UK, EU, Singapore, and Australia, the paper identifies key implementation challenges—ranging from
inadequate infrastructure and legal ambiguities to international cooperation hurdles. The study concludes with
concrete recommendations for enhancing forensic capabilities, legal clarity, and institutional response to
ensure a safer digital ecosystem in India.
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Chapter 1: Introduction

1.1 Background of the Study

With the rapid digitization of services, commerce, and personal communication, cyber space has become a
vital domain in modern society. However, this increasing reliance on digital platforms has also made
individuals, organizations, and governments more vulnerable to cybercrimes. These crimes range from
identity theft, data breaches, financial frauds, and sextortion, to deepfake manipulation, cyberstalking, and
phishing scams.

In India, the gravity of cybercrime is evidenced by a sharp surge in reported cases. According to the National
Crime Records Bureau (NCRB), cybercrime cases rose by over 11% in 2021 compared to the previous year,
and this number continues to escalate annually (NCRB Report, 2022). The emergence of digital arrest scams
and Al-generated frauds further amplifies the threat, making cyber forensics and legal enforcement critical
tools in combating such offenses.
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1.2 Cyber Forensics: Definition and Relevance

Cyber forensics, also known as digital forensics, refers to the scientific process of identifying, preserving,
analyzing, and presenting digital evidence for use in legal proceedings. It is integral in investigating crimes
such as unauthorized access, hacking, data theft, and even cyber terrorism.

“Digital forensics is the application of computer investigation and analysis techniques in the interest of
determining potential legal evidence” Nelson, Phillips, and Steuart, Guide to Computer Forensics and
Investigations (Cengage Learning, 2018)

Cyber forensics is not limited to criminal investigations but is also employed in civil litigations, corporate
investigations, and national security assessments. In India, digital evidence has played a crucial role in
landmark judgments such as Suhas Katti v. Tamil Nadu, which was one of the earliest cases to secure
conviction based on electronic evidence.

1.3 The Legal Landscape in India
India’s legal framework addressing cybercrime is primarily built upon the Information Technology Act, 2000,
which was amended in 2008 to introduce punitive measures for cyber offenses. Furthermore, the Indian Penal
Code (IPC) is often read in conjunction with the IT Act to prosecute complex cybercrimes. For example:

e Section 43 & 66 of the IT Act penalize unauthorized access and data theft.

e Section 66E criminalizes the violation of privacy via digital means.

e Sections 67, 67A, and 67B deal with obscene content, including child pornography.

In 2023, India also enacted the Digital Personal Data Protection Act, addressing privacy and data protection
issues—offering citizens better control over personal information and requiring companies to report data
breaches.

Chapter 2: Evolution of Cyber Forensics and Digital Crime

2.1 Introduction

Cyber forensics is a relatively new but rapidly evolving field that emerged as a response to the increasing use
of digital devices in criminal activities. As technology advanced, so did the sophistication of crimes committed
through or against digital platforms. This chapter traces the historical development of cyber forensics and the
parallel rise of digital crimes, especially within the Indian context.

2.2 Historical Development of Cyber Forensics

The origins of cyber forensics can be traced back to the 1970s in the United States, when law enforcement
agencies began using computers in investigations. However, structured digital forensic techniques were
formalized in the 1990s, with the FBI's Computer Analysis and Response Team (CART) being one of the
earliest initiatives.

In India, the use of forensic technology in cybercrime investigations began to take shape in the early 2000s
with the enactment of the Information Technology Act, 2000. The act recognized cyber offenses and provided
a legal framework for electronic evidence.

Key Milestones:

1991: First recorded case of hacking in India (Delhi)

2000: Enactment of the Information Technology Act

2004: First conviction under IT Act in India (Case: State of Tamil Nadu v. Suhas Katti)
2008: IT Act Amendment introduced digital evidence and cyber terrorism
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e 2010s: Establishment of cyber forensic labs under the MHA Cyber Crime Prevention against Women
and Children (CCPWC) Scheme

2.3 Evolution of Digital Crimes in India
Digital crimes have transitioned from simple email scams and hacking into complex crimes such as data
breaches, ransomware, financial frauds, online harassment, and deepfake threats.

Types of Digital Crimes:

1. Hacking and Unauthorized Access

2. Phishing and Financial Frauds
Cyberstalking and Online Harassment
4. Child Pornography
5. Cyber Terrorism
6. Social Media Defamation
7. Cryptocurrency Scams

w

Growth in Numbers:According to the National Crime Records Bureau (NCRB) 2022 report, cybercrimes in
India increased by more than 5% from the previous year. The highest number of cases were related to financial
frauds and online defamation.

2.4 Factors Contributing to Digital Crime Surge

e Rapid Digitization of banking, governance, education
Lack of Awareness among citizens
Weak Cybersecurity infrastructure
Dark Web and anonymity tools like TOR
Jurisdictional Challenges in cross-border cybercrimes

2.5 Development of Cyber Forensics in India
India has started developing infrastructure for cyber forensic analysis:
Key Institutions:
e Central Forensic Science Laboratories (CFSLs) under CBI
e Indian Cyber Crime Coordination Centre (14C) — launched by MHA in 2020
e CERT-In (Computer Emergency Response Team - India) for cybersecurity threats
e Cyber Police Stations and Cyber Forensic Labs in every state under Digital India Programme

Forensic Capabilities:
e Disk imaging and recovery
Email and browser history analysis
Mobile phone forensics
Network traffic analysis
Cloud forensics

2.6 Case Studies Highlighting Evolution

Case 1: State of Tamil Nadu v. Suhas Katti (2004)

First Indian conviction under the IT Act.Accused posted obscene messages in the name of a woman on a
Yahoo message group.Cyber forensic tools traced the IP address leading to conviction.

Case 2: Pune Bitcoin Scam (2020)

Cyber fraud involving digital wallets and cryptocurrency.Forensic audit helped trace blockchain transactions
and identify culprits.
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2.7 International Influence and Cooperation
India collaborates with global organizations like:

e Interpol Cybercrime Directorate

e UNODC on Cybercrime

e Bilateral agreements with USA, UK, Japan on cybercrime investigation and digital evidence sharing

2.8 Challenges in the Evolution of Cyber Forensics
1. Lack of trained professionals

Slow adoption of forensic tools by police

Legal admissibility issues of digital evidence

Data privacy and encryption hurdles

Absence of standardized forensic protocols

a s~ wn

Chapter 3: Legal Framework Governing Cybercrime in India

3.1 Introduction

As India moves deeper into the digital age, legal responses to cybercrime have evolved to protect the rights of
citizens and uphold national security. The Indian legal framework for addressing digital crimes is a
combination of substantive, procedural, and regulatory laws, including special legislation like the Information
Technology Act, 2000, amendments to the Indian Penal Code (IPC), 1860, Indian Evidence Act, 1872, the
newly enacted Digital Personal Data Protection Act, 2023, and procedural updates under the Bharatiya
Nagarik Suraksha Sanhita (BNSS), 2023.

3.2 The Information Technology Act, 2000 (IT Act)

The IT Act, 2000 is the principal law regulating cyber activities and cybercrime in India. It was the first
legislative attempt to provide a legal framework for electronic governance, recognition of digital signatures,
and regulation of cyber offenses.

3.2.1 Key Sections Relevant to Cybercrime

Section 43-Penalty for damage to computer system without permission (civil liability)
Section 66 - Hacking and data theft (criminal liability)

Section 66C- Identity theft and impersonation

Section 66D- Cheating by personation using computer resources

Section 66E - Privacy violations (voyeurism using technology)

Section 67 - Publishing or transmitting obscene material electronically

Section 67A/67B-Child pornography and sexually explicit content

Section 69- Power to intercept, monitor, or decrypt any information for national security
Section 70-Protection of Critical Information Infrastructure (CII)

Section 72-Breach of confidentiality and privacy

Section 79-Safe harbour provision for intermediaries

3.2.2 Admissibility of Digital Evidence

Section 65B of the Indian Evidence Act (as amended by the IT Act) governs the admissibility of electronic
evidence.In Anvar P.V. v. P.K. Basheer (2014), the Supreme Court ruled that electronic records are
admissible only with a valid 65B certificate, reaffirming the need for technical compliance.

“The Information Technology Act is a dynamic document that aims to cover a wide array of technological
threats and offenses. Its flexibility allows it to evolve with time.”
Pavan Duggal, Cyber Law Expert
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3.3 Indian Penal Code, 1860 (IPC)

While the IT Act is a special law, general criminal provisions under the IPC are often applied to cybercrime,
particularly when physical-world consequences or traditional criminal intents are involved.

Key Applicable IPC Sections:

Section 420-Cheating and dishonestly inducing delivery of property (e-commerce frauds)
Section 354D-Cyberstalking

Section 499/500- Criminal defamation (including on social media)

Sections 463 to 471-Forgery of electronic documents

Section 509-Outraging the modesty of a woman via electronic means

Landmark Case:
Shreya Singhal v. Union of India (2015)-Section 66A of the IT Act was struck down as unconstitutional due
to its vague language and infringement on freedom of speech under Article 19(1)(a).

3.4 Digital Personal Data Protection Act, 2023 (DPDP Act)

The DPDP Act, 2023 reflects India's commitment to a robust data protection regime following the Puttaswamy
judgment (2017), which upheld privacy as a fundamental right.

Key Features:

Consent-based data collection and processing

Right to access, correct, and erase personal data

Mandatory reporting of data breaches

Establishment of a Data Protection Board of India

Significant penalties (up to X250 crore)

This Act enhances user rights in the digital space and creates compliance obligations for data fiduciaries (e.g.,
companies handling user data).

Justice B.N. Srikrishna Committee Report (2018) “The DPDP Act enhances the individual's control over
personal data, which is a key defense against data-driven cybercrimes.”

3.5 Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS)
The BNSS, 2023 replaces the Code of Criminal Procedure (CrPC) and introduces several provisions aimed at
streamlining the investigation of cybercrimes and improving evidence handling.
Important BNSS Provisions for Cybercrime:
e Section 105: Videography of search and seizure, ensuring chain of custody
e Section 176: Validity of electronic summons and notices
e Section 180: Recording of statements via electronic modes (audio-video)
e Section 336: Empowers use of digital and forensic tools in investigation and trial

3.6 Sector-Specific Cyber Regulations
India has multiple regulatory frameworks across sectors:
e RBI Cyber Security Framework (2016): Applicable to banks and NBFCs; mandates real-time
monitoring of frauds and incident reporting.
e CERT-In Guidelines (2022): All service providers must report cyber incidents within 6 hours of
detection.
e National Cyber Security Policy (2013): Strategic vision for India’s digital security infrastructure.
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3.7 Judicial Interpretation and Role of Courts
The judiciary in India has taken an activist and protective stance in cyber law enforcement.

Suhas Katti v. State of Tamil Nadu (2004)
e First conviction under Section 67 of the IT Act.
e Relied on electronic logs and IP tracking

Shreya Singhal v. Union of India (2015)
e Protected freedom of expression
e Emphasized proportionality in online speech regulation

Anoop Baranwal v. Union of India (2023)-Reaffirmed the validity of digital records in electoral and
governance matters

3.8 International Cooperation and Frameworks

Since cybercrime is often transnational, India’s legal strategy also includes international collaboration:
e Active participation in Interpol’s Cybercrime Directorate
e MoU with USA (2025) for cybersecurity coordination
e Discussions on signing the Budapest Convention for cross-border digital evidence sharing

Chapter 4: Tools and Techniques in Cyber Forensics

4.1 Introduction

Cyber forensics is a specialized domain of forensic science that deals with the identification, preservation,
analysis, and presentation of digital evidence in a legally admissible format. With the exponential rise in
cybercrimes, digital forensic tools and investigative techniques have become vital to law enforcement and the
judicial process.This chapter explores the key tools, technologies, and methodologies used in cyber forensic
investigations, along with the legal and procedural considerations associated with their application.

4.2 Stages of Cyber Forensic Investigation

A typical cyber forensic investigation involves the following systematic stages:

Identification — Locating potential sources of digital evidence.

Preservation — Ensuring that the original data is not altered or destroyed.

Collection — Lawful acquisition of digital media and logs.

Examination — Technical analysis using forensic tools.

Analysis — Interpretation of recovered data to establish the chain of events.

Presentation — Reporting findings in a legally acceptable format.

“The integrity of the digital evidence depends on adherence to forensic protocols and documentation.”Casey,
Eoghan (Digital Evidence and Computer Crime, 2011)

4.3 Key Tools Used in Cyber Forensics

4.3.1 Disk and Drive Imaging Tools

These tools create bit-by-bit copies of storage media for analysis without altering the original data.
e FTK Imager (AccessData)
e EnCase (OpenText)
e dd (Linux-based tool)
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4.3.2 File Recovery and Analysis Tools
Used to recover deleted, formatted, or hidden files.

e Recuva

e Autopsy (open-source)

e X-Ways Forensics

4.3.3 Mobile Device Forensics Tools
Used to extract data from smartphones and tablets.
e Cellebrite UFED
e Oxygen Forensic Detective
e Magnet AXIOM
Magnet Forensics claims to recover deleted chats, calls, and app data from encrypted phones — vital in
criminal and national security investigations.

4.3.4 Network Forensics Tools

Used to monitor and analyze network traffic to detect anomalies and intrusions.
e Wireshark
e NetworkMiner
e Splunk (for large-scale incident logs)

4.3.5 Email and Social Media Analysis Tools

Used to trace email headers, identify spoofing, or analyze social media activity.
e Forensic Email Collector
e Maltego
e X1 Social Discovery

4.3.6 Memory and RAM Analysis Tools

Used to analyze volatile memory for malware, encryption keys, and processes.
e Volatility Framework
e Redline

4.3.7 Cloud Forensics

Analyzing data stored on platforms like Google Drive, AWS, or Dropbox.
e Magnet AXIOM Cloud
e CloudBerry Explorer
e AWS CloudTrail

4.4 Legal Protocols in Cyber Forensics
4.4.1 Chain of Custody
e Every piece of digital evidence must have a documented history.
e Courts require proof that the evidence was not tampered with from collection to presentation.

4.4.2 Section 65B Certificate — Indian Evidence Act, 1872
e Essential for admissibility of electronic evidence.
e Must be issued by the person in control of the device or data source.

4.4.3 BNSS 2023 Provisions (Replacing CrPC)
e Section 105: Mandatory videography of seizure operations.
e Section 180: Allows statement recording via electronic means.
e Section 336: Empowers investigators to use digital forensic tools.
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4.5 Forensic Labs and Infrastructure in India

India has developed several cyber forensic laboratories and specialized agencies:

Central Forensic Science Laboratory (CFSL), CBI

State Forensic Labs (SFLs)

Indian Cyber Crime Coordination Centre (14C) under Ministry of Home Affairs

CERT-In (Indian Computer Emergency Response Team)

As per the MHA Annual Report 2022, over 50 Cyber Forensic Training Labs were established under the Cyber
Crime Prevention against Women and Children (CCPWC) Scheme.

4.6 Notable Case Applications

Case 1: Aarushi Talwar Murder Case (2013)

Use of hard drive recovery and call logs to identify timelines and digital presence.

Forensic analysis disproved false alibis.

Case 2: 2021 Pegasus Spyware Case

Allegations of unlawful surveillance using military-grade spyware.Forensic tests on phones confirmed the
presence of Pegasus signatures.

Case 3: Nirav Modi PNB Fraud Case (2018)

Email servers, deleted communications, and shell transactions were uncovered through forensic accounting
and email recovery.

4.7 Challenges in Implementation

e Lack of trained personnel in law enforcement
Shortage of advanced forensic labs in rural and Tier-II cities
Legal ambiguities regarding encrypted and cloud-based data
Delay in issuance of 65B certificates
Backlog in digital evidence examination

C.N. Shankar, Head, CFSL Hyderabad“Cyber forensics is only as strong as its weakest link—usually a
combination of lack of training and procedural errors.”

4.8 Emerging Trends and Innovations
e Al in Forensics: Automated pattern recognition in logs and images
e Blockchain Forensics: Tracking cryptocurrency and NFT transactions
e |0T Forensics: Extracting evidence from smart devices (e.g., Alexa, CCTV, smart watches)
e Drone Forensics: Image logs, GPS trail analysis, and real-time data capture

Example:In a 2023 Delhi cyber fraud case, smart fridge logs were admitted to track movement patterns-first
such case in India.

Chapter 5: Case Studies and Judicial Responses

5.1 Introduction

In the context of cybercrimes in India, judicial interpretation plays a vital role in shaping the legal landscape.
Courts often need to navigate the complexities of digital evidence, technological advancements, and privacy
concerns. This chapter examines landmark cases related to cybercrime and the role of cyber forensics in these
cases. By analyzing these cases, we can better understand the evolving relationship between technology, law
enforcement, and the judiciary.
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5.2 Case Study
Suhas Katti v. State of Tamil Nadu (2004)
Facts:This was the first conviction in India under the Information Technology Act, 2000. Suhas Katti was
accused of posting obscene images of a woman in a Yahoo chat group. The accused used the victim’s
photograph, altered it, and shared it in an obscene context, which led to harassment.
Legal Issues:

e Cyberstalking and defamation using electronic communication.

e Application of Section 67 of the IT Act (publishing obscene content).
Judicial Response:The court convicted the accused based on the evidence gathered from the victim's
complaint, the Yahoo chat logs, and the IP address. This was the first case where digital evidence, including
IP addresses and electronic logs, was used effectively. The judgment affirmed the importance of Section 65B
of the Indian Evidence Act for the admissibility of digital evidence.
Significance:This case marked a milestone in the Indian legal system, establishing the legal validity of digital
evidence and the use of cyber forensics in cybercrime cases.

5.3 Shreya Singhal v. Union of India (2015)

Facts: This case involved the constitutionality of Section 66A of the IT Act, which criminalized the sending
of offensive messages via social media. The petitioner, Shreya Singhal, challenged this provision after two
young women were arrested for posting a Facebook comment criticizing a shutdown in Mumbai.

Legal Issues:

e Freedom of Speech under Article 19(1)(a) of the Indian Constitution.

e Constitutionality of Section 66A of the IT Act, which allowed for arbitrary arrests based on online

speech.

Judicial Response:The Supreme Court of India struck down Section 66A as unconstitutional. The court ruled
that it violated the right to freedom of speech and was overly vague, leading to arbitrary censorship of online
expression.The court emphasized the need for a balance between freedom of expression and restraining the
misuse of digital platforms.
Significance:The ruling was a landmark judgment on cyber-speech freedom, reinforcing the idea that online
expression should be protected, subject to well-defined and reasonable restrictions.

5.4 The Aarushi Talwar Murder Case (2013)
Facts: This highly publicized case involved the murder of 14-year-old Aarushi Talwar and the family servant,
Hemraj. Cyber forensic investigators recovered evidence from the victim’s laptop and mobile devices, which
played a pivotal role in establishing timelines and providing digital evidence that helped crack the case.
Legal Issues:

e Forensic analysis of digital evidence (including mobile phones, laptops, and memory cards).

e Data recovery from deleted files and encrypted devices.
Judicial Response:The forensic team used disk imaging and data recovery software to recover deleted
communications and media files that were not accessible via regular methods.Although the Central Bureau of
Investigation (CBI) was initially involved, the digital evidence provided key insights, such as the recovery of
certain digital footprints of the accused.
Significance:This case underscored the importance of digital forensics in resolving high-profile murder
investigations and highlighted the need for effective tools to recover and analyze digital evidence.

5.5 The Nirav Modi PNB Scam (2018)

Facts: This case involves a multi-crore fraud involving the Punjab National Bank (PNB) where Nirav Modi
and his associates allegedly issued fraudulent letters of undertaking (LoUs). Cyber forensic experts were called
in to investigate the electronic trails and email communications that linked the suspects to the crime.
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Legal Issues:

e Financial fraud involving electronic banking transactions.

e Use of digital communication (email spoofing) to carry out the scam.
Judicial Response:Email logs, transaction records, and forensic accounting were used to trace the fraudulent
activities. Cyber forensic experts also analyzed the encrypted communication between the accused parties. The
EnCase forensic tool and email header analysis were used to trace the source of the fraudulent transactions.
Significance:This case demonstrated the application of cyber forensics in financial fraud and the need for
advanced digital tools in banking and financial investigations.

5.6 2021 Pegasus Spyware Scandal
Facts:The Pegasus spyware was allegedly used by various governments to monitor the communications of
journalists, activists, and political figures. Forensic teams examined infected devices to identify traces of the
spyware and prove the surveillance.
Legal Issues:

e Privacy violations and illegal surveillance using spyware.

e Digital evidence analysis to establish the presence of spyware in mobile devices.
Judicial Response:Forensic analysis of mobile phones confirmed the presence of Pegasus spyware, which
was capable of accessing call logs, messages, and even activating the microphone or camera.
In 2021, the Supreme Court of India ordered a technical committee to investigate the spyware allegations and
provide a report on the extent of surveillance.
Significance:This case set a global precedent for digital privacy rights and revealed the growing threat of
state-sponsored surveillance via digital means.

5.7 Judicial Response to Cyber Forensics in India

Indian courts have shown an increasing inclination to adopt and validate digital evidence, though several
challenges remain regarding its authenticity and admissibility.Reliance on Section 65B of the Indian Evidence
Act: Courts consistently emphasize that digital evidence needs to be certified under Section 65B to be
admissible.Interpretation of Privacy Rights: The courts have expanded privacy laws to protect individuals
against unauthorized surveillance and ensure data security.

Justice D.Y. Chandrachud, Supreme Court of India (2021)“Courts must ensure that digital evidence is
preserved with integrity and that its chain of custody is maintained throughout the investigation.”

Chapter 6: Challenges in Implementati

6.1 Introduction

Despite having a growing legal framework and technological capacity, the implementation of cyber forensics
and law enforcement mechanisms in India faces several obstacles. These challenges hinder the effective
investigation, prosecution, and adjudication of digital crimes. This chapter outlines the major legal, technical,
infrastructural, and administrative challenges associated with cyber forensics in India.

6.2 Legal Challenges

6.2.1 Admissibility of Electronic Evidence

One of the biggest legal hurdles is the admissibility of digital evidence in court, governed by Section 65B of
the Indian Evidence Act, 1872.Many cases fail due to lack of a valid 65B certificate, as ruled in Anvar P.V.
v. P.K. Basheer (2014).In Arjun Panditrao Khotkar v. Kailash Kushanrao Gorantyal (2020), the Supreme
Court reaffirmed that a 65B certificate is mandatory, even if the original device is produced.

Justice R.F. Nariman, SC Judgment (2020)“Without proper certification under Section 65B, digital
evidence becomes inadmissible, regardless of its factual reliability.
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6.2.2 Lack of Cyber-Specific Procedural Law

Until BNSS 2023, the Code of Criminal Procedure (CrPC) lacked specific procedural guidance for handling
cyber evidence.

Despite reforms, there remains ambiguity in dealing with cross-border data and jurisdiction in digital crimes.

6.3 Technical Challenges
6.3.1 Lack of Technical Expertise
e Most police officers lack training in cyber forensic tools.
e A 2022 NASSCOM-Cyber Security Report found that only 10% of cybercrime police units across
Indian states are adequately trained in digital evidence handling.
6.3.2 Encryption and Privacy Barriers
e Use of end-to-end encryption (e.g., WhatsApp, Signal) limits the ability to access real-time evidence.
e Encrypted communication slows down investigation and requires court orders or international
assistance.
6.3.3 Cloud and Cross-Jurisdiction Issues
e Cloud-stored data often resides in servers outside India.
e Indian agencies lack direct access and face hurdles under MLAT (Mutual Legal Assistance Treaty)
mechanisms.
Example:
In the 2022 Bulli Bai App case, retrieving data from GitHub and Twitter servers hosted in the US took weeks
due to jurisdictional constraints.
6.4 Infrastructural and Institutional Gaps
6.4.1 Shortage of Forensic Labs
e While central agencies like CFSL and a few state labs exist, most states lack adequate infrastructure
for timely digital forensic analysis.
e Backlogs in forensic labs delay case resolution by months.
6.4.2 Non-Uniform Cyber Police Setup
e Only a few states like Maharashtra, Karnataka, and Telangana have dedicated cybercrime units.
e Others rely on general police stations, resulting in poor evidence handling.
6.4.3 Limited Real-Time Response Systems
e India lacks real-time threat detection and cyber incident response mechanisms at the district level.
e CERT-In’s capacity is largely focused on major financial and infrastructural institutions.

Dr. Gulshan Rai, Former National Cyber Security Coordinator “The majority of cybercrimes in India remain
unsolved not due to lack of laws, but due to delayed response and lack of infrastructure.”

6.5 Challenges in Investigation and Prosecution
6.5.1 Delay in Evidence Collection
Investigators often fail to act swiftly, resulting in erasure or alteration of volatile data like browsing history,
cache, and call logs.
6.5.2 Low Conviction Rates
According to NCRB 2022, cybercrime conviction rate in India stands at less than 18%, largely due to lack of
prosecutable evidence and poor digital chain of custody.
6.5.3 Inadequate Coordination between Agencies
e Coordination between local police, cyber cells, ISPs, and foreign servers is often slow and
disorganized.
e No centralized case management system exists to monitor cybercrime investigations nationally.
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6.6 Socio-Legal and Awareness Issues

6.6.1 Lack of Public Awareness

Victims often do not report cybercrimes due to lack of awareness or fear of social stigma (especially in cases
involving women).

6.6.2 Cyber Literacy Gap

Digital literacy, especially in rural areas, is low, making individuals vulnerable to phishing, fraud, and identity
theft.

6.6.3 Victim-Friendly Reporting Systems

The National Cybercrime Reporting Portal (cybercrime.gov.in) exists, but language barriers, user interface
issues, and poor follow-up hinder its effectiveness.

6.7 International Cooperation Challenges

6.7.1 Delay in Data Sharing from Global Platforms

Platforms like Facebook, Google, and Twitter require jurisdictional compliance, which delays information
exchange.India is not yet a signatory to the Budapest Convention, limiting its scope for international cyber
evidence sharing.

6.7.2 Geopolitical and Diplomatic Limitations
Geopolitical tensions often delay cooperation in data recovery and investigation in cross-border cybercrimes.
Example:In the 2020 Chinese app ban, access to servers in China was denied for digital forensics.

Chapter 7: Comparative Analysis with Other Jurisdictions
7.1 Introduction
Cybercrime is a global phenomenon that transcends national borders. To address such crimes effectively, it is
essential to understand how different jurisdictions regulate and utilize cyber forensics and digital evidence.
This chapter compares India’s legal and forensic framework with leading global models such as those in the
United States, United Kingdom, and European Union, while drawing lessons from Singapore and Australia,
known for their advanced cybercrime enforcement mechanisms.
7.2 United States of America (USA)
7.2.1 Legal Framework
e Governed by the Computer Fraud and Abuse Act (CFAA), 1986, and the USA PATRIOT Act, 2001.
e The Federal Rules of Evidence (FRE) permit digital evidence, provided authenticity and reliability are
demonstrated.
e Agencies like the FBI Cyber Division and US-CERT specialize in cybercrime investigation.
7.2.2 Forensic Approach
e Forensic tools like FTK, X-Ways, Cellebrite, and Magnet AXIOM are extensively used.
e Chain of custody is strictly documented, and forensic labs follow NIJ (National Institute of Justice)
guidelines.
Notable Case:United States v. Lori Drew (2008): First cyberbullying prosecution under CFAA involving
use of a fake MySpace profile. Forensics established online activity and intent.

Federal Rules of Evidence, Rule 901“Digital forensics is admissible provided it satisfies criteria of
relevance, reliability, and authenticity.”

7.3 United Kingdom (UK)
7.3.1 Legal Framework
e Governed by the Computer Misuse Act, 1990, Data Protection Act, 2018, and Investigatory Powers
Act, 2016.
e UK GDPR governs personal data processing.
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7.3.2 Forensic Approach
e The National Crime Agency (NCA) and Cyber Crime Unit handle investigation.
e Follows ACPO Guidelines (Association of Chief Police Officers) for evidence handling, which
emphasize non-alteration of original evidence.
Notable Practice:Emphasis on early preservation and acquisition of volatile data, and the use of eDiscovery
tools in civil and criminal trials.

7.4 European Union (EU)
7.4.1 Legal Framework
e EU’s Cybercrime Directive (2013/40/EU) harmonizes national laws to combat cyber offenses.
e General Data Protection Regulation (GDPR) governs data privacy and forensic data processing.
e Member states also adopt the Budapest Convention on Cybercrime, the world’s first international
treaty on cybercrime.
7.4.2 Forensic Standards
e ENISA (European Union Agency for Cybersecurity) supports member states with incident response
strategies and cyber forensics frameworks.
e Encourages cross-border cooperation in cybercrime investigations.
Notable Case:Bundeskriminalamt (BKA) v. Facebook (2022): Forensic logs and server data used in hate
speech investigation under EU’s digital rights enforcement.
European Commission Report on Cybercrime, 2022 “Cross-border cybercrime investigations require
harmonized laws and data sharing protocols.”

7.5 Singapore
7.5.1 Legal Framework
e Governed by the Computer Misuse Act (CMA), 1993 and Cybersecurity Act, 2018.
e Operates under a centralized cybersecurity strategy, with a focus on protecting Critical Information
Infrastructure (CII).
7.5.2 Forensic Ecosystem
e Singapore Police Force’s Technology Crime Division and GovTech’s Digital Forensics Unit lead the
field.
e Emphasizes real-time monitoring and use of Al-based cyber forensic tools.
Singapore ranks among the top 5 countries in the Global Cybersecurity Index (2022).

7.6 Australia
7.6.1 Legal Framework
e Criminal Code Act 1995 (Part 10.7) and the Telecommunications Act 1997.
e Australian Cyber Security Centre (ACSC) coordinates responses to digital threats.
7.6.2 Forensic and Legal Integration
e Cyber forensics is integrated with counter-terrorism and financial crime enforcement.
e Use of Al-powered tools for dark web tracking and digital footprint mapping.
Notable Initiative:Operation Ironside (2021): Coordinated sting using encrypted communications
recovered via forensic methods, leading to hundreds of global arrests.

7.8 Key Lessons for India

1. Adopt International Standards:India should consider joining the Budapest Convention to strengthen
cross-border cooperation in cybercrime investigations.

2. Develop Specialized Units:Establish more dedicated cyber forensic teams, similar to the FBI Cyber
Division or UK’s NCA.

3. Integrate Privacy and Forensics:Like the EU’s GDPR, India’s DPDP Act should provide clear guidance
on forensic data use.
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4. Enhance Training and Infrastructure:Learning from Singapore and Australia, India should invest in real-
time Al forensics and skilled cyber professionals.

5. Establish Chain of Custody Protocols:Uniform digital evidence handling protocols must be made
mandatory for law enforcement across all states.

Chapter 8: Conclusion and Suggestions

8.1 Conclusion

The exponential growth of digital technologies has transformed how crimes are committed and investigated.
As India advances toward becoming a digitally empowered society, cybercrime has emerged as a complex,
borderless, and evolving threat. The use of cyber forensics has become an indispensable tool in identifying,
analyzing, and prosecuting digital crimes.

Key Findings from the Study:

1. Robust Legal Framework, But Fragmented Implementation:India has several laws such as the
Information Technology Act, 2000, Indian Penal Code, and the Digital Personal Data Protection Act, 2023,
along with the recent Bharatiya Nagarik Suraksha Sanhita, 2023. However, implementation suffers due to
procedural ambiguity and infrastructural gaps.

2. Forensic Tools Exist, But Expertise is Scarce:While advanced forensic tools like FTK Imager, EnCase,
Cellebrite, and others are available, the lack of skilled personnel and cybercrime training among law
enforcement limits their effective use.

3. Judicial Role is Expanding:Courts have played a crucial role in laying down standards for admissibility
of electronic evidence, notably through Section 65B of the Indian Evidence Act. Yet, judicial delays, lack of
technical awareness, and over-dependence on traditional evidence hamper speedy justice.

4. Challenges in Cross-Border Investigations:With data often stored on cloud servers abroad, India faces
challenges due to non-membership in the Budapest Convention, leading to slow or denied cooperation in
international investigations.

5. Comparative Lag in Global Standards:Compared to countries like the USA, UK, and Singapore, India
needs to upgrade infrastructure, enforce privacy-by-design models, and build real-time cyber response
mechanisms.

8.2 Suggestions and Recommendations
8.2.1 Legal Reforms

e Amend Section 65B Requirements:Revisit the stringent requirement of 65B certificates. Introduce
alternative methods for authenticating digital evidence when the original source is inaccessible.

e Join the Budapest Convention on Cybercrime:Membership will enhance India’s ability to share and
receive data for cross-border investigations and improve mutual legal assistance mechanisms.

e Draft a Unified Cybercrime Procedure Code:Consolidate investigation and prosecution norms for
cyber offenses under one procedural law or a dedicated cybercrime chapter within the BNSS.

8.2.2 Capacity Building
e Training Law Enforcement and Judiciary:Set up Cyber Crime Investigation Training Academies
across all states in collaboration with institutes like CDAC, NIC, and NIELIT.
Mandatory Cyber Law and Forensics Curriculum in Law Schools and Police Academies
Special Cyber Prosecutors and Judges:Designate specialized prosecutors and cyber benches in
courts to handle cases involving complex digital evidence.
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8.2.3 Infrastructure Development
e Establish State-Level Cyber Forensic Labs (CFSLs):Each state should have at least one digitally
equipped CFSL, with regional labs at the district level.
e Invest in Al-Driven and loT Forensics Tools:Encourage the adoption of automated log analysis,
deepfake detection, and lIoT data extraction to handle newer threats like Al-generated frauds.
e Set Up Real-Time Cyber Response Units (like CERT-In) at State and City Levels
8.2.4 Data Protection and Privacy Integration
Strict Implementation of the DPDP Act, 2023:
e Enforce data minimization, purpose limitation, and encryption standards in all government and private
data processing.
e Create Standard Operating Procedures (SOPs) for Digital Evidence Collection to ensure privacy
compliance during investigation.

8.2.5 Public Awareness and Victim Support

Cyber Literacy Campaigns:Launch multi-language awareness campaigns through schools, media, and
NGOs to educate citizens on cyber hygiene, reporting mechanisms, and digital safety.24x7 Cybercrime
Helplines and Grievance Redressal Portals.linked with cybercrime.gov.in should be made accessible in
regional languages.

8.2.6 International Cooperation and Research
e Establish Bilateral Data Exchange Agreements:Especially with the US, EU, Japan, and ASEAN
countries for timely sharing of logs, IP data, and mobile metadata.
e Encourage Public-Private Partnerships:with cybersecurity companies for research in quantum
cryptography, blockchain forensics, and threat detection systems.

8.3 Final Thoughts

Cyber forensics holds the key to unraveling digital crimes, but its effectiveness hinges-on a cohesive legal
framework, skilled manpower, and coordinated policy action. With digitalization rising across sectors—
finance, health, education, governance—the need to secure digital ecosystems through robust cyber forensics
and law enforcement becomes ever more pressing.

“A secure digital India is not just a technological necessity it is a democratic imperative.”Justice D.Y.
Chandrachud, Chief Justice of India (2023)
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