www.ijcrt.org © 2025 IJCRT | Volume 13, Issue 5 May 2025 | ISSN: 2320-2882

IJCRT.ORG ISSN : 2320-2882

APy, 'NTERNATIONAL JOURNAL OF CREATIVE
@a% RESEARCH THOUGHTS (1JCRT)

An International Open Access, Peer-reviewed, Refereed Journal

Credit Card Fraud Detection Using Machine
Learning

!Birla.X T,2Syed Ghulam Rasool S.M,*Saif Rahman U.F J,* Mohamed Sahith S,°Mohamed Ayman
Assistant Professor-#34°Student w

!Department of Computer Science and Engineering
LAalim Muhammed Salegh College of Engineering, Chennai, India

Abstract: The rapid increase in online financial transactions has elevated the risk of credit card fraud, posing
significant challenges for financial institutions and consumers. Traditional fraud detection methods often fail
to identify complex and evolving fraudulent patterns. This paper introduces a machine learning-based
framework that enhances fraud detection accuracy by leveraging advanced classification algorithms, data
preprocessing, and model evaluation techniques. Using a real-world credit card transaction dataset, models
such as Random Forest, Support Vector Machine, and XGBoost were implemented and evaluated using
performance metrics like precision, recall, and F1-score. Our approach demonstrates improved detection
capabilities, providing financial institutions with a powerful tool to mitigate fraud risks..
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I. INTRODUCTION

In the modern digital economy, the use of credit cards for online purchases, subscriptions, and transactions
has surged dramatically, offering unparalleled convenience to consumers. However, this convenience has also
opened doors for cybercriminals, who exploit vulnerabilities in digital payment systems to commit fraud.
Credit card fraud encompasses a range of illegal activities where unauthorized users gain access to card
information to make illicit purchases or withdraw funds. The financial repercussions of such fraudulent
transactions are profound, not only burdening financial institutions with monetary losses but also eroding
consumer trust in digital financial services

The dynamic and adaptive strategies employed by fraudsters make fraud detection a complex and evolving
challenge. Traditional detection systems predominantly rely on static, rule-based methods that trigger alerts
based on predefined conditions, such as exceeding transaction limits or unusual geographic locations. While
effective to a certain extent, these systems often fall short when confronting sophisticated fraud tactics that
continuously evolve to bypass known detection rules. Consequently, there is a pressing need for smarter,
adaptive fraud detection mechanisms that can keep pace with emerging threats.

Machine learning (ML) presents a powerful solution to this problem by analyzing vast amounts of
transactional data to identify subtle patterns and anomalies indicative of fraudulent behavior. Unlike
conventional rule-based systems, ML models can learn from historical data, adapt to new fraud patterns, and
improve over time. By leveraging advanced algorithms such as Random Forest, Support Vector Machines,
and Gradient Boosting, it is possible to construct models capable of distinguishing between legitimate and
fraudulent transactions with greater accuracy.
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This paper proposes a comprehensive machine learning framework that integrates effective data preprocessing
techniques, handling of imbalanced datasets, and implementation of robust classification models to enhance
fraud detection accuracy. By systematically combining these components, our approach aims to provide
financial institutions with a reliable and scalable solution for minimizing fraud-related losses while ensuring
the security of customer transactions.

Il. LITERATURE REVIEW

The domain of credit card fraud detection has evolved substantially over the years, with researchers constantly
seeking more accurate and reliable methods to mitigate financial risks. Initial studies predominantly relied on
statistical and rule-based models such as logistic regression and decision trees. Although these methods were
relatively simple to implement and interpret, they often failed to capture complex, non-linear patterns inherent
in large-scale transactional data. As a result, their performance was limited, particularly when faced with
novel or adaptive fraudulent behaviours.

Recognizing the limitations of these traditional approaches, researchers turned to machine learning techniques
capable of uncovering deeper insights from data. In 2018, Chen et al. applied Random Forest classifiers to
credit card transaction datasets and reported an improvement in fraud detection accuracy. However, their
study highlighted the persistent issue of class imbalance, as fraudulent transactions typically represent a small
fraction of overall data, leading to biased models skewed toward non-fraudulent predictions.

Subsequent research addressed this imbalance problem by incorporating advanced sampling techniques and
more sophisticated algorithms. Gupta et al. (2019) introduced a model that combined Support Vector
Machines (SVM) with feature selection methods to enhance detection capabilities. Their findings
demonstrated that carefully selected features improved model interpretability and prediction power, though
the SVM model required extensive tuning and computational resources. This underscored the importance of
balancing model complexity with practical deployment considerations.

More recent efforts, such as the work by Kumar et al. (2021), have emphasized ensemble learning strategies
like XGBoost, which effectively handle non-linear relationships and interact with imbalanced datasets
through undersampling and oversampling techniques. Their experiments revealed that ensemble models offer
robust performance across various fraud detection tasks, yet the challenge of optimizing both precision and
recall in real-time scenarios remains an open research question.

In summary, the literature indicates a clear progression from basic statistical models toward more powerful
and flexible machine learning algorithms. Despite advancements, issues such as data imbalance,
computational cost, and real-time applicability continue to pose significant challenges. Our work seeks to
bridge these gaps by employing a blend of classical machine learning models, efficient data preprocessing,
and balancing techniques to build a practical and scalable fraud detection system.

In addition to supervised learning, unsupervised and semi-supervised approaches are gaining popularity,
especially when labelled data is scarce. Methods such as Autoencoders, Isolation Forests, and One-Class
SVMs focus on identifying anomalies or outliers in transaction data. These techniques do not require labelled
fraud examples, making them practical for real-world applications where new fraud types frequently emerge.
Semi-supervised models combine the strengths of both supervised and unsupervised learning to improve
detection performance with limited labelled data.

Lastly, ensemble and hybrid models have been introduced to enhance robustness and accuracy. By combining
multiple algorithms, these models can mitigate the weaknesses of individual learners. Techniques like
stacking, bagging, and boosting have shown superior performance in fraud detection tasks. Recent studies
emphasize the importance of such ensemble strategies to achieve higher precision and recall, especially in
highly imbalanced datasets. Overall, the literature suggests that no single approach is sufficient, and a
combination of strategies often yields the best results in detecting credit card fraud.
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I1l. RELATED WORK

Researchers have experimented with various algorithms to tackle fraud detection, including ensemble
methods, deep learning, and hybrid models. Chen et al. (2020) demonstrated the effectiveness of Random
Forest in handling high-dimensional transactional data. Similarly, Patel et al. (2021) applied SMOTE
(Synthetic Minority Oversampling Technique) combined with Gradient Boosting to improve fraud detection
in imbalanced datasets. However, deep learning approaches, while powerful, often require substantial
computational resources and large datasets, limiting their practicality for real-time applications. Our research
builds on these studies by integrating classical ML models with efficient data balancing and feature
engineering strategies to achieve high accuracy without excessive computational demands.

IV.PROPOSED SYSTEM

The proposed system combines various data sources, including soil nutrient levels, rainfall patterns, and other
climatic factors, to predict crop yield using machine learning models. The system processes historical data,
trains predictive models, and provides accurate yield forecasts for various crops. The following sections
outline the main stages of the system: data collection, data preprocessing, model training, and prediction.

DATA — MACHINE
PREPROCESSING LEARNING MODELS

——

LEGIT FAKE
TRANSACTION TRANSACTION

TRANSACTION —

A.Data Collection:
We utilized the publicly available Credit Card Fraud Detection dataset from Kaggle, containing 284,807
transactions, with 492 labeled as fraud (0.17% fraud rate). The dataset includes 30 features, such as transaction
amount, time, and anonymized principal components derived from PCA.
B. Data Preprocessing:
To handle imbalanced classes, we applied SMOTE to oversample the minority class. We normalized
transaction amounts using Min-Max scaling and handled missing values with mean imputation. Feature
correlation analysis was conducted to select the most relevant predictors.
C. Machine Learning Models:
We implemented the following models:

o Random Forest (RF): An ensemble of decision trees to reduce overfitting.

e Support Vector Machine (SVM): Utilized with RBF kernel for non-linear classification.

o XGBoost: A gradient boosting algorithm optimized for speed and accuracy.
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D. Model Evaluation:

The models were evaluated using:

Precision: To minimize false positives.

Recall: To ensure detection of as many fraud cases as possible.

F1-score: A balance of precision and recall.

ROC-AUC: To assess model discrimination capability.
V.EXPERIMENTAL RESULTS

To evaluate the effectiveness of different machine learning models in detecting credit card fraud, we
conducted experiments using a publicly available dataset. The dataset was split into training and testing sets
using an 80:20 ratio. Given the high class imbalance typical in fraud detection datasets, we applied the
Synthetic Minority Over-sampling Technique (SMOTE) to the training data. This oversampling method was
critical in improving the models' ability to identify fraudulent transactions, particularly enhancing recall
without significantly impacting precision.

We compared the performance of three supervised learning models: XGBoost, Random Forest (RF), and
Support Vector Machine (SVM). Among these, XGBoost achieved the best overall performance, with an
F1-score of 0.92, followed by Random Forest at 0.89 and SVM at 0.87. The F1-score was chosen as a primary
metric due to the imbalanced nature of the data, as it balances precision and recall. XGBoost’s performance
suggests its superior ability to capture complex relationships and patterns in transaction data.

In terms of ROC-AUC scores, all three models demonstrated strong discriminatory power. XGBoost again
led with a ROC-AUC of 0.98, while Random Forest and SVM achieved 0.97 and 0.95, respectively. These
results indicate that even though all models were capable of distinguishing between fraudulent and legitimate
transactions, XGBoost maintained a slight but consistent advantage across multiple evaluation metrics. This
performance can be attributed to XGBoost’s gradient boosting framework, which builds robust ensembles by
correcting the weaknesses of previous learners.

SMOTE had a notable impact on recall across all models, highlighting its value in handling imbalanced
datasets. Before applying SMOTE, the models tended to favor the majority class, leading to low fraud
detection rates. After balancing the dataset, recall improved significantly without compromising overall
precision. This emphasizes the importance of proper preprocessing techniques in fraud detection pipelines.
Overall, our experimental results suggest that a combination of advanced machine learning models and
appropriate resampling strategies can lead to highly effective fraud detection systems.

V1. Conclusion and Future Work

In this study, we explored the effectiveness of various machine learning strategies for detecting credit card
fraud, a problem that remains both financially critical and technically challenging due to the highly
imbalanced nature of fraud datasets. By applying SMOTE for oversampling and comparing the performance
of XGBoost, Random Forest, and SVM classifiers, we demonstrated that well-tuned models, when supported
by proper preprocessing, can achieve high levels of accuracy and robustness. XGBoost, in particular, stood
out with the highest F1-score and ROC-AUC, indicating its strong potential for real-world fraud detection
systems.

Our experiments underscored the importance of not only choosing the right model but also addressing data
imbalance, which can severely hinder model performance. The consistent improvement across all evaluation
metrics after applying SMOTE suggests that resampling techniques are essential components of any effective
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fraud detection pipeline. While our results are promising, it is important to recognize that fraud patterns evolve
over time, and models must adapt accordingly to maintain their effectiveness.

Looking ahead, there are several areas worth exploring to further enhance performance. First, incorporating
real-time transaction features such as user behavior patterns, geolocation, and device metadata could improve
the context-awareness of detection systems. Second, deep learning models, especially those tailored for
sequential and temporal data, such as LSTMs or transformers, offer promising avenues for capturing subtle
fraud patterns. Additionally, experimenting with hybrid or ensemble approaches that combine multiple
algorithms may yield more resilient models.

Finally, deploying and monitoring these models in live environments remains a critical next step. This
includes not only ensuring low false positives to avoid inconveniencing legitimate users, but also continuously
retraining models to adapt to new types of fraud. With ongoing research and collaboration between data
scientists and financial institutions, machine learning can continue to play a key role in staying ahead of
increasingly sophisticated fraud threats.
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