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Abstract: Effective allocation of government resources is essential to ensure equity, transparency, and
accountability in public service delivery. This paper presents a blockchain-driven approach to enhance the
management and distribution of governmental resources using Ethereum, Ganache, and an open-permissioned
model incorporating Keyless Signature Infrastructure (KSI). Through the implementation of Merkle tree-
based hashing and smart contracts, the system ensures immutability, traceability, and real-time verification of
transactions. The proposed model promises not only enhanced trust and auditability but also quick and secure
access to data, aiming to reduce corruption and optimize resource utility.

Introduction:

Governments often face challenges such as corruption, misallocation, and inefficiency in resource
distribution. Traditional centralized systems are susceptible to tampering, lack transparency, and have delays
in tracking and auditing. Blockchain, with its decentralized and tamper-proof architecture, offers a promising
alternative.

1.1 Key Points:

Overview of current issues in resource allocation
Importance of data integrity and transparency
Potential of blockchain to address inefficiencies
Use of KSI and Merkle-tree for validation
Integration of smart contracts for automation
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|. LITERATURE SURVEY

Numerous studies have explored the application of blockchain in public administration, focusing on land
records, supply chains, and voting systems. However, fewer works have addressed its role in government
resource allocation, especially with KSI integration.

2.1 Key Findings:

Blockchain enhances transparency and reduces corruption
Merkle-tree hashes ensure data integrity

Smart contracts streamline transactions and automate execution
KSI offers efficient digital signature verification
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2.2 Gaps in Existing Research:

1. Limited implementation of blockchain in active government operations
2. Absence of integration between KSI and Ethereum in most projects
3. Few models use a hybrid of open and permissioned blockchain to balance transparency and control

2.3 Contribution of Our Study:

Our study aims to address these gaps by developing a data-driven system for the early diagnosis of Chronic
Kidney Disease using machine learning algorithms. This system analyzes clinical data in real time and
applies models such as Random Forest, SVM, and Logistic Regression to accurately predict CKD,
supporting timely and effective clinical decision-making.

RESEARCH METHODOLOGY

This section outlines the research design, data sources, and analytical techniques used to develop and
evaluate the data-driven early diagnosis system for Chronic Kidney Disease using machine learning algorithms.

3.1 Scope and Objectives:

1. Scope: Allocation and tracking of governmental aid and resources
2. Objectives: To enhance transparency, auditability, and responsiveness of government schemes

3.2 Tech Stack and Tools:

Blockchain Framework: Ethereum
Development & Testing: Ganache, Truffle
Smart Contracts: Solidity

Integrity Verification: Merkle Trees, KSI API
Interface: Web3.js

A

3.3 Theoretical Framework:

Block creation for each transaction using Ethereum smart contracts

Merkle Tree for hash-based verification of data blocks

Open-permissioned blockchain where selected authorities validate transactions
KSI integration for immutable timestamping

el

3.4 Analysis Models:

Transaction Throughput

Verification Speed (KSI vs Traditional Digital Signatures)
Data Tampering Detection

Time and Cost Efficiency

Y

1. BRIEF DESCRIPTION OF THE SYSTEM

The system allows government departments to log and track resource allocations in a blockchain ledger.
Authorized personnel generate transactions verified via smart contracts and hashed using Merkle Trees.
Each transaction is timestamped and signed using KSI, ensuring authenticity. Citizens and auditors can

query the blockchain for real-time, tamper-proof records.

System Modules:
1. User Registration and Authentication
2. Smart Contract for Resource Distribution
3. Merkle Tree Construction & Validation
4. KSI Signature and Verification
5. Public Dashboard for Transparency
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I11. RESULTS AND DISCUSSION

4.1 Results of Descriptive Statics of Study Variables
Table 4.1: Descriptive Statics

© 2025 IJCRT | Volume 13, Issue 5 May 2025 | ISSN: 2320-2882

Feature

Traditional System

Blockchain-Based
System

Audit Time

3-7 days

Real-time

Data Tampering

Highly Possible

Virtually Impossible

Access Speed Manual Search Instant Query
Transparency Low High
Integrity Verification Manual Merkle + KSI

IV. RESULTS OF DESCRIPTIVE STATISTICS OF STUDY VARIABLES:
The system was subjected to performance evaluation under controlled test scenarios. The statistical outcomes
below validate its effectiveness:

1. Merkle Tree Validation Efficiency:
Traditional data validation often involves scanning entire files or datasets, which is both time-
consuming and computationally expensive. In contrast, the Merkle Tree approach allows validation of
any transaction by checking a logarithmic number of hash paths.
o Inour tests, validating 1,000 resource entries using flat file comparison took an average of 500
milliseconds.
o Using Merkle trees, the same validation process averaged 300 milliseconds.
o This translates to a 40% reduction in verification overhead.
2. KSI Signature Validation Speed:
Digital signatures traditionally depend on asymmetric encryption (e.g., RSA), which is slow when
processing a high volume of transactions. KSI, on the other hand, uses hash-based timestamping,
allowing faster validation.

o Signature validation using RSA: 90 ms per transaction
o Signature validation using KSI: 40 ms per transaction
o 55% improvement in verification speed was observed using KSI.
3. Simulated Integrity Outcomes:
o In multiple test runs simulating allocation and transaction logging of resources, over 98%
integrity was achieved.
o No cases of undetected tampering were observed, owing to Merkle root verification and
timestamped KSI signatures.
These results affirm the proposed system’s robustness and its potential application for large-scale
governmental deployments.
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V. Figures and Tables

VI. Table 1 : Feature Comparison of Prominent Blockchain Platforms

Solution Read Access | Send&  Validating | Consensus Smart Contract | Fee
Tran

Bitcoin Public Permissionless Proof of Work No Yes

Hyperledger Fabric Private Permissioned Modular (PBFT, Yes No
CFT)

Hyperledger Private Permissioned Proof of Elapsed Yes No

Sawtooth Time

Ripple Public Permissionless Ripple No Yes

Ethereum Public Permissionless Proof of Work Yes Yes

IOTA Public Permissionless Proof of Work No No

EOS Private Permissioned Delegated Proof Yes Yes
of Stake

Table 1 : Blockchain System Performance Metrics at Varying Transaction Submission Rates

Submission Rate (per sec.) Average Commit Rate (per | Average Roundtrip Time (in
sec.) sec.)
2.5 2474 1.345
6.25 6.106 0.952
8 1.774 0.884
10 9.642 0.453
12 11.443 7.264
12.5 11.921 25.533
13 5.826 28.566
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Fig. 3. Overview of transaction flow on Hyperledger Fabric.
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