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Abstract

Criminal activities involve the use of technology and seek to take advantage of the weaknesses of technology
systems, thus posing a significant risk to people and companies globally. This paper relies on cross-sectional
survey data to examine the reasons, competencies, and resources for cybercrime. It has been found that
financial insecurity and superior structures such as anonymity and poor security enforcement are the primary
causes of cybercrime. Many of them learn hacking independently with the help of tutors and character-
augmented features, including deception and daring. Using survey results and previous research, this paper
outlines practical recommendations for stopping cybercrime and measures such as ethical education for users,
the adaptation of legislation, and systemic-level interventions.

Keywords: Cybercrime motivations, Digital literacy programs, Cybersecurity enforcement, Skill acquisition
pathways, Economic factors in cybercrime.

1. Introduction

Over the years, technology has transformed communication and trade, almost changed the entire business
setting and provided breakthrough openings for cybercriminals. First, internet access provides anonymity and
global access for the hackers, not lone wolf hackers, but a syndicate. Familiarity with cybercrime's
psychological, cultural, and technological prerequisites is necessary to strive against it.

The current paper uses first-hand survey data to focus on motivation, skill development, and other external
enablers of cybercrime. Other important goals are identifying motives for such actions, ways of acquiring the
skills, and the organizational conditions that make such actions possible. In addition to the technical type of
the problem, this work focuses on the social aspect of the issue, aiming not only at describing the problem but
also at helping to create effective prevention measures for policymakers, educators, and organizations.

2. Methodology

This study relied on a structured questionnaire to consider motivation, skill, and external factors relating to
cybercrime. Participants were recruited online to produce a vast and twined so that states could be elicited
with anonymity. The outreach distributed the target population by age, including people between 18 and 54
and those older who had been victimized in cybercrime-related activities.
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The survey consisted of multiple-choice and open-ended questions, divided into five thematic categories:
purposes for becoming involved in cybercrime, routes through which individuals gain their cyber skills,
perceptions of the dangers involved in cybercrime, self-attributes of cybercriminals, and situational
opportunities that facilitate cyber-criminal conduct. Descriptive analysis was adopted on the quantitative data
in a bid to assess the various prevailing trends. In contrast, the qualitative data was coded to find additional
explanatory patterns.

Respondents were precluded from response bias through provisions like using neutral words while framing
questions and providing anonymity. However, the present study has certain limitations, including that it cannot
claim to have represented a huge sample size or to incorporate orthodox variables, which are extremely hard
to get, especially concerning cyber criminals. Secondly, it relied on self-generated data, thus likely to have
some bias or unreliability. Such limitations notwithstanding, the methodology forms a strong basis within
which the multiple sources of context of cybercrimes can be deciphered.

3. Results and Discussion
A. Age Group Distribution

The target respondents of this survey were 37 participants, and this pie chart displays the age group
distribution of these participants.

Which age group do you belong to?

37 responses

@® Under 18
® 18-24
25-34
i @ 45-54
@ 55 or older

Figurel: Age Group Distribution

Key Insights:
o The most significant number of participants is 19 out of 37, and 51.4% are 18-24.
o 11 respondents are between 25 and 34 years old, which makes up 29.7% of the respondents.
o Other subcategories are: 4 people (10.8%) are 35-44, and 3 (8.1%) are 45 and over.

The distribution also shows that most of the survey comprises individuals aged 18-54, pointing to this group’s
asserted role in considering and encountering cybercrime-related activities.
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B. Major Drivers to Cybercrime

The following pie chart captures why respondents think people will indulge in cybercrime.

In your view, what drives individuals to engage in cybercrimes?

37 responses

@ Financial gain

@ Advocacy for political or social causes
Thrill-seeking or excitement

@ Personal grievances or revenge

@ Desire for recognition or reputation

@ Anonymity

@ Lack of empathy

@ All the above.

Figure 2: Major Drivers to Cybercrime
Key Insights:
e Most respondents (25 or 67.6%) identified financial gain as the primary motivator.

e Other notable reasons included thrill-seeking (2 respondents, 5.4%), personal grievances or revenge
(2 respondents, 5.4%), and a desire for recognition or reputation (4 respondents, 10.8%).

o Smaller percentages cited advocacy of a cause (1 respondent, 2.7%), anonymity (1 respondent, 2.7%),
and lack of empathy (1 respondent, 2.7%).

These results suggest that monetary factors play the most significant role, while other factors contribute to
only a marginal level of cybercrime.

C. Pathways to Cyber Skills

For this study, the following pie chart shows respondents' views on how cybercriminals learn their trades.

How do you believe individuals involved in cyber activities typically acquire their skills?

37 responses

@ Self-directed learning through online
resources

@ Formal education or training programs

g ) Mentorship or guidance from others
8.1% \ @ Experimentation and trial-and-error

Figure 3: Pathways to Cyber Skills
Key Insights:

e 18 respondents (48.6%) noted self-directed learning through online resources as the most popular
approach.

e 10 respondents (27%) and 6 respondents (16.2%) pointed to experimentation and mentorship,
respectively, as key pathways.
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e A smaller proportion, 3 respondents (8.1%), mentioned using formal education or training programs.
The findings of this discussion point to the availability of IFs as essential for skill acquisition in virtual crime.
D. Risk Perception in Cybercrime

This particular pie chart shows the actual views of respondents regarding the prospect of apprehension of
cybercriminals.

How do you think individuals who commit cybercrimes perceive the likelihood of being caught?
37 responses

@ They see it as highly unlikely

@ They believe there is some level of risk
{0 They perceive it as very likely

@ It depends on the nature of the crime

Figure 4: Risk Perception in Cybercrime

Key Insights:
e 21 respondents (56.8%) believe that the likelihood of being caught depends on the nature of the crime.

e 9 respondents (24.3%) think there is some level of risk, while 6 respondents (16.2%) view it as highly
unlikely.

e Only 1 respondent (2.7%) perceives it as very likely to get caught.

The responses can, therefore, be taken to imply partial deterrence—where risk awareness is crime-type
dependent.

E. Characteristics of individuals believed to be engaged in cybercrime

The following bar graph shows the distribution of attributes given by the respondents about cybercriminals.

What traits or characteristics do you associate with individuals who engage in cybercrimes? (Select
all that apply)

37 responses

Preference for solitude or working
alone

Curiosity and creative thinking

Impulsive or risk-taking behavior 21 (56.8%)

Strong technical or analytical

0,
abilities 22 (59.5%)

Manipulative or deceptive

0,
tendencies 28 (75.7%)

0 10 20 30

Figure 5: Characteristics of Cybercriminals
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Key Insights:
o 28 respondents (75.7%) identified manipulative or deceptive tendencies as the most associated trait.
e 22 respondents (59.5%) cited strong technical or analytical abilities, highlighting their importance.

e 21 respondents (56.8%) noted impulsive or risk-taking behaviour, while 16 (43.2%) pointed to
curiosity and creative thinking.

e 15 respondents (40.5%) preferred solitude or working alone with cybercriminals.

These observations confirm the theories that psychological and behavioural characteristics are distinct signs
of potential cyber criminals.

F. The Enabling Environment of Cybercrime from External Environment

The figure below presents, in a bar graph, external factors that the respondents consider to cause cybercrime.

In your opinion, what external factors contribute to the likelihood of cybercrime?
37 responses

Economic challenges or financial

0,
instability 28 (75.7%)

Influence from peers or online

" 19 (51.4%)
communities

Weak enforcement of laws or

0,
penalties 25 (67.6%)

Anonymity and privacy in online

‘ 22 (59.5%)
environments

Not right upbringing 1(2.7%)

Figure 6: External Factors Enabling Cybercrime
Key Insights:

o 28 respondents (75.7%) identified economic challenges or financial instability as the top contributing
factor.

e 25 respondents (67.6%) pointed to weak enforcement of laws or penalties as a significant enabler.

e 22 respondents (59.5%) cited anonymity and privacy in online environments, and 19 respondents
(51.4%) noted influence from peers or online communities.

e A small proportion, 1 respondent (2.7%), mentioned inadequate upbringing.
4. Implications and Recommendations
The findings suggest comprehensive interventions to mitigate cybercrime:

The findings suggest comprehensive interventions to mitigate cybercrime through targeted efforts in
education, governance, and systemic support:

1. Promoting Ethical Behaviour through Digital Literacy Programs: Schools, employers, and other
informal and formal settings such as churches, clubs, and associations should encourage the members to create
a cleaner, safer, and more responsible usage of cyberspace by conducting digital literacy programs comprising
of proper usage of computers and the internet and detailing the dangers of computer crimes, and measures to
avoid the maladies. Such measures could consist of low-stake quizzes, group activities, role play, and actual-
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application case scenarios. Educating people about how to avoid following fake links, distinguishing a
genuine website, and avoiding leaving personal information on unsafe web pages becomes a powerful tool
against threats.

2. Strengthening Cybersecurity Laws and Enforcement: Legal systems must constantly evolve to tackle
new risks, including cryptocurrency scams or hacking through Al, for example. When figuring out measures
for fighting cyber threats, authorities should provide law enforcement with modern technologies, including
Al and blockchain tracing. International underscores the need for cross-border formation so that suitable
actions against cyber-criminal cartels are initiated immediately.

3. Addressing Financial Instability: Financial problems cause people to turn to cybercrime, so Mexico has
plenty of both. Governments and organizations can set up specific and unique financial literacy projects to
implement and provide job openings in technological fields. Opportunities through microfinance for those
engaged in marginalized cybersecurity training programs and scholarships for the needy can offer direction
to economically feasible options.

4. Encouraging Responsible Mentorship in Digital Skills: This is a favourable way for mentorship
programs to direct technical skills toward positive uses. The opportunities in cybersecurity could be found in
the cooperation with IT firms and ethical hacking organizations for young people. Promoting success stories
in the lives of those who have changed from the negative way of doing things and are now earning a living
legally convinces others to do the same.

5. Leveraging Technology for Prevention: Al-based monitoring approaches should be created to identify
anomalous patterning, phishing attacks, and ransomware. Collaboration between governments and industries
can enhance the construction of reliable software systems that protect computer systems against cyberattacks.

5. Conclusion

This paper shows that cybercrime is a complex phenomenon influenced by internal factors, which include
individual goals and the learning process of cybercrime methodologies, and external factors, which include
political turmoil and the ability to be anonymous on the internet. They specifically state that poor financial
situation and weak cybersecurity systems are the main factors facilitating cyber criminality. That is why
extensive measures are necessary, including requests for ethical conduct improvement, legalization of
Indigenous peoples’ rights, and consideration of risk factors.

Some of the operational suggestions include the encouragement of digital literacy interventions, promising
upgrades of tactical police resources, and provision of apprenticeship opportunities to steer technical
proficiencies toward positive use. Implementing Al-based monitoring systems and cross-sector collaborative
action may also enhance preventative action. More prospective studies should investigate to describe novel
patterns, assess variations by region, and investigate psychological factors to improve preventive measures
and contribute to developing a safer online environment.
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