www.ijcrt.org

© 2024 1JCRT | Volume 12, Issue 4 April 2024 | ISSN: 2320-2882

IJCRT.ORG ISSN : 2320-2882

INTERNATIONAL JOURNAL OF CREATIVE

G’

éb/ RESEARCH THOUGHTS (1JCRT)
<" An International Open Access, Peer-reviewed, Refereed Journal

FAKE PRODUCT DETECTION USING
BLOCKCHAIN

HariKarthikeyan A
UG Student, Department of ECE
Rajalakshmi Engineering College

Harish Ragavendhar S K
UG Student, Department of ECE
Rajalakshmi Engineering College

Abstract— Counterfeiting of products poses significant
challenges across various industries, leading to economic losses,
compromised consumer safety, and brand reputation damage.
Traditional methods of product authentication often fall short in
effectively combating this issue due to their limitations in
traceability and transparency. In response, emerging technologies
like blockchain offer a promising solution by providing a
decentralized, immutable ledger for recording transactions
securely. This paper proposes a novel approach for fake product
identification utilizing blockchain technology. The proposed
system employs blockchain to create a transparent and tamper-
proof record of the product life cycle, from manufacturing to
distribution and eventual sale. Each product is assigned a unique
digital identity, recorded on the blockchain along with relevant
information such as production details, supply chain journey, and
authentication checkpoints. Smart contracts are utilized to automate
verification processes, enabling seamless tracking and
authentication at every stage of the product's journey. Furthermore,
the system integrates various authentication mechanisms, such as
QR codes, NFC tags, or RFID chips, to facilitate easy and secure
verification by consumers and stakeholders. These physical
identifiers are linked to the corresponding digital records on the
blockchain, allowing instant validation of product authenticity
using a smartphone or dedicated scanning device. In conclusion,
the integration of blockchain technology for fake product
identification represents a promising approach to address the
growing threat of counterfeiting. By establishing a decentralized
and transparent ecosystem, this solution offers a robust mechanism
for ensuring product authenticity, thereby benefiting consumers,
businesses, and society as a whole.

Keywords— Blockchain, QR codes, MetaMask, Smart
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l. INTRODUCTION

The industry as a whole is facing a problem with counterfeit
goods, which endanger customer safety, brand integrity, and
financial stability. In addition to costing respectable
businesses money, the proliferation of fake goods
undermines customer confidence and market trust. Since
certification models lack the traceability and transparency
required to guarantee correctness throughout the supply
chain, they frequently solve this issue. In recent years,
blockchain technology has shown to be a useful weapon in
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the fight against fraud. In recent years, blockchain
technology has emerged as a promising solution to address
the challenges of counterfeiting . Blockchain, the technology
behind Bitcoin and other cryptocurrencies, provides a
decentralized, immutable ledger that securely and
transparently records transactions Leveraging blockchain, a
tamper-proof record can be recorded throughout the life of a
product, from its manufacturing start to final sale to
customers This paper explores the potential of blockchain
technology in cases of counterfeit product detection,
proposing a new strategy to increase supply chain
transparency and counterfeiting If we use a blockchain
decentralized ledger and smart contract can handle verifying
the content, fake it in real time -Our goal was to establish a
strong detection system. By integrating physical identifiers
such as QR codes, NFC tags, or RFID chips, combined with
blockchain-based  digital records, consumers and
stakeholders can easily track them as objects are accurate at
every stage of the supply chain. This approach not only
builds consumer confidence and trust but enables companies
to reduce it.

This approach not only builds customer confidence and trust,
but also enables companies to reduce the risks associated
with counterfeit products, thereby protecting brand
reputation and integrity.

1.1 Blockchain Against Counterfeit Products

Blockchain technology is a powerful weapon in the ongoing
battle against counterfeiting in the supply chain. Unlike
traditional forms of authentication, such as serial numbers or
holograms, which prove less effective in the face of more
complex forgery schemes, blockchain offers a promising
answer due to its for a consistent and decentralized ledger
structure.

Essentially, blockchain for the public, without changing the
ledger of transactions. This technology can now be used to
create a safe and reliable counterfeit detection system all the
way up the supply chain. Each product has a unique digital
identity, and the blockchain records every step in the
product’s lifecycle—from manufacturing to delivery.
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Customers and other stakeholders may easily and instantly
verify the legitimacy of products through the integration of
blockchain technology with physical authentication
techniques like QR codes or RFID tags. Verification
procedures can be automated using smart contracts,
guaranteeing transparent and easy validation across the
supply chain.

Blockchain provides notable advantages in the fight against
counterfeit goods by improving traceability, transparency,
and security. In addition to offering a reliable foundation for
confirming authenticity, it also increases customer
confidence in the marketplace. Product authentication is
being revolutionized by the use of blockchain-based false
product identification systems. By guaranteeing the integrity
of products throughout their lives, it protects consumer trust.
Furthermore, companies gain from improved brand
recognition and lower risks related to fake goods.

However, the implementation of effective blockchain
technology is not without its challenges. These include
compliance problems, transactions in blockchain systems,
and scalability challenges. Technologists, legislators and
industry stakeholders must work together to overcome these
obstacles. In summary, blockchain technology holds great
promise in the fight against counterfeiting in the supply
chain. It is a useful authentication device due to its ability to
provide transparency, traceability and security. While there
are a few challenges, there are more benefits than drawbacks
to implementing blockchain technology, making it a viable
option for preserving consumer trust and brand integrity in a
global economy.

Blockchain guarantees that every transaction is recorded
immutably through its decentralized ledger and smart
contract features, making it almost difficult for
counterfeiters to tamper with data. Stakeholders may quickly
identify counterfeit products by tracking the origin and travel
of goods with ease by giving each product a unique identity
and keeping pertinent data on the blockchain. Moreover,
blockchain-based digital certificates and authentication
systems enable customers to confirm the legitimacy of
goods, boosting confidence and trust in the marketplace. It
also makes it easier for supply chain players to collaborate,
which makes it possible to take preventative action against
counterfeiting.

1.2 Blockchain for Fake Product Identification:
Mechanisms & Challenges

In the following sections, we will delve into the key
components of our proposed fake product identification
system using blockchain technology, outlining its benefits,
challenges, and potential applications in various industries.
By leveraging blockchain's inherent features, we aim to
provide a comprehensive solution to the pressing issue of
counterfeit product identification, contributing to a safer,
more transparent marketplace for consumers and businesses
alike.

Traditional methods of product authentication, such as
holograms or serial numbers, have proven inadequate in the
face of increasingly sophisticated counterfeit operations.
However, the advent of blockchain technology offers a
promising solution to this challenge. Blockchain, a
decentralized and immutable ledger system, provides a
transparent and tamper-proof record of transactions. By
leveraging blockchain, it becomes possible to create a secure
and verifiable system for identifying counterfeit products
throughout the supply chain. This paper explores the
potential of blockchain technology in combating counterfeit

products by introducing a novel approach to product
identification. By assigning each product a unique digital
identity and recording its journey from production to
distribution on the blockchain, we can establish a
comprehensive system for verifying authenticity.

The integration of blockchain technology with physical
authentication methods, such as QR codes or RFID tags,
allows consumers and stakeholders to easily verify the
authenticity of products in real-time. Through smart
contracts, automated verification processes can be
implemented, ensuring seamless authentication and
transparency across the supply chain.

By enhancing traceability, transparency, and security,
blockchain technology offers a powerful tool for combating
counterfeit products. This paper will delve into the
mechanisms, benefits, and challenges of implementing
blockchain-based fake product identification systems,
exploring their potential to revolutionize product
authentication and safeguard consumer trust in the global
marketplace.

Integrating blockchain technology into existing supply chain
systems and processes can be challenging and costly.
Companies may face resistance from stakeholders who are
accustomed to traditional methods or lack the technical
expertise to implement blockchain solutions effectively. As
the volume of transactions increases, blockchain networks
may encounter scalability issues, such as slower transaction
processing times and higher fees, necessitating solutions that
balance scalability with security. Achieving interoperability
between different blockchain platforms and systems is
crucial for seamless data exchange and collaboration across
supply chain networks, yet remains a significant challenge
due to the lack of standardized protocols and interfaces.
While blockchain provides transparency, maintaining the
privacy and confidentiality of sensitive information is
paramount, posing a challenge for balancing transparency
with data protection requirements. Additionally, regulatory
frameworks governing. blockchain technology and product
authentication vary across jurisdictions, adding complexity
to compliance efforts. Despite these challenges, blockchain
offers immense potential for revolutionizing fake product
identification by providing a secure, transparent, and
decentralized platform for verifying product authenticity
throughout the supply chain. Overcoming these hurdles will
require collaboration among stakeholders and ongoing
innovation in blockchain technology.

1. LITERATURE SURVEY

[1] From several sectors, fake goods are a big challenge
which leads to loss and safety risks for consumers. Studies
indicate that conventional approaches to identifying
counterfeit items are frequently inadequate because of the
high level of counterfeiting sophistication. Consequently,
there is an increasing concern in the development of new
strategies such as Blockchain technology to address this
problem. [2] Decentralized and immutable ledger system is
available in blockchain technology that can give visibility
and tracking of goods throughout the supply chain. Research
shows promise for blockchain-based authentication and
detection of fake items by logging all movements or
transactions on a distributed ledger. [3] Researchers have
come up with ways to use block chain technology to confirm
the legitimacy of items, throughout the supply chain process
from production, to distribution and retail. This approach
usually includes giving each product a ID and keeping
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records like manufacturing specifics and ownership history
on the blockchain. [4] One major benefit of employing
technology to identify products is its capability to establish
an unchangeable record of transactions. This feature
guarantees that once data is logged on the blockchain it
cannot be modified or erased afterward posing a challenge
for counterfeiters attempting to tamper with product
information. [5] Moreover, systems built on technology have
the capability to empower parties such as producers, sellers
and buyers to confirm the legitimacy of items instantly
through the blockchain database. This level of openness not
only plays a role in stopping the spread of products but also
boosts trust among consumers and improves brand
credibility. [6] The literature on the application of
blockchain technology for strengthening supply chain
visibility and eradicating counterfeit products is well studied
in current literature. Smith and Johnson (2018) worked on
how the blockchain could facilitate supply Chain visibility
and traceability by preventing counterfeit goods from
entering the market. Through recording the product
transactions on a decentralized ledger, blockchain enables
the participants to certify the products and trace the origin,
this in turn prevents infiltration of counterfeits which is the
famous risk at hand. [7] In addition, Brown et al. (2019)
investigated the efficiency of blockchain-powered solutions
in detecting and preventing counterfeiting for various
industries. They underscored that the nature of blockchain
records is immutability, which makes it impossible to alter
the product information. With use of unique digital
identifiers and smart contracts, blockchain networks allow
real-time tracking of the products and the detection of
counterfeits and maintenance of the supply chain integrity.
In order to streamline the fight against counterfeit trade, [8]
Kim and Lee (2021) delved into the potential of blockchain
technology to foster collaborative efforts among supply
chain partners. By implementing consortium blockchains,
stakeholders across the supply chain spectrum can securely
exchange information and validate the authenticity of
products, thus cultivating a united front against counterfeit
detection and prevention. This collaborative ecosystem not
only bolsters transparency within the supply chain but also
reinforces the resilience of anti-counterfeit measures against
increasingly sophisticated illicit activities.The discourse
surrounding blockchain technology's application in supply
chain management and counterfeit detection has garnered
significant attention in recent scholarly works. [9] Jones and
Smith (2017) conducted a thorough investigation into how
blockchain enhances supply chain visibility by providing an
immutable ledger for tracking product movements. Their
study showcased how this technology can effectively reduce
the proliferation of counterfeit products by offering
transparent and traceable records of transactions. [10]
However, further research and collaboration among
stakeholders are needed to address the technical, regulatory,
and practical considerations associated with implementing
blockchain-based solutions for fake product detection
effectively.

1. PROPOSED SYSTEM

The system applies distributed ledger technology to create a
decentralized database that serves as a trustworthy record of
any event in the product’s supply including manufacturing,
distribution, and sale processes. Representing each digital
product with its unique digital identity that attributes to its
key information such as product descriptions, manufacturing
data and identification code is the core difference from other
products. This not only makes every harvest can be traced
back to its source but also authenticates that the products are

true. Smart contracts which are employed will help to
facilitate and execute the whole verification process in a
seamless and automated manner. These smart contracts can
automatically execute predefined rules and the fulfillment of
agreed conditions. Besides, through their use vendors and
buyers alike can be sure that the progress of the product's
delivery will be correctly tracked at any stage of the process.
Error prevention is one of the key roles of the system: the
verification logic built into smart contracts decreases the role
of a human factor that is prone to errors and increases
efficiency. Moreover, the system is implemented in two
technologies, blockchain and QR code. These distinguishing
features are like bridges that swipe the private product and
its digital record on the blockchain, as a token of
authenticity, making it highly accessible to all stakeholders
and consumers by only having smartphones or specialized
scanners at their disposal.

The system uses Metamask to interact with the blockchain.
MetaMask is a cryptocurrency wallet and browser extension
that allows users to interact with the Ethereum blockchain.
It serves as a bridge between the user's web browser and the
Ethereum blockchain and interacts with decentralized
applications (DApps) directly from their browser.
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Fig. 1. MetaMask

It is responsible for ensuring the safe and secure
management of multiple Ethereum accounts in a way that
each account gets a password and the corresponding private
key is stored locally on the user's device. On top of DApps
such as decentralized exchanges, DeFi platforms and NFT
marketplaces, they can easily navigate from the browser
directly. MetaMask allows users to not only do this but also
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initiate and customize Ethereum transactions, so they get
control over gas fees and data payloads. The service of
MetaMask, through the employment of encryption of storage
and password protection on private keys, is enough to ensure
customers have peace of mind when dealing with their
digital assets.
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Fig. 2. Data Flow Diagram

In the system, there are three participants: the manufacturer,
the seller, and the consumer. The product is added to the
blockchain by the manufacturer via the "add product™ tab. A
product smart contract that has all of the product's data is
used to submit the information to the blockchain. For the
product, a QR code that may be used for authentication is
created. The product's QR code and the consumer's ID are
now required for the seller to sell the product through the
"Sell product to consumer" page. Through the "product
verification™ page, both the seller and the consumer may now
verify if the product is genuine or not. Every Transaction
must be verified through MetaMask by either confirming the
transaction or rejecting the transaction.
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Fig. 3. Data Flow Diagram

Overall, the proposed system offers a comprehensive
solution to combat counterfeiting by leveraging blockchain
technology and integrating QR code as authentication
mechanisms. By establishing a decentralized and transparent
ecosystem, it ensures product authenticity, protects
consumers and businesses from counterfeit goods, and
fosters trust and integrity in the marketplace.

IV. RESULTS
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Fig. 4. Home Page

The proposed system enables the seller and the manufacturer
to each add their respective block containing the transaction
data to the blockchain. It also allows the consumer to view
their purchase history and product verification.
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Fig. 5. Manufacturer adding product

The manufacturer can now add a product as a block into the
blockchain without altering other blocks. The transaction
must be verified via metamask by either confirming the
transaction or rejecting the transaction. The QR code will be
generated and can be used for selling and verification.

Fig. 6. Sell product to consumer

The seller can now sell the product to the consumer via the
generated QR code.

[JCRT24A4588

International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | n733


http://www.ijcrt.org/

© 2024 1JCRT | Volume 12, Issue 4 April 2024 | ISSN: 2320-2882

www.ijcrt.org

Fig. 7. Consumer product history

The consumer can check their purchase history by entering
their consumer code used when buying the product from the
seller.
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Fig. 8. Verify Product (Genuine product)

Now, The consumer can verify the product via the generated
QR code and by entering their consumer code to check their
purchase history. The product subjected for verification is an
Genuine product.

The product subjected for verification is a Fake product.

V. CONCLUSION

In conclusion, the integration of blockchain technology for
fake product identification presents a transformative solution
to combat counterfeiting across industries. By leveraging the
decentralized and immutable nature of blockchain, this
proposed system establishes a transparent and tamper-proof
record of product life cycles, from manufacturing to
distribution and eventual sale. Through the assignment of
unique digital identities recorded on the blockchain, coupled

with smart contracts for automated verification, the system
ensures seamless tracking and authentication at every stage
of a product's journey. Integration with various
authentication mechanisms like QR codes, NFC tags, or
RFID chips further facilitates easy and secure verification by
consumers and stakeholders, enhancing trust and confidence
in product authenticity.

This comprehensive approach not only protects consumers
and businesses from the harmful effects of counterfeit goods
but also fosters transparency, integrity, and accountability
throughout the supply chain. As blockchain technology
continues to evolve and gain traction across industries, its
role in mitigating counterfeit activities is poised to become
increasingly significant, driving positive impacts on
consumer safety, brand reputation, and overall market trust.
In essence, the adoption of blockchain for fake product
identification represents a promising paradigm shift towards
a more secure, transparent, and trustworthy ecosystem,
benefiting consumers, businesses, and society as a whole.
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