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Abstract:

Frothy Disturbance Intrusion Detection Systems (FIDSs) can help detect and prevent security attacks
using the Support Vector Machine (SVM) algorithm. Recognizing the importance of FIDS in protecting
various domains linked to the internet, we concentrate on adapting traditional intrusion detection methods
for the landscape, which faces challenges such as resource constraints and limited memory and battery
capacity. Our study entails the creation of a lightweight attack detection technique that uses a supervised
machine learning-based FIDS using the SVM algorithm. We use simulations to demonstrate the usefulness
of the proposed SVM-based FIDS classifier, which uses a combination of two or three complex features and
achieves satisfactory classification accuracy and detection time. This strategy has the ability to enhance
application security by effectively addressing the particular.
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1. Introduction

In the realm of cybersecurity, conventional Intrusion Detection Systems (IDS) face significant
challenges from the growing complexity and sophistication of network attacks, particularly with regard to
imbalanced network traffic. Traditional IDS often fail to detect and respond effectively to anomalies when
datasets are unbalanced and the distribution of malicious and legitimate activity is skewed [3]. To overcome
these limitations, this work presents a novel strategy that makes use of Transformer-based transfer learning
techniques. Proposed IDS aims to increase its flexibility and capacity to generalize to scenarios such as
unbalanced network traffic by leveraging Transformer models, which have shown to be highly effective in
sequence processing tasks. By improving the accuracy and efficacy of intrusion detection in the face [4]. IDS
are defenses in the dynamic field of cybersecurity, serving as vigilant watchdogs against a multitude of
potential dangers within digital networks. A crucial component of the defense against malicious activity,
unauthorized access, and potential security breaches is an intrusion detection system (IDS) [11]. As a
sophisticated surveillance system, IDS continuously keeps an eye on network traffic, looking for patterns and
behaviors that may indicate potential security threats [6]. Because it integrates anomaly detection, heuristic
analysis, and signature-based detection, IDS are critical to enhancing the resilience of digital infrastructures
[7].

2. Literature Survey

A literature survey is a crucial part that provide a thorough analysis of the literature, conference
proceedings, and research papers that have already been published and examine the use of SVM to identify
physical layer hazards. Sort the literature review according to the main themes, techniques, datasets, and
outcomes of the experiments.

Alfred Hero et al. (2023) produced, the cybersecurity is crucial, but security measures are not keeping
up with the more skilled attackers who aim to compromise cyber systems. Beyond the conventional defenses
like firewalls, password protection, and single point-of-attack defenses, new vulnerabilities have emerged
with the advent of massively dispersed systems like the [oT [2].

IJCRT24A4517 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org \ n169


http://www.ijcrt.org/

www.ijcrt.org © 2024 |JCRT | Volume 12, Issue 4 April 2024 | ISSN: 2320-2882

Mansi Bhavsar et al. (2023) introduced, the Internet of Things, or "Internet of Things," is a vast field
with many applications, including transportation, the military, healthcare, agriculture, and many more. It
connects different physical items through the Internet. Since those apps deal with issues that arise in real
time, they are becoming more and more well-liked [8].

Masoud Abdan and Seyed Amin Hosseini Seno (2022) applied, an assault on the network layer that
mimics routing protocols is called a wormhole attack. Several machine learning techniques are used to
conduct the classification, including naive Bayes (NB), convolutional neural network (CNN), decision tree
(DT), support vector machine (SVM), linear discrimination analysis (LDA), and closest neighbor (KNN) [9].

Mingfang Li and Zheng Dou (2023) proposed, the range of IoT device kinds and access techniques,
it is still vital to solve the security issues we are currently facing. The next generation of IoT networks may
benefit from simplified security solutions provided by physical layer security (PLS) [10].

Christantus O. Nnamaniv et al. (2023) proposed, the use of intelligent reflecting surfaces (IRS)
carried by unmanned aerial vehicles (UAVs) to securely collect data from wireless sensor networks. Eve, the
eavesdropper, is hiding close to Bob, the primary receiver [5].

QUN WANG et al. (2022) proposed, the rapid expansion of Internet-connected systems has given rise
to a number of difficulties, including problems with spectrum scarcity that call for effective spectrum sharing
(SS) solutions [13].

3.  Existing System

Since radio propagation is unrestricted, wireless communication is extensively accessible. Data
communication is now feasible and simple as a result. On the other side, unauthorized users may compromise
the security of the data being delivered to authorized users. Existing System makes the network vulnerable
to hacking, eavesdropping, and information jamming, among other threats. Physical layer security, or PLS,
is one of the most promising security methods to prevent eavesdroppers from listening in on wireless network
traffic. System serves as a substitute to the complex and computationally demanding cryptographic
techniques and algorithms. There has been an exponential rise in research interest in PLS because to its
potential to leverage the properties of wireless channel. One of the main characteristics of the broadcast route
is its randomization. Due to the previously mentioned qualities, signals [1].

4. Proposed System

The suggested system is a FIDS that is intended to meet the unique issues of protecting varied domains
connected with the internet, particularly those with limited resource availability and memory and battery
capacity. The system is built around a well-designed sensor network that serves as the backbone for deploying
the FIDS. The system uses the Ad-hoc On-demand Distance Vector (AODV) routing protocol for efficient
communication and includes a lightweight attack detection method that employs a supervised machine
learning-based FIDS using the SVM algorithm. The system's modules include building the sensor network,
producing AODV packets with an emphasis on energy efficiency, identifying permitted and unauthorized
ports, and controlling data transfer while checking the correctness of received packets. Simulations
demonstrate the proposed system's classification accuracy and detection time, demonstrating its potential to
improve application security by efficiently addressing the special restrictions of intrusion detection in
resource-constrained contexts.

4.1 Constructing Sensor Network Module

Module creates and organizes the sensor network, which serves as the foundation for the FIDS.
Entails creating the topology, configuring nodes, and implementing communication protocols for the sensor
network. The goal is to build a strong and efficient network infrastructure that will facilitate the
implementation of the intrusion detection system [12].

4.2 Find Authorized and Unauthorized Port

Module distinguishes between authorized and unauthorized ports in the sensor network. It is likely to
include a method for monitoring and analyzing network traffic, as well as scanning communication ports for
irregularities [13]. Detecting illegal ports is critical for identifying potential security concerns, and this adds
to the system's total intrusion detection capacity [14].
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Figure 4.1 Block diagram of FIDS

4.3 Data Transmission and Verification Receiving the Valid Packet
The data transmission module controls information flow in the sensor network. It entails the transfer
of AODV packets and other pertinent information. The verification process guarantees the integrity and
authenticity of received packets [15]. Module is expected to use the SVM technique indicated in the abstract
for successful intrusion detection [16]. Valid packets are processed further, whereas suspicious or
unauthorized packets initiate appropriate security steps [17], [18].
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Figure 4.2 FIDS Architecture

5. Algorithm Details
A well-liked supervised machine learning model for categorization and prediction of unknown data
is called SVM. Many academics claim that SVM is a very accurate text categorization method. It is also
often used to the categorization of emotion [19], [20]. For example, we may train a model to categorize
incoming data into the positive and negative review categories if we have a dataset with data already pre-
labeled into these two groups. In order for the model to assess and categorize unknown data into the
categories that were present in the training set, we train it on a dataset [21]. SVM is a technique for linear
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learning. It determines the best hyper-plane to distinguish between two classes. As a supervised classification
model, it seeks to improve classification performance on test data by maximizing the distance between the
nearest training point and either class [22].

from sklearn.svm import SVC

# Instantiate SVM classifier

svm_model = SVC (kernel='"linear', C=1.0)

# Train the model

svm_model.fit (X train, y_train)

# Make predictions

svm_predictions = svm_model.predict(X _test)

6. Result Analysis

The table that follows compares the accuracy of a suggested algorithm with an existing one for the

FIDS with SVM for the Internet of Things. The recently suggested approach shows a significant
improvement with an accuracy of 88%, while the current algorithm only manages a recognition accuracy of
75%. This significant improvement in accuracy highlights the effectiveness of the suggested lightweight
attack detection approach, which makes use of signature criteria, supervised machine learning, and anomaly-
based detection.

Table 6.1 Comparison table of Existing System and Proposed System

Algorithm

Existing System 75

Proposed System 88
90
85
80

M existing
75 ~—  @proposed
70 —
65 —
accuracy

Figure 6.1 Comparison graph of Existing System and Proposed System

7.  Conclusion and Future Work
To summarize, the created FIDS provides a comprehensive solution optimized for safeguarding

varied domains integrated with the internet, particularly those confronting resource limits and limited
memory and battery capacity. The suggested system efficiently fulfills the special requirements of
identification of intrusions in resource-constrained contexts by integrating a well-constructed sensor network
with a lightweight attack detection method based on the SVM algorithm. The simulation results demonstrate

the system's efficiency, with remarkable performance in terms of classification accuracy and detection time.
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The FIDS may be extended and improved in the future. To begin, investigating the integration of

alternative machine learning algorithms alongside the Support Vector Machine (SVM) could provide a
comparison analysis to choose the most appropriate method for various scenarios. Furthermore, the system
may benefit from scalability considerations to support larger and more complicated sensor networks. Further
study could also focus on developing adaptive algorithms that dynamically modify intrusion detection
parameters in response to the network's changing features and possible threats.
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