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Abstract: Because of their cost-effectiveness and 

abundance of computing resources, enterprises 

from many industries now use cloud services for 

efficient data storage and administration. However, 

this technique raises worries regarding data 

security since sensitive information is handed to 

third-party cloud servers, which are subject to 

unauthorized access by internal workers or hostile 

hackers. To address these security concerns, 

encryption methods such as AES, RSA, and DES 

have been created, preserving data confidentiality 

by encrypting information prior to storage on the 

cloud. This suggested study proposes Elliptic 

Curve Cryptography (ECC) as an alternate 

encryption strategy for protecting data in cloud 

environments. Unlike older methods, ECC 

provides a lightweight solution for key creation and 

maintenance, requiring less computing time and 

resources. This study provides a detailed 

comparison of ECC and the widely used AES 

algorithm, with a focus on encryption time 

performance. Experimental results show that ECC 

beats AES, delivering quicker and more efficient 

encryption procedures, lowering cloud use costs. 

The findings of this study help to advance the area 

of cloud data security by providing a potential 

answer to enterprises seeking comprehensive 

protection for sensitive information in an ever-

changing digital context. 
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1. INTRODUCTION 

Cloud services are essential to organizational 

operations across industries in the digital age. Cost-

effectiveness and unlimited computing capabilities 

have pushed companies to outsource data storage 

and administration to cloud servers. This 

convenience has drawbacks, particularly data 

security. The risk of internal workers or hackers 

accessing sensitive data is serious. 

Organizations have used encryption techniques 

like AES, RSA, and DES to protect data before 

cloud storage. This research proposal proposes 

Elliptic Curve Cryptography (ECC), an encryption 

method meant to improve cloud data security. ECC 

reduces computational time and resource needs for 

key creation and management compared to older 

methods. 

This research compares ECC with the widely used 

AES algorithm, focusing on encryption time 

performance, to advance cloud data security. The 

study aims to prove that ECC is quicker and more 

efficient than AES through extensive 

experimentation. This research goes beyond 

performance measurements, presenting a viable 

way for enterprises to secure critical data in the 

dynamic digital environment while reducing cloud 

use expenses. 

Cloud data security depends on encryption 

methods. AES has long been the benchmark for 

data security because to its durability and 

dependability. As enterprises increasingly use 

cloud services for data storage, AES encryption's 

computational cost becomes an issue, especially 

for huge data sets. However, because to its 

lightweight nature, ECC is more efficient and ideal 

for cloud situations with limited computing 

resources. 

This study compares ECC with AES to prove 

ECC's encryption time advantage. The project will 

employ both encryption techniques on the cloud 

and measure their encryption times for different 

data amounts. Key generation time and resource 

consumption will also be assessed to fully 

understand ECC and AES performance disparities. 

This research should impact cloud data security 

efforts. ECC's higher encryption time might help 

enterprises choose it as their preferred method for 

cloud data security. ECC's decreased 

computational overhead reduces encryption 

resources, saving companies money and improving 

efficiency. 

In conclusion, this research proposal describes a 

detailed cloud encryption time comparison of ECC 

and AES. This research aims to help enterprises 

improve data security, resource usage, and cloud 

costs by showing ECC's better efficiency. 

In cloud contexts, this research compares Elliptic 

Curve Cryptography (ECC) to the commonly used 

Advanced Encryption Standard (AES) encryption 

performance. ECC is tested for encryption time 

efficiency to prove its superiority over AES. This 

paper uses rigorous experiments to demonstrate 

that ECC is a more efficient encryption technique, 

providing enterprises a viable choice for cloud data 

security while decreasing computing resource 

needs. 
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Data security is a major problem with the increased 

use of cloud storage services. Despite its ease and 

cost-effectiveness, corporations confront major 

problems, mostly from internal workers and 

hackers. AES, RSA, and DES are used, although 

they are computationally intensive. This study 

proposes Elliptic Curve Cryptography (ECC) for 

more efficient encryption. The question is whether 

ECC can surpass AES in cloud data security by 

encrypting quicker and more efficiently. 

2. LITERATURE SURVEY 

By delivering flexible and scalable resources on 

demand, cloud computing has transformed 

organizations. The increased use of cloud services 

has generated data security and privacy issues. 

Recently, academics have concentrated on 

improving cloud computing security using 

cryptographic approaches like Elliptic Curve 

Cryptography. This literature review examines 

ECC-focused research on cloud computing data 

security. 

Cloud computing is cost-effective, scalable, and 

accessible. Data security, privacy, and integrity 

problems limit its usage. Maintaining user 

confidence and protecting sensitive data requires 

cloud data security [5]. 

Understanding cloud computing security concerns 

is crucial before exploring researchers' solutions. 

The challenges are data breaches, insider attacks, 

insecure APIs, data loss, and regulatory 

compliance [7]. These issues require a multifaceted 

strategy involving cryptography, access 

restrictions, and secure protocols. 

Cloud data security relies on cryptography. Elliptic 

Curve Cryptography (ECC) is popular due to its 

efficiency and security [3]. ECC provides equal 

security to classic cryptosystems with reduced key 

sizes, making it ideal for resource-constrained 

cloud computing [8]. 

Numerous studies have examined how ECC and 

other cryptographic methods might improve cloud 

computing security. These research suggest new 

security frameworks and methods. Key 

contributions in this discipline are summarized 

below: 

Tripathi and Yadav proposed an enhancement to 

cloud data security using ECC to secure sensitive 

data [6]. Researchers have created cloud-specific 

data security models. Yuefa et al. presented a cloud 

computing data security model that handles multi-

tenancy and data migration [9]. ECC encryption in 

Java was studied by Nautiyal and Sharma for cloud 

data security [10]. Kulkarni and Mishra suggested 

a cloud computing dataset segmentation method 

that uses ECC and other security methods to 

guarantee data integrity and confidentiality [11]. 

ECC was used by Doe and Alfa to avoid cloud data 

leaking [13]. Tirthani and Ganesan suggested using 

Diffie-Hellman and ECC to secure cloud data [14]. 

Each technique provides distinct insights and 

contributions, but they must be tested in real-world 

situations. Consider processing overhead, 

scalability, and cloud platform compatibility. 

Comparative assessments of different methods can 

uncover strengths and flaws, leading cloud security 

research. 
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Finally, cloud data security is complicated and 

requires a holistic strategy. Cryptographic 

methods, especially Elliptic Curve Cryptography, 

reduce security risks and protect data 

confidentiality, integrity, and availability. This 

literature study shows how creative ideas and 

frameworks are improving cloud computing 

security. We can create a more secure and 

trustworthy cloud computing ecosystem by 

tackling major obstacles and using modern 

cryptography. 

3. METHODOLOGY 

i) Proposed Work: 

The suggested method uses Elliptic Curve 

Cryptography (ECC) as a unique encryption 

algorithm to improve data security in cloud 

environments. This method will be fully compared 

against the widely known AES algorithm, with an 

emphasis on encryption time performance. The 

study's goal is to show that ECC outperforms AES 

in terms of encryption speed and efficiency. The 

suggested system provides a lightweight approach 

for key generation and administration, solving 

security concerns in cloud services while reducing 

computational time and resource needs. This novel 

technique promises to improve data protection in 

the ever-changing digital ecosystem, providing 

enterprises with a cost-effective and efficient way 

to secure critical information. 

 

 

 

ii) System Architecture: 

 

Fig 1 Proposed Architecture 

iii) Implementation: 

Now-a-days, all organizations such as Facebook, 

Whatsapp, Healthcare, banking, and many more 

applications are using cloud services to store and 

manage their business data because cloud services 

provide heavy computation resources and storage 

spaces at a lower cost. However, this advantage 

leads to data security issues because user's data is 

stored at a third-party cloud server that is 

completely away from the user's hand, and cloud 

server's internal employees or hackers may misuse 

this data. Internal staff or hackers may have access 

to data but are unable to read or interpret it.  

All existing algorithms require large key 

generation and management, which takes a lot of 

computation time and resources, potentially 

increasing cloud usage costs. To solve this 

problem, the ECC (elliptic curve cryptography) 

algorithm is introduced, which is lighter to 

generate keys and requires less computation time 

and resources to encrypt or decrypt data.  

So, in the proposed work, we use the ECC method 

to encrypt data before sending it to the cloud and 

then compare its encryption time performance to 

the AES algorithm. The experiment with AES and 
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ECC demonstrates that ECC is lighter and quicker 

than AES.  

To accomplish this project, we built two separate 

apps.  

Cloud Servers: This is a Python-based cloud server 

that accepts input files from users and saves them 

to its storage space. Any time a user sends a request 

to download a certain file, the cloud will respond 

with the file. All files sent to the cloud will be 

encrypted with ECC.  

Cloud User: The user will upload a file, encrypt it 

using ECC, and then transfer or outsource it to the 

cloud for storage. Any time, a user may submit a 

request to the cloud to download a file and then 

decrypt it.  

To accomplish this project, we created the 

following components.  

Upload File: With this module, we can upload any 

file to the application.  

Encrypt File Using AES: Using this module, we 

will read file data, encrypt it with the AES method, 

and then compute the encryption time. 

Encrypt File Using ECC: In this module, we will 

encrypt a file using the ECC technique and then 

compute the encryption time.  

Outsource File to Cloud: Using this module, we 

will outsource files to a cloud server for storage.  

Download File: Using this module, we will submit 

a file request to the cloud, then download and 

decrypt it.  

Comparison Graph: Using this module, we will 

plot an encryption time graph comparing the AES 

and ECC algorithms.  

4. EXPERIMENTAL RESULTS 

To execute the project, first double-click on the 

'run.bat' file in the 'CloudServer' folder to start the 

cloud application and see the following screen. 

  

In the above screen, the cloud server has begun. 

Now, double-click on the 'run.bat' file from the 

'CloudUser' folder to start the cloud user 

application and obtain the below screen. 

  

In the above screen, click on the 'Upload File' 

button to upload any file to the program, as shown 

below. 
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In the above screen, choose and upload the 

'angular.txt' file, and then click on the 'Open' button 

to load the file and receive the following screen. 

  

In the above screen, the file is loaded, and now 

click on the 'Encrypt File Using AES' algorithm 

button to encrypt the file and obtain the following 

screen. 

  

The plain data in the above screen is encrypted, and 

the first line's AES encryption time is 0.192 

milliseconds. Now, click the "Encrypt File using 

ECC" button to encrypt the same file using ECC 

and calculate time. 

  

In the preceding screen, the identical file data was 

encrypted using ECC in 0.008 milliseconds. Now, 

click the 'Outsource File to Cloud' option to 

transmit the file to the cloud. 

  

The above screen, we can see the file transmitted 

to the cloud server, and under the 

'CloudServer/upload' folder, we can see the same 

file saved in encrypted format. 

  

The files in the CloudServer folder are stored in 

encrypted mode, as seen on the accompanying 

screen. Now, click the 'get File' option to get the 

file. 

  

In the above page, I typed the file name to 

download and then clicked on the 'OK' button to 

download the file and receive the following screen. 
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In the following screen, we can see in the text box 

that the file was downloaded in the CloudUser 

folder and that it is now in decrypted form. 

  

In the following screen, the same file has been 

encrypted and shown in plain text format. Now, 

click the 'Comparison Graph' button to receive the 

graph below. 

  

In the above screen, the x-axis shows algorithm 

names and the y-axis represents encryption time, 

and ECC required shorter encryption time than 

AES. 

The cloud screen below shows all processes. 

  

Similarly, you may upload and download any 

number of files from the cloud while comparing 

execution times for AES and ECC. 

The code to produce AES keys, as well as the 

encrypt and decrypt functions, is shown on the 

screen below 

  

To learn about AES, read the notes in red on the 

top screen, and the code from ECC is shown on the 

screen below. 

 

5. CONCLUSION 

This research concludes that data security is crucial 

in a world where enterprises rely on cloud services 

for data storage and management. Cloud 

environments are cost-effective and 
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computationally powerful, but illegal access poses 

security threats that require strong security. Data 

secrecy is sometimes achieved by using encryption 

techniques like AES, RSA, and DES. Elliptic 

Curve Cryptography (ECC) is a promising option 

presented in this paper. The complete comparison 

between ECC and the widely used AES algorithm 

shows that ECC is lightweight and has better key 

creation and management. ECC offers quicker and 

more efficient encryption, lowering cloud use 

expenses for enterprises. This research advances 

cloud data security, giving a potential solution for 

enterprises seeking comprehensive protection in 

the ever-changing digital ecosystem. ECC 

becomes a practical and effective approach to 

improve data security in the dynamic and 

interconnected world of cloud computing as 

enterprises balance cloud services and data 

security. 

6. FUTURE SCOPE 

Further research in cloud data security will focus 

on Elliptic Curve Cryptography (ECC) 

implementation in cloud contexts. This involves 

testing ECC's compatibility with edge computing 

and quantum computing, improving its scalability 

for large-scale deployments, and incorporating it 

into holistic security frameworks. For wide 

acceptance and successful cloud data security, 

ECC must also be tested for its ability to manage 

multi-tenancy and compliance difficulties. 
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