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Abstract:  With the rapid growth of technology, many people are currently working remotely and consume 

social media more often. Over the last few years, the Web has seen a massive growth in the number and kinds 

of web services. Web facilities such as online banking, gaming, and social networking have promptly evolved 

as people perform routine tasks. As a result, a large amount of information is uploaded on a daily basis to the 

Web. As these web services drive increased opportunities for people to interact, they equally offer new 

opportunities for criminals. URLs are launch pads for any web attacks such that any malicious intention user 

can steal the identity of the authorized person by sending the malicious URL. Malicious URLs are a keystone 

of Internet illegitimate activities. It is a form of cyber-attack, which has an adverse effect on people where the 

user is directed to fake websites and duped to reveal their sensitive and personal information which includes 

passwords of accounts, bank details, atm pin-card details etc. Hence protecting sensitive information from 

malwares or web phishing is difficult Aim   of the   phishers   is to acquire critical information like username, 

password and bank account details.  Cyber security persons are now looking for trustworthy and steady 

detection techniques for phishing websites detection. Hence protecting sensitive information from malwares 

or web phishing is difficult. By using Machine learning algorithms, we will be identifying phishing attacks 

and report their positives and negatives. The proposed approach is that which classifies URLs automatically 

by using Machine learning algorithm called logistic regression that uses binary classification.   

 

Index Terms -Cyber security, logistic regression, URL prediction, python programming language FAST API, 

feature   extraction, preprocessing. 

 

I. INTRODUCTION 

Phishing is one of the most challenging security problems faced by the world today, in part due to the large 

number of online transactions that take place daily. It refers to the practice of trying to obtain sensitive 

information, like user names, passwords and credit card details for malicious reasons by mimicking a 

trustworthy entity, like a well-known and trusted website. It can be carried out by email spoofing, messaging, 

and generally appears to be from social networking websites, auction sites as well as online pay-mint 

processing websites. Phishing websites deceive users, and exploit weaknesses of web security technologies.  

 

1.1 Existing System 

 

Phishing attacks [1] have misled a lot of users by impersonating legitimate websites and stealing private 

information and/or financial data (Afroz and Greenstead, 2011). To protect users against phishing, various anti-

phishing techniques have been proposed that following different strategies. In this methodology, content/email 

is filtered as it enters in the victim’s mail box by means of machine learning methods, such as Support Vector 

Machines (SVM) or Bayesian Additive Regression [2] Trees (BART) (Tout and Hafner, 2009). Blacklist is 

collection of recognized phishing Websites/addresses published by dependable entities like Google’s and 

Microsoft’s blacklist. It involves both a client and a server component. The client component is employed as 

either an email or browser plug-in that relates with a server component, which in this case is a public website 
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that make available a list of identified phishing sites (Tout and Hafner, 2009). It is an approach that uses genetic 

algorithm for phishing web pages’ detection. Genetic algorithms [3] can be used to develop simple rules for 

preventing phishing attacks. These rules are used to discern normal web-site from anomalous website. These 

anomalous websites denote events with probability of phishing attacks. The rules stored in the rule base are 

typically in the following form (Shreeram et al., 2010 The main advantage is that it provides the feature of 

malicious status notification before the user reads the mail. It also provides malicious web-link [4] detection in 

addition of phishing detection.    

 

Figure 1: Existing System 

 

1.1.1 Challenges 

 

• Detection of Zero-Day Attacks    

• Sophisticated Social Engineering    

• HTTPS and SSL Certificates  

• Evasion Techniques   

 

1.2 Proposed System 

 

Here we proposed a new method of anti-phishing technology. The Anti-Phishing Technology using 

Machine Learning Approach is a mechanism that is proposed in order to ensure high security. In 

the is mechanism we deal with the URLs (Uniform Resource Locaters) and the URI (Uniform 

Resource Identifies) check with machine learning technique and predict whether it is phishing 

website or not. Here we create a web app for browsing imputed URLs. Each time we browse a site 

the corresponding URL (Uniform Resource Locater) of site will be checked with machine learning 

technique. Phishing [5] site detection is truly an unpredictable and element issue including 

numerous components and criteria that are not stable. On account of the last and in addition 

ambiguities in arranging sites because of the intelligent procedures programmers are utilizing, 

some keen proactive strategies can be helpful and powerful tools can be utilized, for example, 

fuzzy, neural system and data mining methods can be a successful mechanism in distinguishing 

phishing sites. We applied logistic regression algorithms to model our train out model and at the 

end logistic regression which gave a more accurate prediction was used in our system.       

The phishing dataset is collected from Kaggle First [6], the dataset is divided into two set which are 

then used to train and test our logistic algorithm mode The performance metrics of the reference 

algorithms based on precision, recall, f1-score and accuracy of our algorithm is analyzed. 

Implementation of this project is done by creating an app using python programming language and 

FASTAPI [7].  
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1.2.1 Advantages 

 

• multi-Faceted Detection Scalability      

• User Privacy Protection  

• Integration Capabilities   

II. LITERARTURE REVIEW 

 

Gather data from diverse sources such as known phishing databases, domain registrars, web crawlers, and 

user reports. Cleanse and preprocess data to remove noise, standardize formats, and extract relevant features 

(e.g., domain names, URL structure, SSL certificates). Extract features from URLs such as domain age, length, 

domain reputation, presence of subdomains, and lexical analysis. Analyze webpage content for phishing 

indicators like suspicious keywords, deceptive branding, or fake login forms. Provide APIs for integration with 

other security systems and tools such as web proxies, firewalls, and SIE(SInformationaEvent_Management) 

solution.     

 

Figure 2: Architecture Diagram 

 

2.1 Algorithm 

 

 Logistic regression is one of the most popular Machine Learning algorithms, which comes under the 

Supervised Learning technique. It is used for predicting the categorical dependent variable using a 

given set of independent variables.  

 Logistic regression [9] predicts the output of a categorical dependent variable. Therefore, the outcome 

must be a categorical or discrete value. It can be either Yes or No, 0 or 1, true or False, etc. but instead 

of giving the exact value as 0 and 1, it gives the probabilistic values which lie between 0 and 1.  

 Logistic Regression is much similar to the Linear Regression except that how they are used. Linear 

Regression is used for solving Regression problems, whereas Logistic regression is used for solving 

the classification problems.  

 In Logistic regression, instead of fitting a regression line, we fit an "S" shaped logistic function, which 

predicts two maximum values (0 or 1).  

 The curve from the logistic function indicates the likelihood of something such as whether the cells are 

cancerous or not, a mouse is obese or not based on its weight, etc. Logistic Regression is a significant 

machine learning algorithm because it has the ability to provide probabilities and classify new data 

using continuous and discrete datasets. 

 Logistic Regression can be used to classify the observations using different types of data and can easily 

determine the most effective variables used for the classification [10].     
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2.2 Techniques 

 

Check the reputation of the domain using known blacklists or reputation databases. Analyse the structure of 

the URL for suspicious patterns such as Use of IP addresses [11] instead of domain names. Presence of multiple 

subdomains or unusual characters. Length of the URL (phishing URLs tend to be longer). Extract meaningful 

tokens from the URL and analyse them for indicators of phishing, such as common phishing keywords ("login," 

"account," "secure," etc.). Train machine learning models using labelled datasets to classify URLs or websites 

as phishing or legitimate. Algorithms include:      

 Logistic Regression 

 Random Forest 

 Support Vector Machines (SVM) 

 Neural Networks 

 

2.3 Tools 

 

Machine Learning and Data Analysis Tools      

 Python Libraries Utilize libraries like scikit-learn, TensorFlow, or Porch for building and 

training machine learning  models for phishing detection. 

 Jupiter [12] Notebook Interactive environment for developing and testing machine learning 

models, visualizing data, and analysing results. Apache Spark Framework for largescale 

data processing, useful for handling big datasets in phishing detection systems.   

 Real-Time Monitoring and Analysis Tools      
• Splunk: SIEM (Security Information and Event Management) platform for real-time 

monitoring and analysis of security events, including phishing attempts.      

• Elasticsearch and Kibana: Elasticsearch for indexing and searching data, Kibana for 

visualizing and analysing large volumes of log data related to phishing activities.      

Integration And Deployment Tools  

• APIs: Use APIs provided by threat intelligence feeds (e.g., Google Safe Browsing API) for 

integrating real-time phishing site detection capabilities.      

• Docker: Containerization tool for packaging phishing site predictor components into 

standardized units for deployment and scalability.      

• Ansible: Automation tool for managing and deploying phishing site predictor updates and 

configurations across multiple servers or environments.       

User interface and Reporting Tools    

• Dashboarding Tools: Tools like Grafana or Tableau for creating dashboards to 

monitor phishing    detection metrics, trends, and alerts.      

• Custom Web Interfaces: Develop custom web interfaces or applications for security 

analysts to review phishing detections, manage reported URLs, and analyse phishing trends.     

 Security and Privacy Tools      

• SSL/TLS Certificate Checkers: Tools to verify SSL/TLS certificates used by 

websites to detect potential phishing sites using HTTPS.      
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• Privacy-Preserving Techniques:  Implement    encryption    and    anonymization 

techniques to protect user data and ensure compliance with privacy regulations (e.g., 

GDPRM.)   

 

2.4 Methods 

 

Natural Language Processing (NLP): Analyse textual content on websites for phishing indicators 

such as deceptive language, urgent requests, etc. Use sentiment analysis to detect emotional 

manipulation      Blacklists and Whitelists: Incorporate known phishing URLs from databases like 

Phish Tank, Google Safe Browsing API, etc. Whitelist legitimate domains to reduce false positives.      

Behavioural Analysis: Monitor real-time behaviour of users on websites [13] to detect suspicious 

activities (e.g., unexpected redirects, form submissions).      

Phishing Kits Detection: Identify common templates and scripts used by phishers to create 

phishing websites.     Feature Selection and Model Tuning: Use techniques like cross-validation, 

grid search, and feature importance analysis to optimize model performance.      

 Methods: Combine multiple models (e.g., bagging, boosting) to improve overall prediction 

accuracy.    Deep Learning Approaches: Apply neural networks for tasks like image analysis (e.g., 

detecting fake login pages).     Real-time Detection: Implement systems that continuously monitor 

and analyse web traffic for suspicious patterns and behaviours.    

III. METHODOLOGY 

 

3.1 Input 

 
3.2 Steps For Execution 

 

Problem Definition and Scope      

• Define the Objective: Clearly articulate the goal of the predictor (e.g., to classify websites 

as phishing or legitimate).      

• Scope the Project: Determine the types of phishing attacks and websites you want to detect 

(e.g., email phishing, fake banking sites).      

Data Collection      

• Gather Data: Obtain a dataset that includes examples of known phishing and legitimate 

websites.    • Data Sources: Utilize repositories like Phish Tank, Google Safe Browsing 

API, or create custom crawlers to collect data.      

• Data Labelling: Ensure each website in the dataset is labelled correctly (phishing or 

legitimate).     
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 Data Preprocessing      

• Data Cleaning: Handle missing values, duplicates, and inconsistent formatting.      

• Feature Extraction: Extract relevant features from URLs (e.g., length, domain age) and 

content (e.g., keywords, HTML structure).      

• Normalization: Scale numerical features if necessary to improve model performance.  

EXPLORATORY DATA ANALYSIS (EDA)      

• Visualize Data: Understand distributions, correlations [14] and class imbalances.      

• Feature Importance: Identify which features are most informative for distinguishing 

phishing from legitimate sites.      

MODEL SELECTION AND TRAINING      

• Choose Algorithms: Select appropriate machine learning models based on the dataset size, 

complexity, and goals (e.g., Decision Trees, Random Forests, SVMs).      

• Split Data: Divide data into training and validation sets (e.g., 70-30 split).      

• Train Models: Fit the chosen models on the training data.      

                Hyperparameter Tuning: Optimize model parameters using techniques like grid search 

or  

               randomized search.   

Model Evaluation      

• Performance Metrics: Evaluate models using metrics such as accuracy, precision, recall, 

F1-score, and ROC-AUC.      

• Cross-validation: Validate model performance across multiple folds to ensure robustness.     

  Deployment and Monitoring      

• Integration: Deploy the model into a production environment (e.g., as a web service or 

batch processing pipeline).      

• Monitoring: Implement monitoring for model performance over time and update the model 

as needed.      

• Feedback Loop: Incorporate feedback to continuously improve the predictor based on new 

phishing tactics and patterns.     

3.3 Output  

 

 

 

Figure 5,6: Output Scree 
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IV. RESULT 

 

 
 

Figure 7: Result Screen 

V. DISCUSSION 

 

Developing a phishing site predictor is crucial in today's digital landscape, where online threats continue to 

evolve in sophistication. This project focuses on leveraging machine learning and data analytics to identify and 

classify potentially malicious websites accurately. By collecting and analysing data from various sources, such 

as URLs and website content, the system extracts key features indicative of phishing behaviour. These features 

include URL structures, domain characteristics, content anomalies, and more. Machine learning models, 

trained on labelled datasets, play a pivotal role in predicting whether a given website is likely to be a phishing 

site or not.      

The project involves significant challenges, including data preprocessing to ensure data quality and 

consistency, selecting and fine-tuning appropriate machine learning algorithms for high accuracy and 

reliability, and implementing real-time scoring mechanisms for prompt detection. User interfaces are designed 

to provide intuitive access for users to input URLs or content and receive clear, actionable predictions. Security 

measures are paramount to safeguard against potential threats arising from handling suspicious websites.   

 

VI. CONCLUSION 

 

The malicious web page is created as if a legitimate web page, especially copying the original 

web page one to one. Therefore, detection of these pages is a very trivial problem to overcome 

due to its semantic structure which takes the advantage of the human vulnerabilities. However, 

they are static algorithms and cannot identify the new type of attacks in the system. Therefore, as 

an efficient solution, we propose the use of logistic regression machine learning system for 

classifying the incoming URLs. The experimental results show that Logistic regression approach 

result gives best results of 97 % Accuracy. 

 

VII.FUTURE SCOPE  

 

The phishing site predictor project aims to develop a robust system to detect malicious websites. 

Key features include data collection from diverse sources, thorough data cleaning, and extraction 

of relevant features like URL characteristics and content analysis. Machine learning models, such 

as decision trees or SVMs, will be trained and optimized for classification. Real-time scoring of 

URLs and intuitive user interfaces for input and result visualization are crucial. Security measures 

ensure resilience against malicious inputs, scalability, and compliance with privacy regulations. 
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Continuous feedback mechanisms and performance monitoring will drive iterative improvements. 

Documentation for users and developers, along with seamless deployment and integration 

capabilities, will ensure usability and reliability in enhancing web security.      
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