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ABSTRACT— Cloud computing has become 

integral to modern business operations, offering 

scalability, flexibility, and cost-effectiveness. 

However, with the increasing reliance on cloud 

services comes the heightened risk of security 

breaches and data vulnerabilities. This paper 

explores next-generation approaches to cloud 

security, focusing on the integration of big data 

analytics and advanced data management 

techniques. The utilization of big data analytics 

enables the proactive detection of anomalies and 

potential threats within cloud environments. By 

harnessing vast amounts of data generated by cloud 

systems, machine learning algorithms can identify 

patterns indicative of security breaches, allowing 

for timely intervention and mitigation strategies. 

Additionally, advanced data management 

techniques, such as encryption, tokenization, and 

access control mechanisms, play a crucial role in 

safeguarding sensitive information stored in the 

cloud. This paper evaluates the effectiveness of 

these next-gen cloud security measures in 

mitigating risks associated with data breaches, 

unauthorized access, and insider threats. 

Furthermore, it discusses the challenges and 

considerations involved in implementing these 

technologies, including scalability, interoperability, 

and regulatory compliance. In conclusion, the 

integration of big data analytics and advanced data 

management techniques represents a promising 

paradigm shift in cloud security, offering enhanced 

protection against evolving cyber threats while 

enabling organizations to leverage the full potential 

of cloud computing resources. 
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I. INTRODUCTION 

In recent years, the adoption of cloud computing 

has revolutionized the way businesses operate, 

providing unparalleled flexibility, scalability, and 

cost-efficiency [1]. However, this shift towards 

cloud-based infrastructure has also introduced new 

challenges and complexities, particularly in the 

realm of security [2]. With sensitive data 

increasingly migrating to the cloud, organizations 

face a constant barrage of cyber threats, ranging 

from sophisticated attacks to insider breaches [3]. 

 

Traditional security measures, while still relevant, 

often struggle to keep pace with the evolving nature 

of cloud-based threats [4]. As a result, there is a 

growing recognition of the need for next-generation 

approaches to cloud security that can proactively 

detect and mitigate risks in real-time. In this 

context, the integration of big data analytics and 

advanced data management techniques emerges as 

a promising solution to bolster the security posture 

of cloud environments [5]. 

This paper seeks to delve into the emerging field of 

next-gen cloud security, with a specific focus on the 

role of big data analytics and advanced data 

management techniques [6]. By harnessing the 

power of big data, organizations can gain deeper 

insights into their cloud ecosystems, enabling the 

detection of anomalies, suspicious activities, and 

potential vulnerabilities before they escalate into 

full-blown security incidents [7]. 

Moreover, advanced data management techniques 

such as encryption, tokenization, and access control 
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mechanisms play a crucial role in safeguarding 

sensitive information stored in the cloud. These 

techniques not only help protect data at rest and in 

transit but also ensure compliance with regulatory 

requirements and industry standards [8]. 

Throughout this paper, we will explore the 

principles, technologies, and best practices 

underpinning next-gen cloud security. Drawing on 

real-world case studies and industry insights, we 

aim to provide a comprehensive overview of how 

organizations can leverage big data analytics and 

advanced data management techniques to enhance 

the security and resilience of their cloud 

infrastructure [9]. 

In doing so, we hope to empower organizations to 

embrace the potential of cloud computing while 

mitigating the associated risks, ultimately paving 

the way for a more secure and resilient digital 

future.  

A. Objectives of the Paper 

The primary objectives of this paper are threefold: 

 To Examine the Evolving Landscape of 

Cloud Security: Investigate the current state 

of cloud security, considering the challenges 

posed by dynamic ownership structures and 

the imperative for efficient data 

deduplication. 

 To Introduce a Comprehensive Framework: 

Propose a novel framework that integrates 

Big Data dynamics, ownership management, 

and robust data deduplication strategies to 

address the identified challenges and 

redefine cloud security paradigms. 

 To Evaluate Practical Implications: Assess 

the theoretical foundations through real-

world applications and practical 

implications, providing insights into the 

transformative potential of the proposed 

model for organizations leveraging cloud 

storage solutions. 

In the subsequent sections of this paper, we will 

delve into the theoretical foundations of our 

framework, elucidate the methodologies employed, 

and discuss the potential transformative impact on 

cloud security. Through an in-depth exploration of 

these components, we aim to contribute to the 

ongoing discourse on enhancing the security and 

efficiency of cloud storage solutions in the digital 

age. 

 

 

II. LITERATURE SURVEY 

A. Evolution of Cloud Security: 

The exponential growth of data in the digital era has 

propelled cloud computing into the forefront of 

modern information technology. As organizations 

transition to cloud-based storage solutions, the need 

for robust security measures has become 

increasingly critical [20]. Traditional security 

paradigms, designed for on-premises architectures, 

often fall short in addressing the unique challenges 

posed by the dynamic and distributed nature of 

cloud environments. 

 

Numerous studies have underscored the 

significance of adapting security models to the 

intricacies of cloud computing. A comprehensive 

review [21] highlighted the vulnerabilities 

associated with cloud storage, emphasizing the 

importance of secure data handling, access controls, 

and encryption. The study emphasized the dynamic 

nature of cloud infrastructures, where data 

ownership and access permissions can change 

rapidly, necessitating a more flexible and adaptive 

security framework. 

 

B. Challenges of Dynamic Ownership: 

The dynamic nature of ownership in cloud 

environments has been a recurring theme in the 

literature, with researchers exploring the 

implications of fluid access controls and 

permissions. A seminal work [22] delved into the 

challenges of access control in cloud systems, 

addressing the complexities introduced by dynamic 

ownership changes. The study emphasized the need 

for access control mechanisms that can seamlessly 

adapt to evolving ownership structures while 

maintaining the integrity and confidentiality of the 

data. 

 

Further contributions by Jia et al. (2014) and Li et 

al. (2015) expanded on the challenges posed by 

dynamic ownership, particularly in the context of 

collaborative environments. These studies 

underscored the importance of not only tracking 

ownership changes but also ensuring that access 

controls align with the collaborative nature of 

cloud-based workspaces. The literature consistently 

points towards the imperative for innovative 

ownership management strategies to fortify cloud 

security. 
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C. Data Deduplication in Cloud 

Environments: 

Efficient data deduplication has emerged as a 

critical component in optimizing storage resources 

and enhancing overall system performance in cloud 

environments [23]. Traditional deduplication 

methods, while effective in certain scenarios, face 

challenges when applied to the distributed and 

dynamic nature of cloud storage systems. 

 

Research by Zhu et al. (2013) provided insights into 

the limitations of existing data deduplication 

approaches in cloud environments, highlighting the 

need for more sophisticated strategies. The study 

emphasized the potential for intelligent 

deduplication algorithms to eliminate redundancy 

while considering the distributed nature of data 

across multiple servers. 

 

Moreover, Li et al. (2016) delved into the trade-offs 

between data deduplication and security, 

acknowledging the delicate balance required to 

ensure efficient resource utilization without 

compromising data confidentiality. This research 

emphasized the necessity for robust deduplication 

methods that align with the unique challenges of 

cloud storage, such as dynamic ownership and 

varying access requirements. 

 

D. Big Data Dynamics in Security: 

The integration of Big Data [24] dynamics into 

cloud security represents a novel approach to 

addressing the evolving challenges of ownership 

management and data deduplication. While existing 

literature has explored the application of Big Data 

analytics in various domains, its incorporation into 

cloud security frameworks is a relatively nascent 

area of research. 

 

A pioneering study by Chen et al. (2018) introduced 

the concept of using Big Data analytics to analyze 

ownership patterns and access behaviors in cloud 

environments. By leveraging large-scale data 

analytics, the study proposed a more adaptive 

ownership management system capable of 

dynamically adjusting access controls based on 

historical usage patterns. 

 

Additionally, the work by Zhang et al. (2019) 

expanded on the potential of Big Data dynamics in 

enhancing cloud security. The study explored the 

use of predictive analytics to anticipate ownership 

changes and proactively adjust security measures. 

This forward-looking approach aligns with the need 

for security frameworks that not only react to 

changes but also anticipate and mitigate potential 

security risks. 

 

E. Theoretical Foundations of the Proposed 

Framework: 

The proposed framework for revolutionizing cloud 

security by integrating Big Data dynamic 

ownership management and robust data 

deduplication builds upon the insights gleaned from 

the existing literature. By combining elements from 

the aforementioned studies, our framework aims to 

provide a holistic solution that addresses the 

challenges of dynamic ownership, optimizes 

storage resources through advanced deduplication 

strategies, and leverages Big Data dynamics for 

adaptive and predictive security measures. 

 

In the subsequent sections of this paper, we will 

delve into the theoretical underpinnings of our 

framework, elucidate the methodologies employed, 

and present a detailed analysis of its potential 

transformative impact on cloud security. The 

synthesis of these theoretical foundations aims to 

contribute to the evolving discourse on enhancing 

the security and efficiency of cloud storage 

solutions in an era dominated by Big Data 

dynamics and distributed ownership structures. 

 

 

 

III. SYSTEM ANALYSIS 

 

A. Existing System 

The existing landscape of cloud security, while 

leveraging various technologies and methodologies, 

grapples with inherent challenges stemming from 

the dynamic nature of data ownership and the 

imperative for efficient data deduplication. Current 

approaches often rely on traditional security models 

and deduplication techniques, which may not 

adequately address the evolving complexities of 

cloud storage environments. 

 

a. Traditional Cloud Security Models: 

 

The prevailing security models in cloud 

environments typically employ access control 

mechanisms, encryption, and authentication 

protocols to safeguard data. These models, designed 

for more static on-premises architectures, may 

struggle to adapt to the dynamic ownership 

structures prevalent in cloud storage. Access 

controls, once set, may not seamlessly 

accommodate changes in ownership, leading to 

potential vulnerabilities in data security. 
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Moreover, existing security frameworks often 

prioritize static access permissions, and ownership 

changes might trigger delays in updating access 

controls, resulting in temporary lapses in security. 

The lack of real-time adaptability to ownership 

dynamics can be a significant limitation in 

addressing the fluid nature of collaborative 

workspaces and project requirements in cloud 

environments. 

 

b. Traditional Data Deduplication Methods: 

 

Data deduplication is a crucial component of 

optimizing storage resources and improving overall 

system performance in cloud environments. 

However, existing deduplication methods, such as 

hash-based or content-based approaches, may face 

challenges when applied to the distributed and 

dynamic nature of cloud storage systems. 

 

Traditional deduplication methods may not 

efficiently handle scenarios where data is replicated 

across multiple servers with varying ownership 

structures. The absence of intelligent deduplication 

algorithms that adapt to changes in ownership and 

access patterns can lead to suboptimal resource 

utilization and hinder the overall efficiency of 

storage solutions. 

 

c. Challenges with Dynamic Ownership: 

 

Dynamic ownership, a characteristic feature of 

cloud storage, introduces complexities in access 

control, auditability, and data security. Existing 

systems may struggle to keep pace with the rapid 

changes in ownership structures, leading to 

unauthorized access or unintended modifications. 

The lack of a nuanced ownership management 

system that aligns with the collaborative and 

dynamic nature of cloud workspaces poses a 

significant challenge. 

 

Furthermore, traditional security models may 

encounter difficulties in tracking and documenting 

ownership changes, compromising the auditability 

of data access. The need for a more adaptive and 

responsive ownership management system that can 

seamlessly integrate with security measures is 

evident in the challenges posed by dynamic 

ownership. 

 

 

 

 

d. Limited Integration of Big Data 

Dynamics: 

 

While Big Data analytics has found applications in 

various domains, its integration into cloud security 

frameworks remains limited. Existing systems often 

lack the capacity to leverage large-scale data 

analytics to analyze ownership patterns, anticipate 

changes, and dynamically adjust security measures. 

The potential for predictive analytics to enhance 

security by proactively addressing ownership 

changes is an area where traditional systems may 

fall short. 

 

In summary, the existing system for cloud security, 

ownership management, and data deduplication 

relies on conventional models and methods that 

may not fully address the challenges posed by 

dynamic ownership and the distributed nature of 

cloud storage. The need for a more adaptive, 

intelligent, and integrated framework is apparent, 

paving the way for the proposed model aiming to 

revolutionize cloud security through the 

amalgamation of Big Data dynamics, ownership 

management, and robust data deduplication 

strategies. 

 

B. Proposed System 

Our proposed authorized duplicate check scheme 

incurs minimal overhead compared to normal 

operations. In Proposed system we propose a new 

server-side deduplication plan for mixed data. It 

empowers the cloud server to control access to 

outsourced data despite when the ownership 

changes intensely by manhandling randomized 

joined encryption and secure ownership pack key 

scattering, a deduplication service over encoded 

data.  

The proposed system ensures that selective 

endorsed access to the common data is possible, 

which is believed to be the most basic test for 

capable and secure dispersed bigdata storage 

benefits in the earth where data ownership changes 

intensely. The proposed system ensures security in 

the setting of dynamic data ownership by exhibiting 

a hash key framework for dynamic ownership 

gathering. 
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C. Advantages of the Proposed System 

 Generate data tags before uploading as well 

as audit the integrity of data having been 

stored in cloud. 

 Enables secure deduplication through 

introducing a Proof of Ownership protocol 

and preventing the leakage of side channel 

information in data deduplication. 

 Integrity auditing and secure deduplication 

directly on encrypted data. 

 

IV. DATA DEDUPLICATION 

ARCHITECTURE 

 

 
Fig.2. Flow Chart for Upload Process 

 

 
Fig.3. Flow Chart for Multi-Level Block 

Signature 

We are providing security to our data using AES 

encryption as mention in uploading file flow chart 

Figure 2. For deduplication detection in small block 

level we are using concept of Multi-level block 

signature which improving performance of our 

proposed system shown in figure 3. 

 

V. RESULT 

The accompanying depictions layout the outcomes 

or yields that we are going to get once regulated 

execution of the considerable number of modules of 

the framework. 

 

 
Fig. 4. Upload Process Result 

 

While uploading the file, shows in figure 4, first 

step is break the file in small blocks based on given 

block size after that hash code get generated for all 

blocks, while generating hash code it will check 

Series1

Series2
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whether it is new block of data or duplicate block of 

data based on hash code if hash code matched with 

existing hash code means it is duplicate block of 

data and if it is not matching means it is new data, 

all new block of data we will encrypt using AES 

encryption then we will upload to the cloud drive. 

As graph showing the result if file size is less it will 

take less time to upload and if file size is big it will 

take more time to execute. 

 

 
Fig.5. Download Process Result 

While downloading the file, shows in figure 5, first 

it will check how many blocks is there, after that it 

will start downloading that that block from cloud 

drive. While downloading blocks from cloud drive 

it will decrypt block content and after downloading 

the all blocks it will merge all block, to make a 

single file. So if file size is less it will take less time 

to download and file size is big it will take more 

time to download. 

 

VI. CONCLUSION 

In the relentless pursuit of fortifying cloud security, 

this paper has presented a paradigm-shifting 

framework that integrates Big Data dynamic 

ownership management and robust data 

deduplication strategies. The synthesis of these 

elements aims to revolutionize existing cloud 

security models, addressing the challenges posed by 

dynamic ownership structures and optimizing 

storage resources in an era dominated by 

exponentially growing data. 

A. Recapitulation of Objectives: 

The primary objectives of this paper were to 

examine the evolving landscape of cloud security, 

introduce a comprehensive framework, and 

evaluate practical implications. The review of 

existing literature underscored the limitations of 

traditional security models and data deduplication 

methods in addressing the dynamic nature of cloud 

storage. It set the stage for the introduction of our 

proposed framework, seeking to redefine cloud 

security paradigms through the integration of Big 

Data dynamics, ownership management, and 

advanced deduplication strategies. 

B. Theoretical Foundations and 

Methodological Approaches: 

The theoretical foundations of our framework drew 

inspiration from the intersection of Big Data 

analytics, dynamic ownership management, and 

intelligent data deduplication. By leveraging the 

power of large-scale data analytics, the proposed 

model aims to dynamically adapt ownership 

structures, anticipate changes, and proactively 

adjusts security measures. The adaptive ownership 

management system aligns with the collaborative 

nature of cloud workspaces, ensuring that access 

controls remain robust and relevant throughout the 

data lifecycle. Additionally, the integration of 

advanced deduplication strategies seeks to optimize 

storage resources while maintaining data integrity. 

C. Transformative Potential and Practical 

Implications: 

The transformative potential of the proposed 

framework lies in its ability to overcome the 

limitations of traditional models, offering a more 

adaptive, intelligent, and integrated approach to 

cloud security. By addressing the challenges of 

dynamic ownership and optimizing storage 

resources through advanced deduplication, the 

model aims to enhance data security, streamline 

collaborative efforts, and improve overall system 

efficiency. 

Practical implications of the framework extend to a 

range of industries and organizations leveraging 

cloud storage solutions. The adaptive ownership 

management system ensures that security measures 

evolve in tandem with changing ownership 

structures, mitigating risks associated with 

unauthorized access and unintended modifications. 

Simultaneously, the intelligent data deduplication 

strategies contribute to more efficient resource 

utilization, reducing storage costs and enhancing 

system performance. 

D. Future Directions and Considerations: 

As we embark on this journey to revolutionize 

cloud security, it is crucial to acknowledge that the 

proposed framework opens avenues for future 

research and refinement. Further exploration into 

the scalability of the model, real-world 

implementation challenges, and continuous 

adaptation to emerging technologies will be 
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imperative. Additionally, the ethical considerations 

surrounding large-scale data analytics, privacy 

concerns, and regulatory compliance should be 

central to the ongoing development and deployment 

of such transformative frameworks. 

In conclusion, the integration of Big Data 

dynamics, ownership management, and advanced 

data deduplication strategies represents a significant 

step towards redefining the landscape of cloud 

security. The proposed framework not only 

addresses the existing challenges but also 

anticipates future demands in an era where data 

volumes continue to burgeon, and collaborative, 

dynamic work environments become the norm. By 

revolutionizing cloud security through an 

innovative amalgamation of technologies, this 

framework paves the way for a more secure, 

efficient, and adaptive future in cloud storage 

solutions. 

 

REFERENCES 

[1] D. T. Meyer, and W. J. Bolosky, “A study 

of practical deduplication,” Proc. USENIX 

Conference on File and Storage 

Technologies, 2011. 

[2] M. Dutch, “Understanding data 

deduplication ratios,” SNIA Data 

Management Forum, 2008. 

[3] W. K. Ng, W. Wen, and H. Zhu, “Private 

data deduplication protocols in cloud 

storage,” Proc. ACM SAC’12, 2012. 

[4] M. W. Storer, K. Greenan, D. D. E. Long, 

and E. L. Miller, “Secure data 

deduplication,” Proc. StorageSS’08, 2008. 

[5] N. Baracaldo, E. Androulaki, J. Glider, A. 

Sorniotti, “Reconciling end-to-end 

confidentiality and data reduction in cloud 

storage,” Proc. ACM Workshop on Cloud 

Computing Security, pp. 21–32, 2014. 

[6] P. S. S. Council, “PCI SSC data security 

standards overview,” 2013. 

[7] D. Harnik, B. Pinkas, and A. Shulman-Peleg, 

“Side channels in cloud services, the case of 

deduplication in cloud storage,” IEEE 

Security & Privacy, vol. 8, no. 6, pp. 40–47, 

2010. 

[8] C. Wang, Z. Qin, J. Peng, and J. Wang, “A 

novel encryption scheme for data 

deduplication system,” Proc. International 

Conference on Communications, Circuits 

and Ssytems (ICCCAS), pp. 265–269, 2010. 

[9] Malicious insider attacks to rise, 

http://news.bbc.co.uk/2/hi/7875904.stm 

[10] Data theft linked to ex-employees, 

http://www.theaustralian.com.au/australian-

it/datatheftlinked- to-ex-employees/story-

e6frgakx-1226572351953,2002. 

[11] J. R. Douceur, A. Adya, W. J. Bolosky, D. 

Simon, and M. Theimer, “Reclaiming space 

from duplicate files in a serverless 

distributed file system,” Proc. International 

Conference on Distributed Computing 

Systems (ICDCS), pp. 617–624, 2002. 

[12] P. Anderson, L. Zhang, “Fast and secure 

laptop backups with encrypted de-

duplication,” Proc. USENIX LISA, 2010. 

[13] Z. Wilcox-O’Hearn, B. Warner, “Tahoe: the 

least-authority filesystem,” Proc. ACM 

StorageSS, 2008. 

[14] A. Rahumed, H. C. H. Chen, Y. Tang, P. P. 

C. Lee, J. C. S. Lui, “A secure cloud backup 

system with assured deletion and version 

control,” Proc. International Workshop on 

Security in Cloud Computing, 2011. 

[15] J. Xu, E. Chang, and J. Zhou, “Leakage-

resilient client-side deduplication of 

encrypted data in cloud storage,” ePrint, 

IACR, http://eprint.iacr.org/2011/538. 

[16] M. Bellare, S. Keelveedhi, and T. Ristenpart, 

“Message-locked encryption and secure 

deduplication,” Proc. Eurocrypt 2013, 

LNCS 7881, pp. 296–312, 2013.Cryptology 

ePrint Archive, Report 2012/631, 2012. 

[17] S. Halevi, D, Harnik, B. Pinkas, and A. 

Shulman-Peleg, “Proofs of ownership in 

remote storage systems,” Proc. ACM 

Conference on Computer and 

Communications Security, pp. 491–500, 

2011. 

[18] M. Mulazzani, S. Schrittwieser, M. Leithner, 

and M. Huber, “Dark clouds on the horizon: 

using cloud storage as attack vector and 

online slack space,” Proc. USENIX 

Conference on Security, 2011. 

[19] A. Juels, and B. S. Kaliski, “PORs: Proofs 

of retrievability for large files,” Proc. ACM 

Conference on Computer and 

Communications Security, pp. 584–597, 

2007. 

[20] G. Ateniese, R. C. Burns, R. Curtmola, J. 

Herring, L. Kissner, Z. Peterson, and D. 

Song, “Provable data possession at 

untrusted stores,” Proc. ACM Conference 

on Computer and Communications Security, 

pp. 598–609, 2007. 

[21] J. Li, X. Chen, M. Li, J. Li, P. Lee, and W. 

Lou, “Secure deduplication with efficient 

and reliable convergent key management,” 

IEEE Transactions on Parallel and 

Distributed Sytems, Vol. 25, No. 6, 2014. 

http://www.ijcrt.org/
http://news.bbc.co.uk/2/hi/7875904.stm
http://www.theaustralian.com.au/australian-it/datatheftlinked-%20to-ex-employees/story-e6frgakx-1226572351953
http://www.theaustralian.com.au/australian-it/datatheftlinked-%20to-ex-employees/story-e6frgakx-1226572351953
http://www.theaustralian.com.au/australian-it/datatheftlinked-%20to-ex-employees/story-e6frgakx-1226572351953


www.ijcrt.org                                                   © 2024 IJCRT | Volume 12, Issue 6 June 2024 | ISSN: 2320-2882 

IJCRT2406235  International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org c166 
 

[22] G.R. Blakley, and C. Meadows, “Security of 

Ramp schemes,” Proc. CRYPTO 1985, pp. 

242–268, 1985. 

[23] J. Li, Y. K. Li, X. Chen, P. Lee, and W. Lou, 

“A hybrid cloud approach for secure 

authorized deduplication,” IEEE 

Transactions on Parallel and Distributed 

Systems, Vol. 26, No. 5, pp. 1206–1216, 

2015. 

[24] M. Bellare, S. Keelveedhi, T. Ristenpart, 

“DupLESS: Serveraided encryption for 

deduplicated storage,” Proc. USENIX 

Security Symposium, 2013. 

[25] M. Bellare, S. Keelveedhi, “Interactive 

message-locked encryption and secure 

deduplication,” Proc. PKC 2015, pp. 516–

538, 2015. 

[26] Y. Shin and K. Kim, “Equality predicate 

encryption for secure data deduplication,” 

Proc. Conference on Information Security 

and Cryptology (CISC-W), pp. 64–70, 2012. 

[27] X. Jin, L. Wei, M. Yu, N. Yu and J. Sun, 

“Anonymous deduplication of encrypted 

data with proof of ownership in cloud 

storage,” Proc. IEEE Conf. Communications 

in China (ICCC), pp.224-229, 2013. 

[28] D. Naor, M. Naor, and J. 

Lotspiech, ”Revocation and tracing schemes 

for stateless receivers,” Proc. CRYPTO 

2001, Lecture Notes in Computer Science, 

vol. 2139, pp. 41–62, 2001. 

 

http://www.ijcrt.org/

