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ABSTRACT  

Novel approaches are required in defence applications due to the increasing demand for real-time threat 

identification. The design and construction of a Violent Action Recognition (VAR) system coupled with a 

drone platform are examined in this research. We provide a summary of this technology, highlighting its 

potential to enhance defence personnel's situational awareness and force protection. The high-resolution 

camera, on-board processing unit, and drone platform are among the hardware parts of the system that are 

described in detail in the study. We go over the software architecture, emphasizing the machine learning-

based core VAR algorithm, pre-processing, and image acquisition. The article discusses the fabrication 

considerations involved in incorporating these components into a working drone system. The potential 

advantages of this drone system with VAR equipment are highlighted in the study. Improved threat detection 

skills are one of these; they enable quicker reaction times and may even avoid casualties.  Defence forces' 

operational efficiency and decision-making can be improved by using VAR drones, which provide a 

comprehensive and real-time perspective of a scenario. The final section of this analysis emphasizes the 

continued research and development needed for enhanced VAR technology.  Careful attention should also 

be paid to ethical issues pertaining to data protection and the responsible usage of autonomous systems. VAR 

technology has the potential to completely transform drone-based surveillance in the defence industry, 

creating a more effective and safe operating environment as it advances. 
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INTRODUCTION  

 The Evolving Landscape of Defence and the Rise of Drone Technology  

Warfare history is a never-ending story of technological innovation and adaptability. One thing has remained 

consistent throughout history, from the first battles waged with crude weapons to the intricate plans and 

cutting-edge gear used in contemporary conflicts: the necessity of adequate situational awareness. To win 

and reduce casualties, it is essential to understand the enemy's position, capabilities, and intentions. 

Unmanned aerial vehicles (UAVs), also referred to as drones, are causing a major revolution in the defence 

industry in the twenty-first century. These adaptable platforms provide a distinct perspective and allow for 

real-time intelligence gathering and surveillance over large areas. Drones are quickly changing how modern 

warfare is fought, from logistical and support operations to border patrol and reconnaissance missions. 

Drone technology, however, has applications beyond war reconnaissance. Advances in machine learning 

(ML) and artificial intelligence (AI) can be used to equip drones with advanced systems that can extract 

important information from aerial imagery and evaluate it. Violent Action Recognition (VAR) is one such 

technology that has enormous potential for use in defence applications [1-9]. 

 The Need for Enhanced Situational Awareness 

Effective situational awareness is crucial for the success of any military mission. Situational awareness is the 

capacity to accurately assess the surrounding environment, which encompasses the positions of friendly 

forces, enemy locations, and any dangers, in real-time.  Precise and thorough situational awareness enables 

commanders to make well-informed decisions, promptly respond to evolving situations, and ultimately, 

accomplish their objectives. 

Conventional approaches to situational awareness depend on a blend of ground-based patrols, manned aerial 

reconnaissance, and human information gathering. These methods have constraints. Ground patrols can be 

sluggish and subject people to avoidable hazards. Piloted aircraft are costly to operate and may not always 

be easily accessible. Human intelligence collection can be a laborious process and susceptible to inaccuracies. 

 

Drones provide a tempting remedy for these constraints. They have the capability to reach regions that are 

excessively hazardous or unattainable for infantry forces. Unmanned aerial vehicles (UAVs) have the 

capability to conduct continuous monitoring across extensive regions, providing a wider viewpoint in 

comparison to observations made from the ground. In addition, drones are considerably more cost-effective 

to operate in comparison to human aircraft. 

Nevertheless, the unprocessed data gathered by unmanned aerial vehicles, in the form of overhead video 

recordings, necessitates thorough examination and comprehension in order to fully use its capabilities. This 

is where Video Assistant Referee (VAR) technology is utilized.  
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 Violent Action Recognition (VAR): A Technological Leap for Defence Applications  

Violent Action Recognition (VAR) is a specific field within computer vision that aims to automatically detect 

and categorize violent behavior in video recordings. This method utilizes machine learning algorithms that 

have been trained on extensive datasets of labelled video recordings that portray different types of violence. 

The incorporation of VAR (Video Assisted Referee) technology into drone systems offers a revolutionary 

prospect for the defence sector. Envision a situation in which a drone independently monitors a border region, 

scrutinizing live video footage to detect any dangers. The VAR system has the capability to identify violent 

conduct, attempted illegal crossings, and the presence of firearms. Subsequently, this data might be 

transmitted to terrestrial troops instantaneously, facilitating a swifter and more precise reaction. 

 The potential advantages of VAR drone systems for defence purposes are manifold: 

Enhanced Threat Detection: VAR systems have the capability to automate the process of recognizing 

aggressive behaviours, allowing human operators to allocate their attention to other crucial responsibilities. 

This might greatly diminish the possibility of disregarding possible hazards in intricate surroundings. 

Improved Force Protection: The ability to detect violent behaviours at an early stage enables a prompt 

response and has the potential to avert harm to ground soldiers. 

Enhanced Operational Efficiency: Through the automation of danger detection jobs, VAR drones may 

allocate personnel to other critical responsibilities, such as strategic planning and tactical operations. 

Enhanced Geographical Reach: Drones possess the capability to swiftly and effectively cover extensive 

regions, offering a more expansive viewpoint on an evolving scenario in contrast to surveillance conducted 

on the ground. 

Enhanced Personnel Safety: Drones can be utilized in hazardous scenarios, hence reducing the necessity for 

ground soldiers to venture into potentially perilous regions. 

Nevertheless, it is crucial to recognize that VAR technology is currently in the process of being refined and 

improved. There are also difficulties in ensuring the precision and dependability of algorithms, especially in 

intricate settings with fluctuating illumination conditions and possible obstacles. Furthermore, it is crucial to 

give careful thought to ethical concerns of data privacy and the utilization of autonomous systems for the 

purpose of violence detection. 

The forthcoming sections of this introduction will discuss these problems in detail. However, it is clear that 

VAR technology has significant potential to enhance situational awareness and improve defence capabilities 

[1-9].  
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 The Scope of This Overview 

This review provides a detailed examination of the design and creation of Violent Action Recognition (VAR) 

systems that are combined with drone platforms for defence purposes. The objective is to offer an in-depth 

examination of the technology, delving into its potential advantages, constraints, and forthcoming 

progressions. 

The subsequent sections will address the subsequent crucial elements: 

This section will explore the many categories of drones employed in the defence industry, their 

functionalities, and the benefits they offer compared to conventional surveillance techniques. 

The next part will analyze several types of drones employed in the defence industry, examining their 

functionalities and the benefits they offer in comparison to conventional surveillance techniques.  

This part will examine the underlying principles of machine learning and image processing methods that 

form the basis of VAR systems. This article will elucidate the process of training these algorithms using 

extensive datasets of video footage and its subsequent utilization in analyzing real-time aerial imagery 

obtained from drones. 

Algorithm Design and Development for VAR: This section will focus on the precise algorithms employed 

for VAR. The discussion will explore various methodologies, including object detection, activity recognition, 

and position estimation, and their use in identifying violent events in aerial film. Furthermore, this part will 

discuss strategies for enhancing the precision and resilience of VAR algorithms in practical situations that 

may involve obstacles such as fluctuating illumination, obstructions, and complex backdrops. 

The following part will examine the necessary hardware components for a fully operational VAR drone 

system, focusing on hardware integration and system design. The discussion will focus on the process of 

choosing suitable drones, taking into account parameters such as payload capacity, flight time, and range.  

Additionally, it will encompass the on-board processing unit that is accountable for the real-time examination 

of aerial imagery.  This discussion will focus on the process of choosing a camera and the factors to consider 

while aiming for high-resolution imagery that is acceptable for VAR applications.  Lastly, the difficulties and 

factors to be taken into account while incorporating these hardware components into a system that is both 

operational and dependable will be examined. 

Ethical considerations and responsible use of VAR (Virtual and Augmented Reality) systems: Although VAR 

technology provides substantial advantages for defence applications, it is crucial to give serious consideration 

to the ethical implications associated with its utilization.  This part will examine issues related to data privacy, 

the possibility of bias in algorithms, and the ethical usage of autonomous systems for detecting violence.  

The discussion will focus on guidelines and laws pertaining to the ethical development and deployment of 

VAR drone systems. 
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Future Advancements and Research Directions: This section will examine the probable future developments 

in VAR technology and drone platforms.  The research will focus on areas such as deep learning techniques 

to enhance accuracy, explainable AI to promote understanding of system decisions, and integration with other 

sensing technologies.  The possible uses of VAR technology in fields other than defence, such as law 

enforcement and disaster response, will also be briefly examined [1-9].  

Identifying areas of research that need to be addressed in the design and production of drone systems capable 

of recognizing violent actions for defence purposes. 

Although VAR drone systems show great potential, additional study is needed to address certain knowledge 

gaps and assure their effective use in defence applications. Here are some crucial issues that require additional 

investigation: 

1. Precision and Resilience of Algorithms: 

Challenging situations: Existing VAR algorithms face difficulties in handling complicated situations that 

have different lighting conditions, obstructions (such as trees and buildings), and crowded backdrops. 

Extensive research is required to create algorithms that can effectively handle these obstacles and consistently 

achieve high levels of accuracy in real-world situations. 

Deception Techniques: Adversaries may employ strategies to avoid being detected, such as using camouflage 

or imitating non-aggressive conduct. Research is necessary to enhance the adaptability of algorithms in 

detecting violent behavior even in the presence of probable attempts to deceive. 

Scalability and Generalizability: VAR algorithms frequently undergo training using specific datasets. 

Research is necessary to create algorithms that can be efficiently expanded and used to a broader range of 

situations and types of violence, surpassing the limitations of the existing training data. 

2. Collection and Organization of Data: 

Extensive and diverse datasets: To train efficient VAR algorithms, a substantial quantity of labelled video 

data representing different types of violence is necessary. Efficient data gathering techniques and strategies 

for managing vast and diverse datasets require research. 

Issues with the protection of personal information: Drone monitoring elicits apprehensions over the 

protection of data privacy. Conducting research on methods to anonymize data and establish strong rules for 

managing recorded footage is of utmost importance. 

3. Integration of systems and processing of data on board: 

Real-time Processing Power: VAR methods necessitate substantial computational capacity. Investigation is 

required on streamlined and effective algorithms that are appropriate for deployment on drones equipped 

with restricted power and processing capabilities. 
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Integration Challenges: The process of combining different hardware components, such as drones, cameras, 

and processing units, into a system that is both functional and dependable necessitates additional 

investigation. 

Security and reliability: Drones equipped with VAR systems may be susceptible to hacking or manipulation. 

There is a need for research on security protocols that are strong and resilient, as well as system redundancy 

to improve reliability. 

4. Ethical Considerations and Responsible Use: 

Algorithmic Bias: Machine learning algorithms have the potential to acquire biases from the data they are 

trained on. Conducting research is essential in order to create techniques that can reduce prejudice and 

guarantee fairness in VAR systems. 

Transparency and Explainability: It is necessary to employ Explainable AI techniques in order to comprehend 

the decision-making process of VAR algorithms. Transparency is essential in order to establish confidence 

and guarantee the responsible utilization of the technology. 

5. Legal and Regulatory Frameworks: 

There is a need for well-defined legal frameworks and rules to govern the collection, storage, and exploitation 

of data by VAR drone systems in order to address concerns related to privacy. 

Engagement Protocol: The creation of guidelines for the use of autonomous systems in defence applications 

is necessary to ensure responsible and ethical implementation of violence detection [1-9]. 

 

 

 

 

 

 

Fig. 1 Eight violent actions from the introduced dataset, namely (clockwise from top) (i) punching, (ii) 

kicking, (iii) fall, (iv) strangling, (v) throwing, (vi) swinging pipe, (vii) pushing, and (viii) SOS [9] 

It is crucial to address these areas of research that are now lacking in order to fully exploit the capabilities of 

VAR drone systems. To facilitate the secure and efficient implementation of this technology, we may achieve 

this by creating strong algorithms, practicing responsible data management, and setting explicit ethical 

principles. Ultimately, this will enhance our understanding of situations and enhance our defence capabilities.  
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Fig. 2 Overview of the proposed method [9] 

 

 

 

 

 

 

 

 

Fig. 3 Classification of object detection methods. [1-9] 

 

drone systems, highlighting their potential influence on the future of defence applications. By comprehending 

the capabilities, constraints, and ethical implications of the technology, we can provide the groundwork for 

its responsible and efficient deployment, ultimately enhancing the safety and effectiveness of the defence 

environment.  

MATERIALS AND METHODS  

The development and construction of VAR drone systems encompass various essential components and 

techniques. Below is an analysis of the fundamental elements: 
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1. Components and materials used in the construction of hardware: 

The selection of a drone platform is contingent upon various criteria, such as the ability to carry a payload, 

the duration of flight, the distance it can cover, and its maneuvering capabilities. 

Fixed-wing drones provide extended flight durations and elevated cruising velocities, although they may 

necessitate a runway for take-off and landing. 

Multi-rotor drones, namely quadcopters, are characterized by their exceptional maneuverability and stability. 

They are particularly well-suited for operating in urban situations and performing close-up tasks. 

VTOL drones integrate the benefits of both fixed-wing and multi-rotor drones, providing adaptability for 

diverse scenarios. 

A high-resolution camera with excellent low-light capabilities is necessary for collecting crisp footage that 

is suited for VAR analysis.  Important factors to take into account are the size of the sensor, the number of 

megapixels, and the frame rate. 

The On-board Processing Unit (OPU) carries out immediate image processing and analysis of the video 

signal captured by the camera.  In order to perform VAR algorithms efficiently, a significant amount of 

computing power and memory is necessary. 

A dependable communication system facilitates instantaneous transfer of aerial imagery and VAR results to 

the ground control unit. 

Optional supplementary hardware may be necessary, depending on the particular configuration of the system. 

This may include additional components such as: 

Battery: Supplies electrical energy to the drone and its onboard equipment. 

The Global Positioning System (GPS) allows the drone to navigate autonomously. 

Sensors such as LiDAR can offer further data about the surroundings, leading to enhanced awareness of the 

situation [1-9] 

2. Software Tools and Methods: 

Machine learning software frameworks like as TensorFlow, PyTorch, and scikit-learn are employed to create 

and train the VAR algorithms. 

Image processing libraries such as OpenCV or scikit-image are used for tasks such as picture pre-processing, 

extracting features, and detecting objects. 

Software Development Tools: Programming languages like as Python or C++ are utilized for the 

development of software that manages the drone, interacts with the camera and OPU, and executes the VAR 

algorithms. 
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3D Printing (Optional): In specific cases, 3D printing can be utilized to fabricate personalized parts or 

enclosures for the drone system. 

3. Process of designing and creating: 

System Design: The initial stage is establishing the system specifications and choosing suitable hardware 

and software elements. 

The VAR algorithm is developed by training machine learning algorithms on a comprehensive and varied 

collection of labelled video footage that portrays different types of violent activities. 

Integration and Testing: The process of combining the hardware components (drone, camera, OPU) and 

installing the software on the OPU. The VAR algorithm undergoes thorough testing to guarantee the system's 

functioning and correctness. 

The fully assembled VAR drone system is put into action in the designated area, adhering to operational 

regulations and approved ethical criteria. 

Further factors to take into account: 

Effective data management is essential, given the importance of data privacy. A reliable system for collecting, 

storing, and managing data is necessary. 

Security Protocols: Security measures are put in place to protect the system from unauthorized access or 

tampering. 

Safety Measures: Safety protocols are implemented to mitigate the hazards connected with drone operation. 

By adhering to these methodologies and utilizing the suitable resources, researchers and engineers can devise 

and construct efficient VAR drone systems that augment situational awareness for defence purposes.  

Continuously refining and enhancing these systems through continuing research and development is crucial 

to ensure their ethical and responsible operation [1-9].  

Benefits of VAR Drone Systems for Defence Applications: 

 Enhanced Threat Detection: Video Analytics and Recognition (VAR) technologies streamline the 

process of detecting aggressive behavior, allowing human operators to allocate their attention to other 

vital responsibilities. This can greatly diminish the likelihood of disregarding possible hazards in 

intricate surroundings. 

 Improved Force Protection: Prompt identification of aggressive behavior enables a swifter and more 

focused reaction, perhaps averting harm to ground forces. 

 Enhanced Operational Efficiency: Through the automation of danger detection jobs, VAR drones may 

allocate personnel to other critical responsibilities, such as strategic planning and tactical operations. 
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 Enhanced Geographic Reach: Drones possess the capability to swiftly and effectively cover 

expansive regions, offering a more comprehensive outlook on an evolving scenario in contrast to 

surveillance conducted from the ground. 

 Enhanced Personnel Safety: By utilizing drones, the necessity for ground soldiers to venture into 

hazardous regions can be significantly reduced, hence mitigating the risk to personnel. 

 Enhanced Decision-Making: Timely and up-to-date data on potential dangers empowers leaders to 

make well-informed choices and effectively address evolving circumstances. 

 Potential Applications Beyond Defence: VAR technology can be utilized in law enforcement, disaster 

response, and other security-related domains [1-9]. 

Constraints of VAR drone systems in defence applications: 

 Algorithm Accuracy and Robustness: Presently, VAR algorithms may have difficulties in handling 

intricate environments or scenarios using deceptive approaches. Additional investigation is required 

to enhance the precision and resilience of the aforementioned. 

 Data privacy risks arise from the use of drone surveillance. Precise regulations and strong standards 

for managing data are essential. 

 Ethical considerations: It is crucial to pay close attention to bias in algorithms and the responsible 

utilization of autonomous systems for violence detection. 

 Concerns of security and reliability arise when considering drones that are equipped with VAR 

systems, as they may be susceptible to hacking or manipulation. Strong security protocols and 

redundant systems are crucial. 

 VAR methods necessitate substantial computational capacity for onboard processing. We require 

highly efficient algorithms that are compatible with the minimal resources available onboard. 

 Legal and regulatory frameworks must be established to provide clear guidelines for the collecting 

and usage of data by VAR drone systems. 

 Expenses and Upkeep: The cost of developing, deploying, and maintaining VAR drone systems is 

higher in comparison to conventional surveillance approaches. 

Although VAR drone systems have notable benefits for defence applications, it is essential to resolve their 

limits through continuous research and development. By prioritizing ethical considerations and appropriate 

use, VAR technology can enhance the safety and efficiency of the defence environment [1-9].  
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Prospects for Advancements in the Design and Production of VAR Drone Systems 

The domain of VAR drone systems for defence purposes is continuously progressing. Here are many crucial 

domains where future research has significant potential: 

1. Progress in Algorithms: 

 Deep learning techniques, such as the use of convolutional neural networks (CNNs), can improve the 

accuracy and reliability of VAR methods. 

 Explainable AI refers to the development of approaches that enable a clear explanation of how VAR 

algorithms make judgments. This promotes confidence and transparency in the decision-making 

process. 

 Transfer learning involves utilizing pre-trained models and approaches to expedite the creation of 

VAR algorithms tailored to certain contexts. 

 Enhancing performance over time can be achieved by using algorithms that possess adaptability and 

the ability to continuously learn from real-world data. 

2. Collection and Organization of Data: 

 Developing extensive and varied datasets that include a broader spectrum of violence kinds and 

environmental circumstances is essential for effectively training strong VAR algorithms. Synthetic 

Data generating: The use of synthetic data generating techniques can complement real-world data and 

effectively tackle privacy concerns. 

 Efficient and scalable strategies for labelling and annotating video data are crucial in order to 

effectively train VAR algorithms. 

3. Integration of systems and processing of data on board: 

 Further investigation is required to create VAR algorithms that are both lightweight and energy-

efficient, specifically designed for implementation on drones that have restricted computational 

capabilities. 

 Advancements in miniaturization and improved computing capacity in drones will enable the 

integration of hardware and facilitate the development of more advanced VAR systems. 

 Sensor fusion is the integration of VAR algorithms with other sensor data, including as LiDAR and 

radar, to achieve a more comprehensive picture of the surroundings and improve situational 

awareness. 

4. Ethical Considerations and Responsible Use: 

 Addressing Bias in Algorithms: It is essential to develop techniques that can detect and reduce 

potential biases in VAR algorithms to assure fairness and ethical deployment. 

 Human-in-the-Loop Systems: The investigation of human-in-the-loop systems, in which a human 

operator evaluates VAR data prior to initiating action, can improve control and accountability. 
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 Enhancing public education and transparency in relation to the utilization of VAR drone systems can 

foster confidence and effectively tackle ethical challenges. 

5. Legal and Regulatory Frameworks: 

 International collaboration is essential for the development of legislation and standards that control 

the use of VAR drone systems. This collaboration should focus on responsible data collecting and 

usage. 

 Explicit Guidelines for Conduct: Implementing explicit guidelines for the deployment of VAR drone 

systems in defence applications would guarantee accountable and morally upright utilization. 

 It is essential to develop strong cybersecurity safeguards to safeguard VAR drone systems against 

hacking or manipulation. 

6. Expanded Utilization of VAR Technology: 

 Law enforcement agencies must carefully evaluate the ethical implications while exploring the 

employment of VAR technology in crowd control and de-escalation measures. 

 VAR technology has the potential to be utilized in disaster response situations for the purpose of 

identifying victims and evaluating the extent of damage in hazardous locations. 

 Search and Rescue: VAR drones can be used in search and rescue missions to find those who are lost 

in complicated surroundings [1-9]. 

To enhance the effectiveness and dependability of VAR drone systems, researchers and engineers should 

concentrate on these specific areas of future development.  By engaging in responsible creation and 

continuous research, this technology will enhance defence capabilities while maintaining adherence to ethical 

issues and legal frameworks. In the end, unmanned aerial vehicles (UAVs) equipped with video assisted 

reconnaissance (VAR) technology have the ability to completely transform the way situational awareness is 

upheld in defence scenarios, resulting in a safer and more protected setting [1-9].  

CONCLUSIONS  

The Potential and Prospects of VAR Drone Systems 

 The integration of Violent Action Recognition (VAR) systems with drone platforms signifies a 

substantial advancement in defence technology, encompassing both design and production. This 

analysis has examined the potential advantages of VAR drones for defence applications, emphasizing 

their capacity to enhance danger identification, bolster force protection, and optimize operational 

efficiency. 

 

 Nevertheless, we have recognized the constraints of existing VAR technology, such as difficulties in 

achieving precise and reliable algorithms in intricate settings, ethical concerns regarding data privacy 

and responsible utilization, and the need for further advancement in legal and regulatory frameworks. 
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 The future of VAR drone systems depends on ongoing research and development. By prioritizing 

aspects such as deep learning algorithms, effective data management, and seamless hardware 

integration, we can expand the limits of this technology. Furthermore, it is imperative to tackle ethical 

concerns by ensuring responsible implementation, establishing unambiguous legal structures, and 

providing public education. 

 Ultimately, VAR drone systems provide significant potential for improving situational awareness and 

defence capabilities. By adopting responsible development practices, prioritizing ethical issues, and 

conducting continuous research, we may fully use the capabilities of this technology, ultimately 

enhancing the safety and efficiency of the defence personnel's surroundings. 

 Furthermore, the potential applications are not limited to defence purposes.  The potential utilization 

of VAR technology in law enforcement, disaster response, and search and rescue missions exemplifies 

the broader influence it can have in the future. It is imperative to maintain a harmonious equilibrium 

between scientific progress and ethical implementation, guaranteeing that VAR technology benefits 

humanity in a positive and beneficial manner.  
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