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Abstract: As information technology advances and is used more widely, blockchain technology (BT) is
emerging as a key tool for advancing the integration of the physical and digital economies. BT has advanced
to a point where it can be used for finance, traceability, and asset transactions. But there isn't a practical
application framework or trading method for using BT in decentralized transactions offered by current
technology. This article proposed a blockchain-based decentralized transaction method, which we simulated
using Python(flask) programming language. This is achieved by implementing a decentralized system that
eliminates the need for intermediaries, reducing delays and transaction costs. This system provides an intuitive user
experience accessible to a wide range of users, including those unfamiliar with complex financial systems or
technology. Through the use of blockchain technology, this project aims to redefine the way decentralized
transactions are conducted, offering a secure, efficient, and user-friendly alternative to traditional methods.

Index Terms - Decentralized System, Python(flask), Block chain Technology

I. INTRODUCTION

In today's digital age, global economy entered the stage dominated by the information industry.The rapid
growth and implementation of information technology, including blockchain technology, artificial intelligence
(Al), and the Internet of Things (loT), has resulted in a deepening and transformation of the global economy
and industry structure.
It is imperative that industry development undergo a digital, networked, and intelligent transition.To create a
new industrial system pillar and move up the global value chain, it is important to support the integration and
growth of the real economy and the digital economy.

The field of mobile electronic commerce (M-commerce) has grown rapidly in the last few years, and
electronic commerce (E-commerce) has also become much more influential.Globally, e-commerce is a
significant driver of economic growth. One significant driver of global economic growth is e-commerce. In
e-commerce, the coordination and efficient handling of many transactional elements, such as participants,
finances, and materials.

A modern market economy is primarily a type of credit economy.Credit is the basis for the proper
operation of the market economy and the presumption of commodity exchange. Furthermore, decentralization
is necessary in the digital economy in addition to a reliable value delivery mechanism. Currently,
manufacturing, distribution, and maintenance of electronic payment methods are left to a third party (banks,
e-commerce platforms, etc.). Although the centralized architecture makes management and regulation easier,
system security is impacted.

BT is characterized by its decentralized architecture and tamper-proof method. It can be used for smart
contracts, e-commerce, and other things. To guarantee data confidentiality and transparency, a blockchain-
based Peer-to-Peer (P2P) transaction contract can be created. Smart contracts are usually used to exchange
digital assets Haibo Tian et al.11 of Sun Yat-sen University proposed a blockchain-based method for signing
a fair contract. Transaction information cannot be disputed, and BT is used to verify the security of the
conditions of the agreement between the two parties.
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BT is often at a specific stage of development when it comes to financing, traceability, and asset
transactions. However, there is currently no suitable trading mechanism or application framework for the
application of BT to P2P transactions. Thus, this paper intends to apply to smart contracts and electronic
transactions in light of the existing issues, and build a P2P transaction method based on blockchain.
Overall, this paper presents a comprehensive framework for the block chain based peer to peer transaction.
This project involves creating a user interface and integrating it with blockchain. The user interface is created
with basic and simple web technologies such as HTML, CSS, JavaScript and Angular JS.

Il. RELATED WORKS

Smart Contracts: security patterns in the Ethereum ecosystem and solidity

Blockchain-based smart contracts are gaining a lot of interest from the scientific community and new
business applications because they remove the need for a trusted third party by enabling untrusted parties to
manifest contract terms in program code. Writing secure and functional contracts in Ethereum, the most
popular smart contract platform available today, is a challenging undertaking. Science and industry have only
recently begun to conduct research on this subject. We have developed numerous typical security patterns
based on an analysis of gathered data using Grounded Theory methodologies, which we explain in detail using
Solidity, the primary Ethereum programming language. The patterns that are provided provide solutions to
common security problems and are applicable.

Ethereum is a major blockchain-based ecosystem that provides an environment to code and run smart
contracts. Writing smart contracts in Solidity is so far a challenging undertaking. It involves the application
of unconventional programming paradigms, due to the inherent characteristics of blockchain based program
execution. Furthermore, bugs in deployed contracts can have serious consequences, because of the immediate
coupling of contract code and financial values. Therefore, it is beneficial to have a solid foundation of
established and proven design and code patterns that ease the process of writing functional and error free code.

Bitcoin:A peer- to- peer Electronic cash system

Online payments might be transmitted straight between parties without passing through a banking
institution if electronic cash was only available peer-to-peer. Digital signatures help, but if a reliable third
party is still needed to stop double-spending, the primary advantages are negated. We provide a peer-to-peer
network-based solution to the double-spending issue. By hashing transactions into a continuous chain of hash-
based proof-of-work, the network creates a timestamp that cannot be altered without repeating the proof-of-
work. The longest chain is evidence of the order in which the events were seen as well as the source of the
greatest amount of processing power.Online payments could be made using an electronic cash that is solely
peer-to-peer.

Blockchain -Based Smart contracts: A systematic mapping study

Smart contracts are a compelling aspect of blockchain technology. Executable code that operates on
top of the blockchain and allows an agreement between untrusted parties to be facilitated, carried out, and
enforced without the need for a trusted third party's intervention is known as a smart contract. In this work,
we gather all the technical research related to smart contracts through a thorough mapping analysis. By doing
this, we hope to determine the hot subjects and unresolved issues in smart contract research going forward.
24 publications are extracted from various scientific databases. The findings indicate that identifying and
resolving smart contract issues constitutes almost two thirds of the articles. It is determined that there are four
main concerns: privacy, security, codification, and performance.

The remaining papers concentrate on applications of smart contracts or other subjects connected to
smart contracts. Here are several research gaps that need to be filled in further investigations.

In most existing systems, parties perform transactions in a centralized manner that necessitates the
engagement of a reliable third party, such as a bank. On the other hand, this might lead to expensive transaction
costs and security problems (like a single point of failure). In order to address these problems, untrusted actors
can now engage with one another in a distributed manner without the assistance of a reliable third party thanks
to blockchain technology. Blockchain is a distributed database that keeps track of every network transaction
ever made. Blockchain was first presented in connection with the peer-to-peer digital payment system known
as Bitcoin, but it later developed into a framework for creating a variety of decentralized applications. Smart
contracts are a compelling application that can be implemented on top of blockchain technology.

Executable code that operates on the blockchain to enable, carry out, and uphold the conditions of an
agreement between untrusted parties is known as a smart contract. It can be compared to a system that, upon
fulfillment of certain regulations, transfers digital assets to all or some of the parties involved.Smart contracts
have lower transaction costs than regular contracts since they don't depend on a reliable third party to function.
While there are several blockchain systems available for creating smart contracts, Ethereum is the most widely
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used. This is due to Ethereum's programming language's support for the Turing-completeness feature, which
enables the creation of more complex and customized contracts.

In the literature, smart contracts have been defined in a variety of ways. The definitions in were
categorized by the author into two groups: smart contract code and smart legal contract. "Code that is stored,
verified, and executed on a blockchain™ is what smart contract code is. The blockchain's capabilities and the
programming language used to write the contract determine this smart contract's functionality. Code that
completes or replaces legal contracts is referred to as a smart legal contract. The ability of this smart contract
is contingent upon the legal, political, and business establishments rather than technology.

I1l. RESEARCH METHODOLOGY

Our study aims to develop a decentralized transaction model with an immutable cryptographic signature
called an hash. A decentralized network is a network configuration where there are multiple authorities
serving as a centralized hub for participants. In the computing world, a decentralized network architecture
distributes workloads among several machines instead of relying on a single central server.This section
speaks about the decentralized system.
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Fig. 1. Work flow diagram
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A. Decentralized system

Decentralized systems in blockchain operate based on the principles of distributed ledger technology
(DLT), where transactions are recorded across a network of nodes without the need for a central authority.
Transactions are recorded on a distributed ledger, which is a decentralized database shared among all nodes in
the network.Each node maintains a copy of the ledger and independently verifies the integrity of transactions
using cryptographic algorithms.
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Fig. 2.Decentralized system architecture for blockchain transaction

B. Blockchain implementation

The following section gives the brief explanation of the block of code:
class Blockchain:
diff = 18
maxNonce = 2%¥*32
target = 2%*%(256-diff)

block = Block("Genesis text", "Genesis")
dummy = head = block

def add(self, block):
block.previous_hash = self.block.hash()
self.block.next = block
self.block = self.block.next

def mine(self, block)
for n in range(self.maxNonce):
if int(block.hash(), 16) <= self.target:
self.add(block)
print(block)
return block.blockName,block.data
else:
block.nonce += 1
Fig. 3. Class definition
The class blockchain defines diff, maxNonce, and target: These are class attributes that define the difficulty
level of mining, maximum nonce value, and the target hash value required for mining a block.block, dummy,
and head: These are instance attributes representing the first block (genesis block) of the blockchain. dummy
and head are used as pointers to the first block.add(self, block): This method adds a new block to the
blockchain. It sets the previous hash of the new block to the hash of the current block, links the current block
to the new block, and then updates the current block pointer to the new block.mine(self, block): This method
simulates the process of mining a block. It iterates through nonce values until it finds a hash value that meets
the target criteria. If such a hash is found, the block is added to the blockchain using the add method. Otherwise,
the nonce value is incremented and the process continues.
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app = Flask(__name__)
blockchain = Blockchain()
my_dict = []

@app.route('/")
def my_form():
return render_template('index.html',content = "")

@app.route('/',methods=["'POST', 'GET'])

def my_form_post():
PayeeName = request.form['PayeeName’]
AmountTransfer = request.form['AmountTransfer']

nm, tx = blockchain.mine(Block(AmountTransfer, PayeeName))
my_dict.append([nm,tx])
return render_template('index.html', name_list = my_dict)

if __name__=="__main__"

app.run(debug=True)

Fig. 4. Setting up Flask application

The Flask framework is imported to create the web application. An instance of the Flask app is created.
An instance of the Blockchain class is created, assuming it's defined elsewhere. An empty list my_dict is
created to store transaction data. Two routes are defined: The /' route renders the index.html template when the
application is accessed via a web browser. It displays a form for user input. The same '/ route handles form
submissions via POST method. It retrieves PayeeName and AmountTransfer from the submitted form, mines
a new block using the blockchain, appends the transaction data to my_dict, and renders the index.html template
with the updated name_list. The app.run(debug=True) statement runs the Flask application in debug mode.
Make sure you have a template file named index.html in the templates directory (templates/index.html). This
template should contain

HTML code for rendering the form and displaying transaction data. Additionally, ensure that the
Blockchain and Block classes are defined properly in a separate Python file named blockchain.py (assuming
they are not defined within the same file).

C. Incorporation of blockchain with web application

Incorporating a blockchain with a web application can be a powerful way to leverage the decentralized and
secure nature of blockchain technology in various use cases. Below, I'll outline steps on how to integrate a
basic blockchain into a Flask web application: Define the Blockchain: Create a Python file and define the
Blockchain class along with the Block class. Implement methods for adding blocks to the blockchain, mining
blocks, and verifying the integrity of the blockchain.

Setting Up the Flask Application :Create a Flask application (e.g., app.py) to serve as the web interface for
interacting with the blockchain.Define routes for rendering HTML templates and handling form submissions.

Create HTML Templates:Design HTML templates to display forms for user input and to visualize
blockchain data. Use Jinja2 templating engine to dynamically render blockchain data within HTML templates.
Interact with the Blockchain: Implement Flask route handlers to process form submissions, mine new blocks,
and display blockchain data. Use Flask's request object to retrieve data submitted through HTML forms.

As we can see, the decentralized blockchain is integrated with the web application money transaction
system .

IV. RESULTS AND DISCUSSION

In conclusion,the use of blockchain technology in peer-to-peer transactions offers significant benefits such
as increased security, transparency, and efficiency. By leveraging blockchain, transactions can be conducted
securely and transparently without the need for intermediaries, reducing costs and processing times. The project
demonstrates how blockchain can be used to create a decentralized platform for peer-to-peer transactions,
ensuring that transactions are secure and transparent. By breaking down the project into modules, we were able
to focus on each aspect of the project individually, making it easier to develop and manage. In the future,
blockchain-based peer-to-peer transaction systems could be integrated with other blockchain applications, such
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as supply chain management or digital identity verification, to create a comprehensive decentralized ecosystem.
Additionally, the system could be further developed as a mobile application, making it more accessible and
convenient for users to conduct peer-to-peer transactions securely and efficiently.
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