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Abstract: This paper includes encoding and decoding using nonhomogeneous matrix method AM =X.
Where A is encoding Matrix and in M is message matrix. X is unknown message.

Index Terms - Encoding, decoding, Inverse Matrix, Nonhomogeneous Matrix method.

. INTRODUCTION

What is cryptography?

Cryptography is the process of hiding or coding information so that only the person a message was intended
for can read it. The art of cryptography has been used to code messages for thousands of years and continues
to be used in bank cards, computer passwords, and ecommerce. Basic idea of cryptography is that
information can be encoded using an encryption scheme and decoded by decryption scheme. There are lots
of encryption methods ranging from very simple to very complex. Most of them are mathematical in nature.

Encryption is the process of converting normal message (plaintext) into meaningless message
(Ciphertext).

Decryption is the process of converting meaningless message (Ciphertext) into its original form
(Plaintext).

Plaintext

- Ciphertext Plaintext
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Matrix encryption is one among the encrypting methods.

Sensitive information sent over the internet every second like, personal information, credit card number,
bank account numbers etc are encoded or encrypted

What is Matrix?

Matrix, a set of numbers arranged in rows and columns so as to form a rectangular. The numbers are called
the elements, or entries, of the matrix.

e.g A= é ﬂ number of rows=2 and number of columns=2

what is Inverse of Matrix?

The inverse of matrix is a matrix, which on multiplication with the given matrix gives the multiplicative
identity. For a square matrix A, its inverse is A, and A - A1= Al. A =1, where | is the identity matrix. The
matrix whose determinant is non-zero and for which the inverse matrix can be calculated is called an

) . . . __1—1._11/2]

invertible matrix. For example, the inverse of A = A= [0 5 ] is A= [0 1/2 as
11 -1 [1 1/2]_ 1 0]_

AAT = [0 2 ] 0 1/2f [0 1]"

e PV S N P

How to find inverse?

In the case of Real Numbers, the inverse of any real number a was the number a, such that a times a”
! equals 1. We knew that for a real number, the inverse of the number was the Reciprocal of the number, as
long as the number wasn't zero. The inverse of a square matrix A, denoted by A, is the matrix so that the
product of A and Al is the identity matrix. The identity matrix that results will be the same size as matrix A.

The formula to find the inverse of a matrix is: A = 1/]A| - Adj A, where

e |Alis the determinant of A and
o Adj Ais the adjoint of A

Note: For a matrix to have its inverse exists:

e The given matrix should be a square matrix.

e The determinant of the matrix should not be equal to zero.

Determinanat: The determinant of matrix is the single unique value representation of a matrix. The
determinant of the matrix can be calculated with reference to any row or column of the given matrix. The
determinant of the matrix is equal to the summation of the product of the elements and its cofactors, of a
particular row or column of the matrix.

Singular Matrix: A matrix having a determinant value of zero is referred to as a singular matrix. For a
singular matrix A, |JA| = 0. The inverse of a singular matrix does not exist.

Non-Singular Matrix: A matrix whose determinant value is not equal to zero is referred to as a non-
singular matrix. For a non-singular matrix |A| # 0 and hence its inverse exists.

Adjoint of Matrix: The ad joint matrix is the transpose of the cofactor matrix .

Rules for Row and Column Operations of a Determinant:

The following rules are helpful to perform the row and column operations on determinants
The value of the determinant remains unchanged if the rows and columns are interchanged.

The sign of the determinant changes, if any two rows or (two columns) are interchanged.
If any two rows or columns of a matrix are equal, then the value of the determinant is zero.
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If every element of a particular row or column is multiplied by a constant, then the value of the
determinant also gets multiplied by the constant.

If the elements of a row or a column are expressed as a sum of elements, then the determinant can be
expressed as a sum of determinants.

Methods to Find Inverse of Matrix

The inverse of a matrix can be found using two methods. The inverse of a matrix can be calculated through
elementary operations and through the use of an adjoint of a matrix. The elementary operations on a matrix
can be performed through row or column transformations. Also, the inverse of a matrix can be calculated by
applying the inverse of matrix formula through the use of the determinant and the adjoint of the matrix. For
performing the inverse of the matrix through elementary column operations we use the matrix X and the
second matrix B on the right-hand side of the equation.

[1] Elementary row or column operations
[2] Inverse of matrix formula (using the adjoint and determinant of matrix)

Let us check each of the methods described below.
Elementary Row Operations

To calculate the inverse of matrix A using elementary row transformations, we first take the augmented
matrix [A | I], where | is the identity matrix whose order is the same as A. Then we apply the row
operations to convert the left side A into I. Then the matrix gets converted into [I | A™].

Elementary Column Operations

We can apply the column operations as well just like how the process was explained for row operations to
find the inverse of matrix.

Inverse of Matrix Formula

The inverse of matrix A can be computed using the inverse of matrix formula, A = (adj A)/(det A). i.e., by
dividing the adjoint of a matrix by the determinant of the matrix. The inverse of a matrix can be calculated
by following the given steps:

Step 1: Calculate the minors of all elements of A.

Step 2: Then compute the cofactors of all elements and write the cofactor matrix by replacing the
elements of A by their corresponding cofactors.

Step 3: Find the adjoint of A (written as adj A) by taking the transpose of the cofactor matrix of A.

Step 4: Multiply adj A by the reciprocal of the determinant.

Method/Procedure to encrypt using Nonhomogeneous Matrix Method
Assigning numbers to each letter in the alphabets:

1 2 3 4 5 6 7 8 9

A B C D E F G H |

10 11 12 13 14 15 16 17 18

J K L M N O P Q R

19 20 21 22 23 24 25 26 0

S T U V W X Y Z Space
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Matrix Encryption

We need two thinks

Encoder is a matrix

Decoder is it’s inverse

For example

Let A be the encoding matrix, M be the message matrix, and X will be the encrypted matrix then,
Mathematically, the operation is

To encode X=AM

The sizes of A and M will have to be consistent.

To decode M=A4"1 X

The encoding matrix A must have inverse for this scheme to work.
Encode the message “THE EAGLE HAS LANDED”

3 01 1
) ..~ |1 2 5 0
Encoding matrix A= 113 0
2 0 1 1
20 5 5 19 14
.8 1 0 0 4
Message Matrix M= e 7 g 12 &
0O 12 1 1 4
Encryption —Lock
X=AM
3 01 1 20 5 5 19 14
w=[1 2 50|[8 1 0 0 4
1 1 3 0 5 7 8 12 5
2 0 1 1 0 12 1 1 4
65 34 24 70 51
x=[ 61 42 45 79 47

43 27 29 55 33
45 25 19 51 37

The matrix X is meaningless
Decryption —Unlock
To convert meaningless matrix to message matrix we need inverse matrix of A.
i 0 o0 -1
2 3 -5 -2

-1 -1 2 1
-1 1 -2 2

A1=

To obtain massage matrix M, multiply to meaningless matrix X by inverse matrix A=1 .
i.e
M=4"1x
1 0 o0 -1\ /65 34 24 70 51
2 3 -5 -2|[61 42 45 79 47
-1 -1 2 1 43 27 29 55 33
-1 1 -2 2 45 25 19 51 37

M=
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20 5 5 19 14

.- 8 1 0 0 4

Message Matrix M= 5 7 8 12 &
0 12 1 1 4

Decode massage is “The Eagle has Landed”

Conclusion
In this paper Using nonhomogeneous Method Encode and decode message securely and safely
It will help in the sector wherever security of message required
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