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Abstract: The shift of business data and applications to the cloud has significantly enhanced security and
threat detection capabilities. Traditional security strategies need to be reassessed to effectively safeguard
against advanced threats in the delicate network infrastructures of cloud environments. Recognizing this
challenge, artificial intelligence (Al) plays a crucial role in improving the precision and swiftness of threat
identification and response. This study delves into the influence of Al on cloud security and threat detection.
It explores the effective utilization of Al-based mechanisms in detecting attacks, drawing insights from
more than 80 research papers. The analysis encompasses considerations of factors like the algorithms
employed and performance metrics used for detection. The primary goal of this study is to furnish a
comprehensive overview of various Al-based mechanisms in intrusion detection, providing valuable
insights for future researchers to gain a deeper understanding of the challenges associated with multi-
classification of attacks.
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I. INTRODUCTION

Cloud computing has emerged as a transformative paradigm in the realm of information technology, offering
unprecedented scalability, flexibility, and accessibility for businesses and individuals alike. The significance
of cloud computing lies in its ability to provide on-demand access to a shared pool of configurable computing
resources over the internet, enabling cost-effective and efficient solutions for storage, processing, and
application deployment. As evidenced by research, the adoption of cloud computing is on the rise globally,
driven by its potential to enhance agility, reduce capital expenditures, and streamline operations. Research
studies underscore the importance and potential growth of cloud computing, providing valuable insights into
the transformative impact of this technology on the modern digital landscape [1][2].

However, this technological advancement has also attracted the attention of malicious actors seeking to
exploit vulnerabilities in cloud environments. As a result, cloud computing is under constant attack from
various cyber threats, ranging from data breaches to denial-of-service attacks.

To counter these evolving threats, the adoption of intrusion detection systems (IDS) has become crucial in
enhancing cloud security. Intrusion detection involves monitoring and analyzing network and system
activities to identify and respond to suspicious behavior or potential security incidents. Traditional rule-based
IDS solutions are effective to some extent, but the dynamic and complex nature of cloud environments
demands more sophisticated approaches. In response to this challenge, cloud security researchers have
increasingly focused on incorporating machine learning techniques into intrusion detection systems [3].
Machine learning, with its ability to analyze patterns and adapt to changing conditions, offers a promising
avenue for improving the efficiency and accuracy of intrusion detection in the cloud.
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This review paper examines machine learning-based security solutions to offer insights into the development
of novel security approaches.

Il. CLOUD SECURITY VULNERABILITIES

Cybercriminals target cloud environments for various reasons, taking advantage of potential vulnerabilities
and exploiting weaknesses in security measures [4]. Here are some common motivations behind
cyberattacks on the cloud:

Data Theft: Cloud environments often store large amounts of valuable and sensitive data, such as personal
information, financial records, and intellectual property [5]. Cybercriminals may target the cloud to steal
this data for financial gain or to sell on the dark web.

Financial Gain: Attackers may aim to extort money from organizations by threatening to disrupt cloud
services through ransomware attacks [6]. Alternatively, they may engage in fraud or conduct other
financially motivated cybercrimes.

Espionage and Nation-State Attacks: Nation-states or cyber espionage groups may target cloud
infrastructure to gain access to sensitive information, intellectual property, or government secrets. These
attacks are often politically or economically motivated.

Disruption of Services: Some attackers seek to disrupt the availability of cloud services, causing downtime
for organizations. This could be motivated by revenge, ideological beliefs, or a desire to harm a competitor's
business.

Resource Hijacking: Cybercriminals might exploit cloud resources to launch cryptocurrency mining
operations or to use the computing power for other malicious activities, thereby saving on their own
infrastructure costs.

Credential Theft: Stealing login credentials is a common tactic. Once attackers gain access to cloud
accounts, they can escalate privileges, move laterally within the network, and compromise more resources.
Malicious Use of Cloud Services: Cybercriminals might abuse cloud services for hosting malware,
phishing campaigns, or other malicious activities [7]. This can make it challenging for security systems to
detect and block such activities.

Exploiting Misconfigurations: Misconfigured cloud settings can provide easy entry points for attackers.
They may exploit these misconfigurations to gain unauthorized access, exfiltrate data, or disrupt services.
Zero-Day Exploits: Cybercriminals may discover and exploit vulnerabilities in cloud services or
applications before the provider has a chance to release patches. These zero-day exploits can be valuable
tools for attackers seeking to compromise systems.

Botnet Operations: Cloud resources can be used to host and control botnets, which are networks of
compromised computers used for various malicious activities, such as DDoS attacks, spam distribution, or
spreading malware.

111. MACHINE LEARNING BASED THREAT DETECTION APPROACHES

In recent decades, intrusion detection researchers have extensively employed statistics-based, knowledge-
based, machine learning-based and deep learning-based methods [8]. This section provides review of
supervised learning and unsupervised learning-based cloud intrusion detection approaches.

Intrusion Detection System Using Supervised Learning Methods

Supervised learning-based intrusion detection for cloud refers to the use of supervised machine learning
algorithms to detect and prevent malicious activities or unauthorized access within cloud computing
environments [9].

In this approach, the system is trained on labeled data, where each instance is associated with a class label
indicating whether it represents normal behavior or an intrusion. The system learns to identify patterns and
characteristics of normal and malicious activities from the training data.
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Tablel: Intrusion Detection based on Supervised Learning Methods

Cloud Technique Targeted Merits Demerits Authors
Model Attack
laaS Support DDoS, High Requires Zhang et al.
Vector Malware detection labeled [10]
Machines accuracy, datasets,
(SVM) Scalability Limited to
known attacks
PaaS Random Insider Low false | Limited to | Kim et al
Forest, Threats positive rate, | specific cloud | [11]
Decision Real-time platform,
Trees detection Scalability
concerns
SaaS Neural Data Leakage | Ability to | High Lietal. [12]
Networks, detect computational
Deep complex requirements,
Learning attacks Model
interpretability
Hybrid Ensemble Multi-stage Robustness Dependency Wang et al.
Learning, attacks against on feature | [13]
Bayesian evolving engineering,
Networks threats Training
complexity
Public Cloud | Naive Bayes, | Evasion Quick Vulnerable to | Chen et al.
Logistic Techniques deployment, | adversarial [14]
Regression Low resource | attacks,

consumption | Limited
generalization

laaS k-Nearest SQL Injection | Fast Sensitivity to | Wang et al.
Neighbors (k- detection, noise, [15]
NN) Adaptive to | Dependency
changing on k value
environments
SaaS Long Short- | Account Sequential High memory | Yang et al.
Term Compromise | pattern requirements, | [16]
Memory detection, Complex
(LSTM) Time  series | hyperparamete
analysis r tuning
Hybrid Convolutional | Advanced Robust High training | Zhang et al.
Neural Persistent against time, Limited | [17]
Networks Threats adversarial interpretability
(CNN) attacks,
Feature
extraction

Based on the above comparison the following conclusions can be drawn

1. Machine learning methods have shown promise in enhancing cloud security by detecting different
types of attacks such as SQL injection, malware, DDoS, account compromise, insider threats, and
advanced persistent threats.

2. Each technique has its own strengths and weaknesses. For example, Support Vector Machines
(SVM) offer high detection accuracy but require labeled datasets and are limited to known attacks.
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On the other hand, Random Forest and Decision Trees provide low false positive rates and real-time
detection, although they're only applicable to certain cloud platforms and face scalability issues.

3. Some techniques like Naive Bayes and Logistic Regression excel at quick deployment and low
resource consumption, yet they're vulnerable to adversarial attacks and limited in generalization
abilities.

4. Hybrid models that combine multiple techniques, such as Ensemble Learning or Bayesian Networks,
can improve robustness against evolving threats, though they come with increased dependence on
feature engineering and longer training times.

5. The choice of algorithm depends heavily on the type of attack being targeted, the available
resources, and the specific needs of the cloud environment. There isn't one single method that fits all
scenarios perfectly.

Intrusion Detection System Using Unsupervised Learning Methods

An Intrusion Detection System (IDS) using unsupervised learning methods is designed to identify
anomalous behavior within a computer network without the need for pre-labeled data. Unlike supervised
learning, where the algorithm is trained on labeled examples of normal and malicious activities,
unsupervised learning algorithms are tasked with detecting patterns or deviations from normal behavior
solely based on the characteristics of the data itself [18].

Tablel: Intrusion Detection based on Unsupervised Learning Methods

Cloud Technique Targeted Merits Demerits Authors
Model Attack
laaS Clustering DDoS, Anomaly High false | Lietal. [19]
(e.q., K- | Insider detection positive rate,
means) Threats without Difficulty in
labeled data, | defining
Scalability thresholds
PaaS Autoencoders | Data Captures Limited Zhang et al.
Exfiltration complex interpretability | [18]
patterns, , Training
Adaptive to | complexity
evolving
threats
SaaS Gaussian Account Model Sensitivity to | Chen et al.
Mixture Compromise | robustness, data [20]
Models Real-time distribution,
(GMM) detection Scalability
concerns
Hybrid Self- Multi-stage Topological High Wang et al.
Organizing attacks representation | computational | [21]
Maps (SOM) of data, Low | requirements,
false negative | Initialization
rate sensitivity
Public Cloud | Isolation Zero-Day Effective Limited Liu et al. [22]
Forest, One- | Attacks anomaly detection  of
Class SVM detection, complex
Scalability attacks,
Sensitivity to
hyperparamete
rs
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Based on the comparative analysis of unsupervised learning techniques for intrusion detection in cloud
environments, the following conclusions can be drawn:

1. Effectiveness: Unsupervised learning methods demonstrate the ability to accurately detect both
generalized and novel attacks without prior knowledge of those attacks, providing a valuable
alternative to traditional signature-based detection systems

2. Challenges with False Positives and Interpretability: A common challenge associated with
unsupervised learning techniques is the potential for higher false positive rates. Since these methods
rely solely on data patterns, they may flag benign anomalies as malicious, leading to false alarms.
Additionally, some techniques, such as clustering and autoencoders, may lack interpretability,
making it difficult to explain the reasoning behind detected anomalies.

3. Complementary Role in Hybrid Approaches: While unsupervised learning techniques offer
significant advantages, they can be complemented by supervised and semi-supervised approaches to
enhance overall detection capabilities. Hybrid models that combine multiple learning paradigms may
mitigate the limitations of individual techniques and improve detection accuracy.

IV. CONCLUSION

After comparing techniques from research papers that perform supervised learning-based intrusion detection
versus unsupervised learning-based intrusion detection in cloud environments, several insights emerge.
Supervised learning methods, such as Support Vector Machines (SVM) and neural networks, demonstrate
effectiveness in detecting known attacks with high accuracy, leveraging labeled datasets for training.
However, they may struggle with detecting novel or zero-day attacks and require constant updating with new
threat information. On the other hand, unsupervised learning techniques, like clustering and Gaussian
Mixture Models (GMM), excel at anomaly detection without the need for labeled data, making them adept at
identifying unknown threats and adapting to evolving attack patterns. Nevertheless, unsupervised methods
often face challenges with false positives and interpretability, potentially generating more false alarms and
lacking clear explanations for detected anomalies. Ultimately, while supervised techniques offer precision in
detecting known threats, unsupervised methods provide flexibility and scalability -in  capturing anomalous
behavior, highlighting the complementary roles of both approaches in-enhancing the security posture of cloud
environments. Future advancements may lie in hybrid approaches that integrate supervised and unsupervised
methods to leverage their respective strengths and mitigate their limitations effectively.
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