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ABSTRACT: Phishing is the simplest method of obtaining sensitive information from unsuspecting
consumers. The goal of phishers is to obtain sensitive information such as usernames, passwords, and
bank account information. Cyber security professionals are now looking for reliable and consistent
detection solutions for phishing websites. This project uses machine learning and databases to detect
phishing URLs by extracting and analyzing different aspects of authentic and phishing URLs. The goal of
the Paper is to detect phishing URLSs and to narrow down the best machine learning method by analyzing
each algorithm's accuracy and precision rate. The algorithms are trained using an existing dataset
containing of legitimate and phishing URLs and later used to detect phishing websites. This application
was developed, keeping in mind the circulation of malicious URLSs in social media. Anyone can use this
application to detect the validity of the URL before trying to navigate to the website. The use of blacklist
approach reduces the response time for phishing detection.
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I. INTRODUCTION

A cyberattack is any offensive tactic that targets computer information systems, computer
networks, infrastructures, or personal computer devices. They are unwelcome attempts to steal, expose,
alter, disable or destroy information through unauthorized access to computer systems. A cyberattack can
be launched from anywhere by any individual or group using one or more various attack strategies. Most
common types of cyberattacks are: malware, man-in-themiddle, phishing, distributed denial of service
(DD0S), SQL injection, & ran. Web phishing is one of many security threats to web services on the
Internet. Web phishing aims to steal private information, such as usernames, passwords, and credit card
details, by way of impersonating a legitimate entity. So this project mainly focuses on applying a machine
learning framework to detect phishing websites.

1. PROBLEM IDENTIFICATION

With the growth in the field of e-commerce, phishing attack and cybercrimes are rapidly growing. Attackers
use websites, emails, and malware to conduct phishing attacks. According to the Anti-Phishing Working
Group (APWG) Q4 2020 report, in 2020, there was an average of 225,759 phishing attacks per month, an
increase of 220% compared to 2016. The country most affected by phishing sites is China, with 47.9% of
machines infected. Phishing has become one of the biggest threats in cyber security. According to the FBI
Internet Crime Centre data records, the economic loss due to phishing crimes can reach $3.5 billion in 2019.
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Phishing crimes are usually underreported. This technique involves manipulating the user to download
malicious files, redirecting to malicious websites, compromising user credentials as well as collecting
sensitive information like bank account details etc. Phishing website detection helps the user to determine
whether the website is suspicious or not by extracting and analyzing relevant URL features using Blacklist
and Machine Learning approach.

11.OBJECTIVES

The main objective of this project is to improve the existing phishing detection techniques. Through this
project we aim to:

- Observe the existing and proposed applications for phishing detection.

- Establish the need for incorporating machine learning approach as a solution for the problem statement.

- Collect the datasets of URL-based features for phishing and legitimate websites from reliable open source
platforms.

- Identify significant predictors from all available aspects of URL dataset.

- Eliminate duplicate, low-variance data and identify missing values to obtain a valid dataset.

- Choose machine learning algorithms to compare for best classification performance.

- Train classifier using the obtained dataset and consider predictor importance and various evaluation metrics.
- Create a MongoDB blacklist consisting of suspicious URLS.

- Develop feature extraction code to acquire feature values corresponding to the dataset used.

- Develop a Ul for user input and display of results.

- Integrate the various components of the project — classifier, blacklist and Ul and deploy the final
application.
- Help in improvising existing techniques for phishing website detection.

IV.METHODOLOGY

This project proposes a framework that integrates two different approaches for phishing website detection:
1) Blacklist Approach

2) Machine Learning Approach.

The Blacklist method is used for faster detection of illegitimate URLS through quick access into the
database. Machine Learning is used for predicting new phishing URLs. The proposed framework comprises
of the following steps:

Data Acquisition: This step involves collection of datasets consisting of both phishing and legitimate
URLSs from open-source platforms like Kaggle. The balanced dataset consists of 11430 URLs with exactly
50% phishing and 50% legitimate URLSs.

Data Visualization: Data visualization is the process of analyzing the data and observing how different
factors affect the data and how the various columns in the dataset are related with the help of charts, graphs
and other visuals. The resulting visual representation of data makes it easier to identify new insights about
the information represented in the data. Through this process we are able to observe how each URL feature
affects the possibility of the website being phishing.

Database Creation: This step involves creation of blacklist consisting of only phishing URLs. A new csv
file is created to store only the illegitimate URLs. This list is then pushed into a mongoDB collection.
MongoDB enables the quick access of already stored illegal websites.

Training of Machine Learning Model and Prediction: This process includes selecting the suitable ML
algorithm and training it using URL features collected from dataset. 75% of the dataset is used for training.
In this project we have used Random Forest Classifier for training the model.

Random Forest Classifier: Random Forest is a classifier that contains a number of decision trees on
various subsets of the given dataset and takes the average to improve the predictive accuracy of that dataset.
Each tree in a random forest specifies the class prediction, and the result will be the most predicted class
among the decision of trees. Random Forests achieve a reduction in overfitting by combining many weak
learners that underfit because they only utilize a subset of all training samples. Random Forests can handle
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a large number of variables in a data set. Also, during the forest construction process, they make an
unbiased estimate of the generalization error. Besides, they can estimate the lost data well. We found that
Random Forest is highly accurate, relatively robust against noise and outliers, it is fast, simple to implement
and understand, and can do feature selection implicitly. Being unaffected by noise is the main advantage of
Random Forest. According to Central Limit Theorem, Random Forest reduces variance by increasing the
number of trees
Extraction of URL Features: The user provides URL of the required website as input. Relevant features
are extracted from this URL and a dataframe is created. This dataframe is then passed to the trained

Random Forest Classifier for prediction. Some of the URL features are:
« URL Length: Phishers can use a long URL to hide the doubtful part in the address bar.
- Having IP Address: If an IP address is used instead of the domain name in the URL.

- Shortening Service: Links to the webpage that has a long URL.

- Having @ Symbol: Using the @ symbol in the URL leads the browser to ignore everything preceding the
@ symbol and the real address often follows the @ symbol.

- Prefix Suffix: Phishers tend to add prefixes or suffixes separated by (-) to the domain name so that users
feel that they are dealing with a legitimate webpage.

- Age of Domain: If the age of the domain is less than a month.

« Web Traffic: This feature measures the popularity of the website by determining the number of visitors.
Automatic Modification of Blacklist: When the URL entered by the user is classified as phishing, it is
automatically added to the blacklist database so that in future if the same URL is searched then the system
can directly fetch it from database and classify it as phishing.

V. RESULTS
Catch Phish - A Webpage for Phishing Website Detection
We have created a web application called Catch Phish to detect the phishing websites. The user interface is
designed using HTML and CSS. Flask framework is used to build the web application.
Homepage: The homepage consists of details about the website. The user can click on ,,Catch a Phish*
button or can click on the ,,Catch a Phish!* option on navbar to visit the page where he can enter the URL.

. . . . . .
Phishing Detection page using Machine Learning
and Blacklist Approach

The objective of this application is to improve on existing phishing == 0]
detection techniques by creating and training machine learning models 4 -
that distinguish suspicious URLs from valid ones based on URL features m ngd k

3
Catch a Phish!

Our Approach

Catch Phish to stay safe from phishing sca

Fig 1: Home Page
Catch a Phish Page: In this page the user can enter the URL of the website he wants to check. After
entering the complete URL, the user should click on the ,,Check for Phish* button. Then the link is sent for
verification.
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C Catch Phish

Enter a URL and press ‘Check for Phish' to verify the legitimacy of the site.

Check for Phish

Fig 2: Catch a Phish page
The form will only take complete URL. If the user enters the website name without the https or http token
the form will ask the user to enter the complete URL. For example, if the user enters the URL as
»,Www.google.com* the form will ask the user to enter the complete URL including the http or https token.

c Catch Phish

fy the legitimacy of the site.

Fig 3: Invalid URL Entry
Result Page: If the user enters the valid URL, it will be verified and the user will be sent to the result page
where the application will display whether the URL is fake or legitimate. If the entered URL is classified as
legitimate then the webpage will notify the user about its legitimacy.

( Catch Phish

Entered URL: RiERll

This site seems safe. Happy browsing!

Fig 4: Results for Legitimate URL
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If the URL is classified as phishing then the system will warn the user to not to visit the fake website.

Ceatchphish  Home Catcl

EE VN itos://bperrgroup.com/

Classified as: Phishy

Uh-oh. According to our analysis, this site
seems suspicious.

Fig 5: Result for phishing URL

VI.CONCLUSION

Through this project, we have improvised the current phishing detection techniques by combining both
blacklist and machine learning approaches. The use of blacklist approach reduces the response time since
the URL will be searched in the database before going through feature extraction and being passed to the
classifier for prediction. We have considered 22 URL features for which we obtained the accuracy up to
92%. This application can be used by everyone to detect the phishing websites which are circulated
nowadays through social medias. The simple design helps the user to understand the usage and easily access
the application. This can be helpful in reducing the phishing attacks which are being carried out by sharing
the malicious URLSs.
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