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Abstract: 

The concentrate on plan and execution of start to finish scrambled Short Message Service (SMS) utilizing half 

breed figure calculation is roused by high pace of instability of information saw during Short Message Service 

(SMS) on Cell phones. SMS messages are one of the famous methods of correspondence. The point thusly is to 

plan a product for start to finish encryption short message service (SMS) that can cover message while on travel 

to another cell phone utilizing Crossover Code Calculation on Android Working Framework and carry out it for 

security of versatile SMS. Half breed encryption integrates a mix of uneven and symmetric encryption to profit 

from the qualities of each type of encryption. Different encryption calculations have been examined. Optional 

sources were utilized in social affair helpful information. In this exploration work three philosophies are utilized 

— Organized Framework Examination Plan Procedure (SSADM), Item Situated Examination Plan Strategy 

(OOADM) and prototyping. With the assistance of the three cryptographic calculations utilized — Message digest 

5 (MD5), Blowfish and Rivest-Shamir Adleman (RSA); honesty, secrecy, validation and security of messages 

were accomplished. The messages scrambled by created application are likewise impervious to animal power 

assault. The carrying out programs were coded in Java. 

Keywords : Encryption, Hybrid, Security, Integrity, Authentication, Vulnerability, Cryptography, Short 

Message Service (SMS)  

1.  Introduction 

Information security is the process of protecting information. It protects its availability, privacy and integrity. 

Access to stored information on computer databases has increased greatly. 

Mobile communication devices have become common place during the past few years, integrating multiple 

wireless networking technologies to support additional functionality and services. One of the most important 

developments that have emerged from communications technology is Short Message Service (SMS). They are 

designed as part of Global System for Mobile communications (GSM). Banks worldwide are using SMS to 

conduct some of their banking services. For example, clients are able to query their bank balances via Short 
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Message Service (SMS) or conduct mobile payments. In addition, people sometimes exchange confidential 

information such as passwords or sensitive data amongst each other. Short Message Service (SMS) technology 

suffers from some risks such as vulnerabilities, eavesdroppers and unauthorized access. Therefore, we need to 

secure SMS messages and keep their contents private, without increasing their size. 

Short Message Service (SMS) is a standard communication service in the Global System for Mobile 

Communications. It is a technology that enables text messages to be sent and received as same as voice calls. The 

short message is transmitted over the radio channel using the signaling path. The first appearance of Short 

Message Service (SMS) is in Europe in 1992. The maximum size of Short Message Service (SMS) is (160 

characters if 7-bit character encoding) or (70-character if 16-bit Unicode character) is used. Short Message Service 

(SMS) contains some meta-data—sender number and Service center number, Data coding scheme and Protocol 

identifier and Time stamp. 

Short Message Service (SMS) has become one of the fastest and strong communication channels to transmit the 

information across the Worldwide. SMS is the most popular mobile data service. Due to its wide popularity, Short 

Message Service (SMS) technology is used in various field applications. This also includes security sensitive 

fields such as e-banking and e-government. Messages are transmitted as plaintext between mobile user (MS) and 

the Short Message Service Center (SMSC), using wireless network. Short Message Service (SMS) contents are 

stored in the systems of network operators and can be read by their personnel. Short Message Service (SMS) is 

sent as plaintext; unfortunately Short Message Service (SMS) does not offer an secure environment for 

confidential data during transmission. So the traditional Short Message Service (SMS) service offered by various 

mobile operators surprisingly does not provide information security it is strongly required to provide end to-end 

secure communication between end users. Security to the Short Message Service (SMS) is the main problem. 

Encryption is the process of encoding information to prevent anyone other than its intended recipient from 

viewing it. Encrypted messaging (also known as secure messaging) provides end-to-end encryption for user-to-

user text messaging. Encrypted messaging prevents anyone from monitoring your text conversations. 

The majority of experts on information security admit that end-to-end encryption is one of the most reliable 

methods to secure data exchange. Based on this, the messages that are transmitted between end-to-end encryption 

applications can be read only by users of these apps but not by any third party. Such functionality can be achieved 

by using unique keys for data encryption and decryption. Only the end users can generate and store these keys. 

Cipher is an algorithm for performing encryption or decryption. 

Hybrid encryption is a mode of encryption that merges two or more encryption systems. It incorporates a 

combination of asymmetric and symmetric encryption to benefit from the strengths of each form of encryption. 

These strengths are respectively defined as speed and security. 

Hybrid encryption is considered a highly secure type of encryption as long as the public and private keys are fully 

secure. 

2. Statement of Problem 

Short Message Service (SMS) has become one of the fastest and strong communication channels to transmit the 

information across the worldwide. The Short Message Service (SMS) business being on such a great rise is 

vulnerable to attacks. Accordingly it has now turned out to be more basic to encode Short Message Service (SMS) 

before sending. Encrypted messaging isn’t generally vital, but it can still be a welcome safeguard for whenever 

you, your family, or business partners need to communicate sensitive information from one side of the globe to 

the next. Smart phones have become an essential part in the life of the individuals and their priorities at the present 

time.  
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3.  Aim and Objectives 

The aim of the study is to design a software for end-to-end encryption short message service (SMS) that can 

conceal message while on transit to another mobile device using Hybrid Cipher Algorithm on android operating 

system and implement it for security of mobile Short Message Service (SMS). The objectives for achieving this 

are shown below: 

i)  To develop a software that will ensure the encryption of every message transmitted within the network of 

an organization. This software will provide security measures whenever information is transmitted from 

one mobile device to another because it is important to protect the information while it is on transit. 

ii)  To determine the best security encryption algorithm for mobile devices with consideration of Smartphone 

capabilities. 

iii)  To develop a new cryptography algorithm for end-to-end encrypted Short Message Service (SMS) that 

will be better than conventional cryptographic algorithm and highly effective against brute force attack. 

4.  Review of Literatures 

Literatures related to this study are gotten from libraries and online journals. The literature consisting of books, 

journals and other scholarly works were highly informative on the previous related works on security, Short 

Message Service and encryption. However, all reviews were based on the works that are related to research scope. 

[1] proposed “A comparative study of Cryptographic Algorithms”. Their study showed the performance of 

existing cryptographic methods like RSA, AES, Blowfish, DES, Elliptic Curve, MD5, SHA, and RSA algorithms. 

Based on their experimental result it was affirmed that MD5 algorithm takes least encryption time whereas, RSA 

takes largest encryption time. They also found out that Decryption of Blowfish algorithm is better than other 

algorithms. While, hashing based algorithms does not require decryption. 

[2] used their research to propose a new project “Enhancing the Security of DES Algorithm Using Transposition 

Cryptography Techniques” to improve the security of DES algorithm by addition of transposition techniques 

before the process performance of DES algorithm. By using an Enhanced DES algorithm the security was 

improved. When the transposition technique was used before the original DES, the intruder is required first to 

break the original DES algorithm and then transposition technique. Hence, the security was approximately double 

as compared to simple DES algorithm. In contrast to the proposal and implementation of the specific algorithm, 

several other aspects of their works focused on comparison to ascertain the best algorithm for use in securing 

data. These works are pointers to the direction for further research, In 2013 Malhotra and Singh proposed “Study 

of Various Cryptographic Algorithms”. Their proposal took study of AES, DES, RSA, Diffie-Hellman, RC4, 

Blow Fish, ElGamal, MD5, and Miller-Rabin and provided a summary study of works done in various 

cryptography field and various cryptographic algorithms being used through a literature survey of between 2008 

and 2013. Their study provided a direction to the naïve users and allows many new future applications. 

[3] provided the introduction of new Secure SMS Messaging Protocol (SSMS) for the M-payment. It being an 

application layer protocol and is intended for GSM users as a secure bearer in the M-payment system. It uses 

elliptic curve based public key solution which uses public key as secret key for symmetric encryption. Also it 

uses different keys for encryption and Decryption. 

[4] compared the performance analysis of evolving wireless 802.11 security architecture. Their work explained, 

wireless network security methods with emphasis on security layers like WEP shared key authentication and 40 

bit encryption, WEP shared key authentication and 104 bit encryption, WPA with PSK authentication and RC4 
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encryption, WPA with EAP-TLS authentication and RC4 encryption, WPA2 with PSK authentication and AES 

encryption and WPA2 with EAP-TLS authentication and AES encryption plus effects on the throughput [4]. 

[5] proposed accost effective scheme which uses a concept called Cheating Text. The original message is 

embedded in a meaningful text called cheating text. Here, index table called (Real Message Index File) RIF file 

is hashed and sent to the receiver along with the cheating text in which the original message is embedded. 

Authentication is achieved by verifying the hash value of the plain text. 

5. Short Message Service (SMS) 

Short message service (SMS) is a text messaging service component of most telephone, internet and mobile device 

systems [6]. It is a mobile phone application that allows digital phone users to receive text message on their digital 

phones [7]. Each message may be a maximum of 160 characters long. Short Message Service (SMS) message are 

supported by GSM, TDMA and CDMA based mobile phone networks currently in use today [8]. It uses 

standardized communication protocols to enable mobile devices to exchange short text messages. An 

intermediary service can facilitate a text-to-voice conversion to be sent to landlines. Short Message Service (SMS) 

was the most widely used data application at the end of 2010, with an estimated 3.5 billion active users or about 

80% of all mobile subscribers [6] The benefits of Short Message Service (SMS) to subscriber center on 

convenience, flexibility and seamless integration of messaging services and data access provided by mobile 

platforms. These benefits depend on the application the service provider offers. The advancement of mobile 

technology has revolutionalized the way peoples use mobile devices in their day to day activities [8]. Short 

Message Service (SMS) as used on modern devices originated from radio telegraphy in radio memo pagers that 

used standardized phone protocols. These were defined in 1985 as part of the Global system for mobile 

communications (GSM) series of standards [9]. The first Short Message Service (SMS) message was sent in 1992 

[10]. 

Short Message Service (SMS) is also employed in mobile marketing a type of direct marketing [11]. According 

to one market research report as of 2014 the global Short Message Service (SMS) messaging business was 

estimated to be worth over $100 billion, accounting for almost 50 percent of all the revenue generated by mobile 

messaging [12]. While Short Message Service (SMS) is still a growing market, it is being increasingly challenged 

by internet protocol based messaging services such as apples, massage, face book Messenger Whats App, Viber 

Wechat (in china) and line (in Japan) available on smart phones with data connections. It has been reported that 

over 97% of smart phone owners use alternative messaging services at least one a day (Figure 1). 

 

Figure 1. Transmission Path of SMS: Source (Rohan, Sanket and Priyanka, 2012). 
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Short Message Service centers (SMSC) is used to store the Short Message Service messages before they are 

forwarded to the mobile users service provider or another SMSC. Although the network connections between the 

SMSC and nodes in a GSM network are usually protected by virtual private network (VPN) tunnels, the Short 

Message Service (SMS) messages are stored unencrypted at the SMSC. This means that employees of SMSC 

operators or others who can hack into can view all the SMS messages passing through the SMSC. Many Short 

Message Service Centre (SMSCs) also retain a copy of the SMS messages for audit, billing and dispute resolution 

purpose. If an attacker manages to compromise the SMSC, the attacker can also read the SMS traffic. 

Some of the features of Short Message Service (SMS) that have led to its popularity are: 

1) Short Message Service (SMS) supports confirmation of message delivery. The sender of the message can 

choose to receive a return message back to indicate whether the Short Message Service (SMS) has been delivered 

or not. 

2) Short Message Service (SMS) can be sent and received simultaneously with other traffic. SMS uses the control 

channel as a transport mechanism, unlike voice, data and fax calls which use dedicated radio channels for the 

duration of the call. 

3) Short Message Service (SMS) compression and concatenation have been defined and incorporated into the 

GSM SMS standards. As such, the original 160 character limitation has been overcome. 

However, [13] state that Short Message Service (SMS) is a mobile technology that enables sending and receiving 

of messages between text-enabled Smartphone’s. It was included in the GSM standards right at the beginning and 

later ported to wireless technologies like Code Division Multiple Access (CDMA) and Time Division Multiple 

Access (TDMA). As implied by its name “Short Message Service”, the data value that can be held by an SMS 

message is very limited. For instance one SMS message can contain at most 160 bytes of data when 8 bit character 

encoding is used or 80 characters if 16-bit Unicode character encoding is used [13]. SMS text messaging supports 

languages internationally and works fine with all languages supported by Unicode including Arabic, Chinese, 

Japanese and Korean. 

Short Message Service (SMS) application has become successful and a massive revenue earner worldwide among 

all wireless carrier. Besides text, SMS messaging can also carry binary data; send ringtones, pictures, wallpapers, 

animations and business secrets and other Wireless Application Protocols (WAP) configurations to a mobile 

phone. The wide varieties of application of Short Message Service (SMS) stem from one major advantage, which 

is its compatibility and support for all GSM mobile phones, while others merits are inexpensive nature and old 

mobile phone acceptance. 

5. Security 

Information security is seen as the act of preventing unauthorized access, use, disclosure, disruption, modification, 

inspection, recording or destruction of information [14]. Encryption is the best approach to accomplish 

information security. To read an encrypted file, you must have access to a secret key or password that enables 

you to decrypt it. Unencrypted data is called plain text encrypted data is referred to as cipher text [14]. Keeping 

up security in our personal communication is something everybody wants. The objectives of online security 

include protection of information and property from theft, corruption or threats attack while allowing the 

information and property to remain accessible and productive to its intended users. This affirms that “Security is 

the collective processes and mechanisms by which sensitive and valuable information and services are protected 

from publication, tampering or collapse by unauthorized activities or untrustworthy individuals and unplanned 

events respectively. 
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As short message service (SMS) is currently broadly utilized as a business tool, its security has turned into a 

noteworthy worry for business organization and customers [15]. Encryption is the coding or scrambling of 

information so that it can only be decoded and read by someone who has the correct decoding key [16]. In [17] 

cryptography algorithm was defined as the techniques used for concealing the content of message from all users 

except the sender and the receiver and to authenticate the correctness of the message to the recipient. The most 

common of these are encryption algorithms. A study by [18] On encryption time and algorithms AES, DES, and 

RSA for security showed that advanced encryption standard (AES) consume least encryption time and generates 

better output on decryption of message. 

[18] Opines that in a symmetric key algorithm (e.g. DES and AES) the sender and receiver must have a shared 

key set up in advance and kept secret from all other parties, the sender uses this key for encryption and the receiver 

uses the same key for decryption. He said that in an asymmetric key algorithm (e.g. RSA) there are two separate 

key; a public key is published and enables any sender to perform encryption while a private key is kept secret by 

the receiver and enables only him to perform correct decryption. There are examples of symmetric cryptographic 

algorithms like AES and DES. AES uses various 128,192,256 bit keys while DES uses one 64-bit key [18]. All 

these algorithms can provide authentication, integrity, confidentiality and authorization to data travel from one 

point to another point. The RSA algorithm is the most widely known asymmetric key cryptographic algorithm. 

The entire RSA algorithm can be performed using three step-key generation, encryption, decryption. 

Deploying RSA with object oriented modeling technique yields a better SMS encryption app on android/S [19]. 

Cipher is an algorithm for performing encryption or decryption [20]. The operation of a cipher usually depends 

on a piece of auxiliary information called a key [20]. A series of well defined steps that can be followed as a 

procedure. An alternative, less common term is encipherment. To encipher or encode is to convert information 

into cipher or code. He said that cipher is synonymous with code, as they are both a set of steps that encrypt a 

message codes generally substitute different length string of characters in the output while ciphers generally 

substitute the same number of characters as are input [21]. When using a cipher, the original information is known 

as plaintext and the encrypted form as cipher text. The cipher text message contains all the information of the 

information of the plaintext message, but is not in a format readable by a human or computer without the proper 

mechanism to decrypt it. The encrypting procedure is varied depending on the key which changes the detailed 

operation of the algorithm. 

A key must be selected before using a cipher to encrypt a message. Without knowledge of the key, it should, be 

extremely difficult if not impossible to decrypt the resulting cipher text into readable plaintext. Modern encryption 

methods can be divided by two criteria by type of key used and by type of input data. By type of key used ciphers 

are divided into symmetric key algorithms (private key cryptography) where the same key is used for encryption 

and decryption and asymmetric key algorithms (public key cryptography) where two different keys are used for 

encryption and decryption. He added that ciphers can be distinguished into two types by the type of input data—

block ciphers which encrypt block of data of fixed size and stream ciphers which encrypt continuous streams of 

data. 

6. Global System for Mobile Communication (GSM) and Security 

The Global System for Mobile Communications (GSM) is a standard developed by the European 

Telecommunications Standards Institute (ETSI) to describe the protocols for second-generation (2G) digital 

cellular networks used by mobile devices such as mobile phones and tablets. It was first deployed in Finland in 

December 1991 [22]. By the mid-2010s, it became a global standard for mobile communications achieving over 

90% market share, and operating in over 193 countries and territories [23]. 
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2G networks developed as a replacement for first generation (1G) analog cellular networks. The GSM standard 

originally described a digital, circuit-switched network optimized for full duplex voice telephony. This expanded 

over time to include data communications, first by circuit-switched transport, then by packet data transport via 

General Packet Radio Service (GPRS), and Enhanced Data Rates for GSM Evolution (EDGE). Subsequently, the 

3GPP developed third-generation (3G) UMTS standards, followed by fourth-generation (4G) LTE Advanced 

standards, which do not form part of the ETSI GSM standard. 

GSM was intended to be a secure wireless system. It has considered the user authentication using a pre-shared 

key and challenge-response, and over-the-air encryption. However, GSM is vulnerable to different types of attack, 

each of them aimed at a different part of the network [24]. 

The development of UMTS introduced an optional Universal Subscriber Identity Module (USIM), that uses a 

longer authentication key to give greater security, as well as mutually authenticating the network and the user, 

whereas GSM only authenticates the user to the network (and not vice versa). The security model therefore offers 

confidentiality and authentication, but limited authorization capabilities, and no non-repudiation. 

GSM uses several cryptographic algorithms for security. The A5/1, A5/2, and A5/3 stream ciphers are used for 

ensuring over-the-air voice privacy. A5/1 was developed first and is a stronger algorithm used within Europe and 

the United States; A5/2 is weaker and used in other countries. Serious weaknesses have been found in both 

algorithms: it is possible to break A5/2 in real-time with a ciphertext-only attack, and in January 2007, The 

Hacker’s Choice started the A5/1 cracking project with plans to use FPGAs that allow A5/1 to be broken with a 

rainbow table attack [25]. The system supports multiple algorithms so operators may replace that cipher with a 

stronger one. 

Since 2000 different efforts have been made in order to crack the A5 encryption algorithms. Both A5/1 and A5/2 

algorithms have been broken, and their cryptanalysis has been revealed in the literature. As an example, Karsten 

Nohl developed a number of rainbow tables (static values which reduce the time needed to carry out an attack) 

and have found new sources for known plaintext attacks. GSM uses General Packet Radio Service (GPRS) for 

data transmissions like browsing the web. 

7. Methodology 

Research methodology can be defined as a scientific method of enquiry involving formal process of verifying 

knowledge. It entails the plan and systematic collection, analysis and presentation of data. It compasses sources 

of data collected, method, analysis and interpretation of data collected. Research methodology therefore contains 

information on how data was collected, while design referred to planned structure and strategy of investigation 

though in order to get responses to research question and control variance. It can be said to be general program 

of study. It defines how the objects of the study will be accomplished and how problems encountered will be 

treated. 

However, the researcher will employ three methodologies—The Structured Systems Analysis and Design 

Methodology (SSADM) which is a systems approach to the analysis and design of information systems, Object 

Oriented Analysis design Methodology which comprises of the procedure of identifying software engineering 

requirements and developing software specifications in terms of a software system’s object model and 

implementation of the conceptual model produced during object oriented analysis and Prototyping. SSADM 

provides a set of techniques and graphical tools. They allow the researcher to develop a new kind of system 

specifications that are easily understandable to the user. In SSADM the researcher uses graphic symbols, Data 

Flow Diagrams (DFDs) and Data Dictionaries (DDs) to represent the system. Furthermore, the SSADM which 

was adopted in this research work has the following components which are contextually presented below: 
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i)  Problem Identification 

ii)  Feasibility Study 

iii)  Analysis 

iv)  Design 

v)  Implementation 

vi)  Post Implementation Maintenance 

Finally, three cryptographic algorithms were also used—Message digest 5 (MD5), Blowfish and Rivest-Shamir 

Adleman (RSA). 

8. Model of Mobile SMS Encryption App 

The high level model shows the starting of the application with either encryption process or decryption process 

as it deems fit by the user. The high level model is breakdown into two phases—The sender’s system phase and 

the receiver’s system phase. In the sender’s system phase, the user opt to login and create or compose the message, 

then initialize Rivest Shamir Adleman (RSA) for key generation and finally apply Blowfish with RSA or MD5 

with Twofish for message encryption. This is illustrated in Figure 2. 

 

Figure 2. Shows sender’s system phase 

At the receiver’s system phase, the user select login, received the encrypted message, enter the correct key, if the 

key is correct the user will now select Blowfish with RSA or MD5 with Twofish to decrypt the SMS message 

and finally retrieve the plaintext but where the key entered is not correct then access denied. This is also illustrated 

in Figure 3. 
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Figure 3. Shows receiver’s system phase. 

9. Application Screen 

Splash Screen 

The splash screen create room for the user to compose messages, view the inbox and search for contact numbers 

(see Figure 4). 

Compose Message 

In this interface, the user type in the message, select the receipient phone number and click on send button. It also 

has provision for the user to view the recent messages and also access its contact. There is also provision for 

attachment of short messages (see Figure 5). 

Encrypted and Decrypted Messages 

The screen shows the encrypted and decrypted messages. Once the message enters the receiver’s phone. The 

receiver will only see the encrypted message. The receiver will now click on Decrypt button to convert the 

encrypted messge to plaintext. The Delete button is use to delete the message if the receiver want to do so 

(see Figure 6). 
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Figure 4. Shows the splash screen. 

 

Figure 5. Shows the compose message. 

 

Figure 6. Shows encrypted and decrypted message. 
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10. Results and Discussion 

The product created — Plan and Execution of Start to finish Encoded SMS utilizing Mixture Code Calculation is 

planned in Java. The product created was tried with two android telephones to discover the transmission of SMS 

messages across stages. Result demonstrates that transmission of SMS depends on accessibility of remote 

organization administration by network suppliers. The messages sent without administration will be conveyed 

regardless of whether the getting gadget can't be reached, on the off chance that a remote beneficiary is turned 

off, out of reach, the SMS message will be put away in the organization and conveyed when the beneficiary opens 

up once more. Message digest 5 (MD5) calculation assists with accomplishing honesty of the message while 

Blowfish and Rivest Shamir Adleman (RSA) help to accomplish classification and confirmation and furthermore 

give greater security when messages are sent over the organization. 

11. Conclusions 

This paper presents the concentrate on plan and execution of start to finish encryption SMS utilizing Half and 

half Code Calculation. It manages giving security to information utilizing Cross breed Code Calculation. Half 

breed encryption integrates a mix of uneven and symmetric encryption to profit from the qualities of each type of 

encryption. It's undeniably true that messages that are sent between start to finish encryption applications can be 

perused exclusively by clients of these applications yet not by any outsider. Additionally, with the assistance of 

the three cryptographic calculations utilized — Message digest 5 (MD5), Blowfish and Rivest-Shamir Adleman 

(RSA), honesty, classification, confirmation and security of messages were accomplished. 
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