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Abstract: Maximum Distance Separable (MDS) matrices have numerous applications in cryptography and coding theory and
their properties make them a valuable tool for ensuring the confidentiality, integrity and reliability of data transmission and
storage. Cauchy matrices have a variety of applications in different areas of mathematics and computer science including
coding theory, cryptography and signal processing. Rhotrices are represented as coupled matrices of consecutive orders. A
rhotrix provides double security when it is used in place of a matrix in a cryptographic algorithm. Conjugate elements have
several applications in cryptography, particularly in the design and analysis of public key cryptosystem based on finite fields.
In the present paper, we construct Maximum Distance Separable (MDS) rhotrices from Cauchy rhotrices using the conjugate
elements of finite fields. Further, we define Block Cauchy- like Rhotrix. MDS Rhotrices are also constructed using Block
Cauchy- like Rhotrices.

Index Terms - Cauchy matrix; Maximum Distance Separable rhotrix; Conjugates; Finite fields; Block Cauchy-like
Rhotrices.

l. INTRODUCTION

Ajibade (2003) introduced a mathematical structure ‘Rhotrix’, as an extension of matrix, which is defined as follows

a
R3 = <b c d>

e
where a, b, ¢, d, e are real numbers and c is the heart of rhotrix. He introduced the operation of addition and scalar multiplication.
In the rhotrix theory literature, two methods of multiplication of rhotrices are defined. First method of multiplication of rhotrices
is known as heart-oriented multiplication of rhotrices, which was discussed by Ajibade (2003) and further its generalisation was
given by Mohammed et al. (2011) and second method of multiplication is row column multiplication of rhotrices which was
discussed by Sani (2004). These two types of methods of multiplication characterised the rhotrices into commutative and non-
commutative rhotrices. Ajibade’s heart-based method for rhotrix multiplication corresponds to commutative rhotrix and row
column multiplication method corresponds to non-commutative rhotrix. Tudunkaya and Makanjuola (2010) discussed the
rhotrices over finite fields. Aminu (2009, 2012) discussed the rhotrix system of equations. Several authors have contributed for
the development of rhotrices such as Absalom et al. (2011), Mohammed (2011), Sani (2007, 2008), Sharma et al. (2011-2014,
2018-2020) and Tudunkaya (2013).

Maximum Distance Separable (MDS) matrices have wide range of applications in cryptographic hash functions due to
their diffusion properties, see Alfred et al. (1996), Gupta and Ray (2013, 2014) and Junod and Vaudenay (2004). MDS matrices
play a vital role in various branches of mathematics such as combinatorics, cryptography and coding theory. Sajadieh et al.
(2012), Lacan and Fimes (2004) and Qiuping et al. (2018) have constructed MDS matrices from Vandermonde matrices. Cauchy
matrices have wide range of applications in coding theory, see Tzeng and Zimmermann (1975). Nakahara and Abrahao (2009)
and Qiuping et al. (2018) used the Cauchy matrices for the construction of involutory MDS matrix of 16-order. As rhotrix is a
structure like coupled matrices of consecutive order, therefore, the MDS rhotrices constructed using rhotrices enhance the security
of the data and so it becomes more difficult to decrypt the data. Sharma et al. (2013) have introduced MDS rhotrices and Gupta et
al. (2022) have introduced block rhotrices in the literature. Sharma et al. (2013, 2015, 2018, 2019) have used companion
rhotrices, circulant rhotrices and Hankel rhotrices for the construction of MDS rhotrices. Cauchy rhotrix is defined by Sharma et
al. (2017) and they have used it for the construction of MDS rhotrices over finite fields.
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Conjugate elements of a finite field play an important role in the security analysis of finite field based cryptosystem, see
Koushesh and Zamani (2010). Concept of conjugate element is an important tool in the design and analysis of cryptosystem based
on finite fields and their properties are often analysed in the various cryptographic protocols and algorithms.

In present paper, we construct MDS Cauchy rhotrices using conjugates of the elements of prime finite fields. The paper
is organized in five sections. The following section reviews the basic results required for the understanding of the paper. Section 3
gives interesting results for the construction of MDS rhotrix from Cauchy rhotrix and the results are demonstrated with the help of
illustrations. In Section 4, we define block rhotrix and construct block Cauchy- like MDS rhotrix. This construction is explained
with the help of some illustrations. Finally, we conclude in the Section 5.

I1. Preliminaries
Definition 2.1 Cauchy Matrix: Qiuping et al. (2018)
The matrix of the form A = (a;;)yxn, Where

1

ui—vj

,ui—vji(),lSiSm,lSan,

is called a Cauchy matrix and u;, v; are the elements from finite field.
Definition 2.2 Cauchy Rhotrix: Sharma et al. (2017)

A 5- dimensional Cauchy rhotrix Cg is defined as

U —n
1 1 1

Uy — vy L —my Uy — v,
1 1 1 1 1

Uz — vy Ly—my uy—v, L —my uy —vsf
1 1 1
U3 —Vp L —my Uy — 3
1

Uz — U3

where w;, v;(i,j = 1,2,3) and [, m,(r, s = 1,2) are elements from a finite field. Two coupled matrices of Cs are

1 1 1
U1—v1  U1—Vz  U—V3 1 1
1 1 1 lLi-m;  lLi-my
U= and V =1|", 1
U—Vq U2~V Up—V3

1 1 1 lp=-mq  lp=my

|.u3—v1 U3z—vy u3—v3J

Definition 2.3 Conjugates: Koushesh and Zamani (2010)

Let Fyn be an extension of F, and « € Fn . Then, the conjugate elements of a in extension field F,» are the roots of the
minimal polynomial of a over F, and the elements {a, a¥, a®, al, ... ,aqn_l} are called the conjugates of a with respect to F,.

Definition 2.4 MDS Matrix: Sharma et al. (2017)

Let F be a finite field, and p, q be two positive integers. Let x - M X x be a mapping from FP to F? defined by the g x p
matrix M. We say that it is an MDS matrix if the set of all pairs (x,M X x) is an MDS code, which is a linear code of
dimension p length p + g and minimum distance g + 1. In other form we can say that a square matrix A is an MDS matrix if and
only if every square sub-matrices of A are non-singular. This implies that all the entries of an MDS matrix must be non-zero.

Definition 2.5 Block Rhotrix: Gupta et al. (2022)

Let R =< C,D > be arhotrix of 2n — 1 dimension, where € and D are coupled matrices of dimension n X n and (n—
1) X (n— 1) respectively. Then R = < C,D > is a block rhotrix if coupled matrix C of even order is block matrix.

Definition 2.6 Block Cauchy - like Matrix: Qiuping et al. (2018)

Let A;, 4,5, ...... A, and B; ,B,, ... ... ,B, be m x m matrices over F, satisfying that A; + B; is non- singular for any 0 <

i,j < n.Then the matrix C = [A :

. ] is called ablock Cauchy - like matrix over F,.
iT8j
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Lemma 2.7 Sharma et al. (2013)

Any rhotrix Rs over GF(2™) with all non zero entries is an MDS rhotrix iff its coupled matrices M; =3 X 3 and M, = 2 X 2 are
non-singular and all their entries are non- zero.

Theorem 2.8 Qiuping et al. (2018)

Assume {A;,4;,....,Ap, By, By, ... ... ,B,} is a set of m X m matrices over F, which are pairwise commutative and A; — B;
# 0. Then block Cauchy -like matrix € = [ ] is an MDS matrix.

vt )

I11. MDS Cauchy Rhotrices over Fgn
In this section conjugates of the elements of finite field are used to construct maximum distance separable Cauchy rhotrices.

In the following Theorem, we shall show that if we take two elements a” and a®, where gcd(r,s) = 1, then MDS rhotrix can be
constructed using the conjugates of a” and a®.

Theorem 3.1
Let R, =< A, B > be a t —dimensional rhotrix with coupled matrices
1
A= (aij)nxn = U — v, ,
and
t+1
B = (bij) n-1)x(n-1) = p— for n=—.
If
u,l. € X ={a’, (a9, (@), (@D, ... . ,(ar)qn_l},
and
v, mg €Y = {a*, (@), (@), (@), ..., (@)},

[G,j=12, ,n),(,d=12,...,n—1)].

where gcd(r,s) = 1and a is the root of irreducible polynomial of F » over F,
then

Uu; — Uj * 0,
and
lc —my * 0,
implies A and B are Cauchy matrices and R, is an MDS Cauchy rhotrix over F n.

Proof:

It is given that F,n is an extension of F, and let a € Fn be the root of primitive polynomial of F = over F,. We have to show
that

if
u, b € X = {a’, (@), (@), (@)%, ..., (@)},
and
v,my €Y = {a, (@)%, (@), (@), e, (@7},
then
u;—v; #0,
and
l.—myg #0.
If possible, let
U — v = 0,

i J
=> a™ — a7 =0,
i j
= a”" = as‘f )
= rq'=sq’. (3.1)
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This gives rise to two cases which are as follows:

Case 1:
When r # s and gcd(r,s) = 1. Also if
r=1 or s=1
equation (3.1) becomes,
q" =sq’ or rqt =q’,
= i = g5 or ard' = o,
=al ey or a? € X.

which is a contradiction.
Case 2:

Whenr # 1ands # 1and gcd(r,s) = 1, then
rq' = sq’,
=r=sq/7,
= r = s q%; for some k
=" =@,
=a" €Y,
which is a contradiction.
Hence, in both the casesu; —v; # 0 Vu; €X and Vv, €Y.
Similarly, it can be shown that [, —m; # 0 VI. € X and Vm, €Y.

Therefore,
1

ui—vj- !

A=

and
B _ 1

= le—mg’

form Cauchy rhotrices of consecutive orders. We know that Cauchy rhotrices have non-zero determinant. Therefore,
R, =< A, B > is a maximum distance separable Cauchy rhotrix.

Remark:

The rhotrix of dimension 2n — 1 has coupled matrices of order n X nand (n—1) X (n —1). Therefore, to construct n X n
matrix, we must use the field of order p™, where the number of conjugates will be n.

Example 3.2

Let the 5-dimensional rhotrix Rs has coupled matrices

1
A= (aij)3><3 - u-v;’
and
1
B= (bif)2x2 = lmg’
where
u,l, € X = {a®, (@®)?, (@®)*'},
and

v,mg €Y ={a’,(a’)?, (a7)32},
[G,j=12,3),(cd=1,2)].

where ged(5,7) = 1 and a is the root of the irreducible polynomial p(x) = x* + 2x* + 1, then u; —v; # 0,1, —m, # 0, A and
B form maximum distance separable Cauchy rhotrix Rs over Fs.

Proof:

Let the sets X and Y be the conjugates of «® and a’, where gcd(5,7) = 1.
Therefore,

X = {as, (a5)3, (0(5)32} = {a®, a5, a9},
and

Y = {a7, (@”)?, (a7)32} = {a’,a?!, a1}

So, matrix A is given by
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1

1

1

| a5—a?  a5—-a?l  gS5—qll |
e 1 1
al5-q7 ql5-g21 G15_g11|
1 1 1
al9_q7 ql9_g21  419_g11

1
el ]
1 1 1
A=1a @ o)
1
el
(15 (119 (125
A= a23 alS aS
_a15 (X17 a19
Therefore,
det A=2#0.
Hence, A is an MDS Cauchy matrix.
Similarly,
_r ot
_ | at-a” aS—q21
B = 1 1
a15_a7 a15_a21
It can be easily verified that it is an MDS Cauchy matrix.
Hence, by Lemma 2.7, we can say that
1
as —a’
1 1 1
alS - (Z7 aS | (17 aS — (Z21
g 1 1 1 1 1
Rs =
0!19 — a7 (le — a7 (le — (Z21 aS — a,21 Q’S - all
1 1 1
a19 - aZl a15 - a21 a15 - all
1
a19 - all
721
1
PERPETR e
_ |1 1 1 1
B=lwm &&= = o
1 1
«® all g2t
1
g
aS
a23 aS a,19
Rs =(a'®> a2 a5 q'° o25)
a17 0_’15 a,S
a19

is an MDS Cauchy rhotrix.
Example 3.3

Let the 5- dimensional rhotrix Rs has coupled matrices

A= (aif)3><3 =

ui—v]- !
and
1
B = (bif)zxz = le-mg’
where
u,l. €X = {0(2,(0(2)5,((12)52},
and
IJCRT2306487
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v,mg €Y = {a® (a*)®, (a3)52},
[G,j=123)(cd=12)]

where gcd(2,3) =1 and a is the root of irreducible polynomial p(x) = x® 4 3x + 2 of Fgs over F;, then, u; — v; # 0, [, —mq
# 0, Aand B form MDS rhotrix R; over Fs.

Proof:
Let

and

So, matrix 4 is given by

1 1 1
a2 — (X3 aZ — a15 a2 — a75
1 1 1
A = )
alO — (Z3 alO — alS alO — (175
1 1 1
aSO — a3 aSO — alS aSO — a75
[ 1
| 0!98 0!94 a,25
1
P |
a a118 a98
|1 1
lans a5 %
a26 a30 a99
A=|gl23 g6 26
aﬁ a119 (X30
det A=2+0.
Hence, A is an MDS Cauchy matrix.
Similarly, it can be easily verified that
T U
_ | a2-a3 a?—al5
B = iL 1 !
al0—qg3 al0—_g15
is an MDS Cauchy matrix.
Hence, by Lemma 2.7, we can say that
1
a?—q3
1 1 1
al0_g3 a?—q3 a2—ql5
_ 1 1 1 1 1
RS T | a50—q3  ql0_g3  gl0_gl5 G2 415 G2 75!
1 1 1
aSO_aIS 0(10—0515 alo_a75
1
a50—q75
a26
a123 a26 (130
R5 = 0.’6 a123 0_’6 (130 a,99 .
a119 0!6 a26
a30

is an MDS Cauchy rhotrix.
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Example 3.4

Let the 7-dimensional rhotrix R, has coupled matrices

A= (aij)4><4 - uiivj’
and
B= (bif)3><3 = lc—lmd’
where
uyle € X = {22, (@®?, (@)%, (@7},
and

v,mg €Y = {a®,(@®)?, (@®)? (@)},
[(llj = 1!21 3!4 )! (C' d = 1’ 2’3)]

where ged(2,3) = 1 and «a is the root of primitive polynomial p(x) = x* + x + 1 of F,4 over F, then, u; —v; # 0 and [, —mq
# 0, A and B are Cauchy matrices and form MDS rhotrix R, over F,s over F,.

Proof:

Here, the sets X and Y are taken as the conjugates of «? and a2, where gcd(2,3) = 1.
Therefore,

X = {az' a4’ 0!8,0!16},
and,

Y = {a3, a6, 0(12,0(24}.

So, matrix A is given by

1 1 1 1
[az—a3 a2—ab q2-gl2 g2_g24 ]
| 1 1 1 1 |

A= a%—a3  a%—ab qt-ql2 gt_g24
1 1 1 1 g
aB—a® aB—qb aB—ql2 gB_g24
it ! 1 1

al6_g3 @l6_g6 G16_p12 ,16_g24

[a® a'? a® a*
8 3 9
A= a a a a
a? a a® ad
L a® a* a? a'?
det(4)=1#0.
Therefore, A is an MDS Cauchy matrix.
Similarly,
[ 1 1 1 ]
Iaz_a3 0_,2_0_,6 az_a,12|
| 1 1 1 |
B = )
Ia,4-_a3 0!4—0!6 a4—_a12|
|1 1 1
lO!B — (1'3 0!8 — 0!6 a8 — alZJ
2

a’?  al ab

@
p=|L L L],

ald  gld g9
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a9 a12 a8
B = (XB (X3 0.’9 .
a? «a ab
is an MDS Cauchy matrix.
Therefore,
a9
0(8 a9 alZ
a’ o’ ad  al? b
R,={a® a%? a a® a° a® a*
at « a® o «
(12 a6 a3
alZ

is an MDS Cauchy rhotrix.

1V. Block Cauchy - like MDS Rhotrices over Prime Finite Fields

In this section, firstly we define block Cauchy - like rhotrix and then construct block Cauchy - like MDS rhotrices using conjugate
elements of finite fields.

Definition 4.1 Block Cauchy - like Rhotrix:

Let R =< C,D > be a rhotrix of dimension 2n — 1, where € and D are coupled matrices of order n X nand (n — 1) X (n —
1) respectively. Then R is a block Cauchy - like rhotrix when the even ordered couple matrix is a block Cauchy — like matrix.

Theorem 4.2

Let R =< C,D > be a rhotrix of dimension 2n — 1, whose coupled matrix C is of even order-and D is of odd order, satisfying

that matrix C = [A.l ]is a block Cauchy - like matrix where A;, A,, .... A, By, By, ... v B, (isasetof m x m  matrices
i=Bj

over Fym and A; —B; #0 forany 0 < i,j < n and D is any Cauchy matrix having entries as conjugates. Then, R = <
C,D > is ablock Cauchy — like MDS rhotrix.

Proof:
As matrix D is a Cauchy matrix, then by definition, matrix D is non-singular and therefore, it is an MDS matrix. Also, since C is
a block Cauchy — like matrix therefore, all its submatrices also form block Cauchy — like matrices and are non — singular. This

implies C is also MDS matrix. Hence, the rhotrix R = < C,D > is a block Cauchy — like MDS rhotrix.

Example 4.3

Let R =< C,D > be a rhotrix of dimension 7 where matrix C =[ ] is a block Cauchy - like matrix, where

Ai—B]‘

{A, Ay, ... Ay, By, By, ... ... B} is asetof m x m matrices over F,s which are pairwise commutative and 4; — B; # 0 for any
0 < i,j < nofdimension 4 and D any Cauchy matrix of dimension 3 with entries as conjugate elements of F,s. Then, R = <
C,D > is a block Cauchy — like MDS rhotrix over F,: where a is a root of irreducible polynomial x* + x + 1 = 0.

Proof:
Let F,s an extension field of F,, and @ be a root of the irreducible polynomial

x>+ x+1=0.
Consider
X ={a,a? a3 a* a’ ab a’,a’},
and
Y = (a2, a* a® a®, a0, a'?, q 1% a1},

IJCRT2306487 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | e352


http://www.ijcrt.org/

www.ijcrt.org © 2023 IJCRT | Volume 11, Issue 6 June 2023 | ISSN: 2320-2882
where elements of set Y are conjugates of the respective elements of set X. Consider matrix

1 1
A1—-By  A1-B;

1 1 !
Az—-B1  Az—-By

where A; —B; #0 and Ay, A,, By, B, are 2 X 2 matrices such that elements of first row of each matrix are from set X and
elements of second row of each matrix are from set Y as given below

2 3 4 5 6 7 8
a «a a a a a a ¢4
AI:[Z 4] ' Bl:[e s]'AZZ[lo 12]’ B, =
ac «a a® «a a a al* 16
3 4
A —B. =[x~ a“—a ]
o 1 P lg2 — b at—qB
which implies,
7
a a
A — B, = |
1 1 (Z7 (XZ
Therefore,
det(Al - Bl) = 0(4 * 0.
also,
7 2 8
A —B, = [ a—a a’—a’]
1 2 a?— g q* — qlé
Thus,
3 4
A, —B =[“ a ]
. 27 g8
and
det(A1 - Bz) = aé * 0
Similarly,
2 3
A, — B =[“ o ]
2 1 at a®
det(Az - Bl) = a3 E 0.
and
4 5
a* «a
PR
a a
det(Az - Bz) = az * 0
This gives,
t _[a® a“]
A1-B4 a3 a3 !
1 _ [a? as]
A1-B; _a7 a4' !
1 _[a? a7]
Ay—B, la atl
1 [a a3]
Ay—B, a6 aZ
Hence,
a5 a* a? af
C= a® ad® a’ at
“1a® a’” a a3|
a a® a® a?

Therefore, C is a block Cauchy-like MDS matrix. Now,
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-1 1 1
a-a®  a-ab a—alzl
71 1 1
D= a?-a3 a?-ab® aq2-ql2]|
1 1 1
at—a3 a4—-qb aqt-ql2
-1 1 1
il ;]
1
b=l @ @
1 1 1
= @ ol
det (D) =1 # 0.
Therefore, D is an MDS Cauchy matrix.
Hence,
(15
a® a’ at
ad a? a® a? a?
R ={¢ a a a a a a°
a® a* a a* ot
a6 (Z7 (I3
aZ

is a block Cauchy-like MDS rhotrix.

Example 4.4

Let R=<C,D > be a rhotrix of dimension 7, where matrix C =[ ] is a Block Cauchy - like matrix, where

i=Bj
{A1,A,,....A,, By, By, B,}is aset of m X m
any 0 < i,j < n ofdimension4 and D is any Cauchy matrix of dimension 3 with entries as conjugate elements of Fs.

Then R is a block Cauchy — like MDS rhotrix over F,s, where a isaroot of irreducible polynomial x3 + 2x? + 1 = 0.

matrices over F3s which are pairwise commutative and A; — B; # 0 for

Proof:
Consider F33 be anextension field of F; and @ be arootof irreducible polynomial

x3+ 2x2+ 1 =0.
Let
X ={a,a? a3 a* a’ ab a’,al),
and
Y = {a3’ a6’ ag, alz, als' als, a21' a24}.

where elements of set Y are conjugates of the respective elements of set X. Consider a matrix

1
A1-B1
1
Az2-B1

1
A1-B2
1
Az2-B2

where A; —B; #0 andA;,A,, By,B, are 2 X 2 matrices such that elements of first row of each matrix are from set X and
elements of second row of each matrix are from set Y as

_[a a? _[a® at _[as 0(6] _|a" «a
Ay = [a3 a6]  Bi= [ag 0_,12] A= als o8]’ B, = ol 24 |
Now,

_|a —a® a?-a*
Ar=Bi = [a3 —a’ af-— alz]'
and
det(4, — B,) = a?° # 0.
Similarly,
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and

also,

Now,

Therefore,

In the same way,

and

So,

also,

— 7
Al_BZ= @ @

a’?—at

ad—aq?l af— a24]’

det(A1 - Bz) = (Z18 * 0.

Az_Blz[

det(AZ - Bl) = (12 * 0.

A2 — B,

a’>—a®  a®—at ]

a5 — g% ql® — gi2|
a’*—a’ a®—ab
al5 — g2l 18 — g2t

det(AZ - Bz) = (Zlo * 0.

So, D is an MDS Cauchy matrix.

Therefore,

11 a2 —0{18]
A1-B; @20 —(ZZS (Z17 ’
1 _[ab 20(24]
A1-B; 2a° a?d
i - 20(6]
A1-B; 2a%° a5l
1 [a'® 248
4-B1  [2016 o* ]
1 [a* 2a?
Ay—By 11
2~ B2 20 «
a,8 all (ZZ a19
C= a18 a23 (le aS
a?® ql® gt a?s
a3 al® gt gt
Therefore, C is a block Cauchy- like MDS Matrix.
[ 1 1 1
[ a-a? a-a® a-al® |
_ 1 1 1
D= a3-a?2 a3-ab a3-ql8])
1 1 1
a%—a? a9-aqb aq9—ql8
det (D) = 2 # 0.
a8
al® g it
a?s g3 g3 gt @2
R =\{g3 a22 18 g3 12 g3 g1
al® a3 gt al® b
a* g% @25
all

is a block Cauchy-like MDS rhotrix.
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V. Conclusion

In the present paper, the construction of MDS Cauchy rhotrices is generalised by taking the elements as conjugate elements of
finite fields. This is an extension of the earlier work as the elements have been generalised here. Also, we defined Block Cauchy -
like rhotrix which is an enrichment in the literature of rhotrix. Further, we constructed MDS rhotrices using block Cauchy-like
rhotrices whose entries are the conjugates elements of finite fields. These constructions may have vast applications in the field of
cryptography and coding theory.
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