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ABSTRACT:
Tamper Proof Device is used to detect any sort of movement or disturbance. This device gives alert when someone

interferes with the system in order to cause damage or make unauthorised alterations. This device consists of MPU6050
which is a Micro Electro- mechanical system (MEMS), it consists of three-axis accelerometer and three-axis gyroscope.
It helps us to measure velocity, orientation, acceleration, displacement and other motion like features. The security
device further includes Radio Frequency Identification (RFID) circuit configured to provide access to the device. The
device includes a microcontroller (ESP32D chip), RFID reader and MPU. When there is an unauthorised alteration
detected from the device the system activates the interrupt function which will send an alert message to the authorised
mobile number and also gives a warning alarm. This system is enabled with deep sleep mode for maximum power
savings. Further this can be used to protect embedded system and in military applications. A tamper detection device
can determine whether a housing containing a device has been tampered with either by having the housing penetrated
or by an attempt to remove a cover from the housing. The tamper detection device may be a capacitor which is placed
across a portion of the housing and whose capacitance changes if it is penetrated. The temper detection device may also
be a flexible circuit having conductive strips thereon forming a circuit with means to cause an open circuit if the housing
is penetrated or the cover removed from the housing.
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I.INTRODUCTION
Tamper Proof Device is used to detect any sort of movement or disturbance. This device gives alert when

someone interferes with the system in order to cause damage or make unauthorized alterations. Whenever
there will be any sort of disturbance caused to the device then automatically the device gets triggered and
there will be an alert message that will be sent to our respective Mobile Phones. This technology or this type
of device is very useful for the ones who keep their valuables in the device and leave their house. This device
runs on a rechargeable battery and apart from that the Chip or the Microcontroller present in this device is
enabled with Deep Sleep Mode for Maximum Power Savings. Hence, the device at once can stay active for
3-4 days continuously.[1]
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In order to get authorized access an RFID (Radio Frequency Identification) module is used which is integrated

inside the device with the Microcontroller. An RFID tag is used is to used to unlock the device and get the

access to the device. If a correct RFID tag is placed in front of the RFID module than is present in the device
then it is considered to be an Authorized access. A wrong RFID tag leads to an Unauthorized access to the

device and gives an alert.[2]

In future this technology can be used by the Personnel to save the Encrypted data or any other Confidential

Information. If there will be an Unauthorized access then the whole data will be erased at once. An Authorized
access is needed to access to the data.[3]

\ IR LED Emitter

Photodiode
Detector

Fig - 1&2: These are the two tamper detection devices

The tamper detection design can be implemented to sense different types, techniques, and sophistication of
tampering, depending on the perceived threats and risks.The methods used for tamper detection are typically
designed as a suite of sensors each specialized on a single threat type, some of which may be physical
penetration, hot or cold temperature extremes, input voltage variations, input frequency variations, x-rays,
and gamma rays.[4]

Examples of techniques used to detect tampering may include any or all of the following: switches to detect

the opening of doors or access covers, sensors to detect changes in light or pressure.[5]
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Fig - 3: Basic outline of a Tamper Detection Device

Fig - 4:- Tamper Detection Device
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Circuit Diagram and Hardware used
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Fig - 5:- Circuit Diagram

This Tamper Detection Device is custom designed both in terms of shape and size as well as the electronics
and the hardware are embedded on a custom PCB. This outer casing of this device is totally 3D Printed. The
device is easy to install and portable and it has a long battery life, however it is also rechargeable. This Tamper
Detection Device is directly connected to the battery. It also has a Comparator chip which helps to measure
and digitize the Analog Signals.

The important components used to make this device are ESP32D Chip, MPU6050 and RFID. These

components play a key role in the functioning of the Tamper Detection Device, which makes it very easy to
use.
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Working of the Device

Any Movement or

Correct RFID Tag Disturbance
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UNAUTHORIZED

ACCESS ACCESS
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Fig - 6:- Flow Chart to explain the working of the Device

+  After the assembling of the device now this is used to detect any sort of movement and disturbance.

«  If a disturbance occurs to this device the MPU6050 detects it and directly sends this information to the
ESP32-D Chip(Microcontroller) and buzzer starts beeping indicating that there has been an unauthorized
access to the device.

* An RFID module is kept inside the device which can be accessed by a particular RFID tag which has to
be initialised in the code before itself.

« If a wrong RFID is tag is used, even then the buzzer starts beeping indicating that there has been an
unauthorized access to the device.

* A message or a Notification will be sent to the device directly after the object has been disturbed.
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Results

Hence, as mentioned above if there is any sort of movement or any disturbance then the buzzer starts beeping

automatically and an automated message or a notification will be sent directly to our mobile phones.
This process can be explained in three states which are as follows:-

1. Initial state:

Fig - 7:- Device in Normal State

2. Active state:

Fig - 8:- LED indicating there has been a movement or disturbance

[JCRT2305035 | International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | a236


http://www.ijcrt.org/

www.ijcrt.org © 2023 IJCRT | Volume 11, Issue 5 May 2023 | ISSN: 2320-2882

3. Receiving Message:

Sent from your Twilio trial account - Alert
for tampering on your device.

Sent from your Twilio trial account -
Authorized access: 2A A5 36 10

Sent from your Twilio trial account -
Authorized access: 2A A5 36 10

Friday « 07:31

Sent from your Twilio trial account - Alert
for tampering on your device.

Sent from your Twilio trial account - Alert
for tampering on your device.

Sent from your Twilio trial account -
Authorized access: 2A A5 36 10

Sent from your Twilio trial account - Alert
for tampering on your device.

Text (BSNL Mobile) ]

Fig - 9:- Receiving Alert as well as Authorized Access Message
Applications:

e Small things can be easily stored and secured.
e Used to store Encrypted data.

e Small and Portable Design.

Conclusion:

This device mainly focuses to keep our encrypted data safe which is usually stored in the Microcontroller.
As soon as there has been an Unauthorized access the whole data is erased. In future this can be very useful
for storing the Confidential Information which can be only accessed by the Military Personnel and many

others who wants to keep their data encrypted and safe.
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