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ABSTRACT

Now a day's cloud computing is used in many areas
like industry, military colleges, healthcare, etc. to
store huge amounts of data. We can retrieve data from
cloud at request of a user. To store data on the cloud
we have to face many issues. To provide the solution
to these issues there are n number of ways. In Cloud
Users can remotely store their data to the cloud &
realize the data sharing with others. In Some
Common cloud storage system such as the electronic
health records system, the cloud file might contain
some sensitive information. Encrypting the whole
shared file can realize sensitive information hiding,
but will make this shared file unable to be used by
others. In cloud computing more Sensitive
information hiding in cloud. This is very big problem
that remote data integrity auditing scheme that
realizes data sharing with sensitive information
hiding in this cloud. In our System, our scheme makes
the file stored in the cloud able to be shared and used
by others on the condition that the sensitive
information is hidden, while the remote data integrity
auditing is still able to be efficiently executed.
Meanwhile, the proposed scheme is based on identity-
based cryptography, which simplifies complicated
certificate management.

Keywords: AWS, EC2, Cloud computing, data
storage, security, data management.

INTRODUCTION

Compared with the traditional information sharing
and communication technology, cloud computing has
attracted the interest of most researchers because a lot
services are provided by the cloud service providers
which helps to reduce costs needed for various
resources. Cloud storage -is one of the most vital
service in cloud computing. Scalability is another
attracting factor which allows user to scale up and
scale down the resources as required. Cloud
computing also provides convenient and flexible
ways for data sharing. There are two ways to share
data in cloud storage. The first case refers to the
scenario where one client authorizes access to his/her
data for many clients known as one-to-many pattern
and the second case refers to a situation in which
many clients in the same group authorize access to
their data for many clients at the same time known as
many-to-many pattern. As the data shared on the
cloud is valuable, various security methods are
provided by cloud. In current cloud applications
various algorithms are used for data encryption and
decryption. In encryption is based on ABE [Attribute
Based Encryption. Symmetric-key cryptography is
used in to enable efficient encryption. Practical group
key management algorithm based on a proxy re-
encryption technology. In existing system when a
user is revoked from a group, he is still able to access
files from his previous group which leads to collision
attack. Another gap is that a user is not allowed to
upload multiple files of same name. The process of
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cryptography encrypts data so that it cannot be
decoded. Strictly speaking, there are two types of
cryptography: symmetric key and public key. This
method makes data unreadable by encoding it with
special keys. So only those who have been granted
access to the cloud server are able to access the data.
All people can see the cipher text data.

Symmetric key cryptography algorithms are AES,
DES, 3DES, IDEA, BRA and blowfish. The main
issue is delivering the key to receiver into multi user
application. These algorithms require low delay for
data encoding decode provides low security. The
publicc key cryptography algorithm is RSA and ECC
algorithm. Public and private keys are manipulated
into public key cryptography algorithms. These
algorithms accomplished high level of security but
increase delay for encoding decoding code.
Steganography hides the secret data existence into
envelope. In this technique existence of data is not
visible to all people. Only valid receiver knows about
the data existence. Text steganography technique is
used to produce high security for data. The secret data
of user hide into text cover file. After adding text into
text cover file it looks like normal text file. If text file
found by illegitimate user then also cannot get
sensitive data. If illegitimate user try to recover
original data than large amount of time is
essential. DES algorithm is used for text encode and
decode. Advantage of text steganography technique is
providing security to text.

METHODOLOGY
User:

+«» In the proposed scheme, members are people
with the same interests (e.g., bidder, doctors,
and businessmen) and want to share data in
the cloud.

+«» The most worrying problem when users store
data in the cloud server is the confidentiality
of the outsourced data.

¢ Inthis system, users of the same user conduct
a key agreement. Subsequently, a common
conference key can be used to encrypt the
data that will be uploaded to the cloud to
ensure the confidentiality of the outsourced
data.

Admin:

%+ admin is responsible for generating system
parameters, managing group members (i.e.,
uploading member’s encrypted data,
authorizing users), and for fault tolerance
detection.

%+ The admin in our scheme is a fully trusted
third party to both the cloud and users.

% If an external user tries to access files from a
different group more than three times then the
manager will remove that particular user
from the applications.

Cloud Service Provider(CSP):

+» CSP provides users with seemingly unlimited
storage services.

% In addition to providing efficient and
convenient storage services for users, the
cloud can also provide data sharing services.

« However, the cloud has the characteristic of
honest but curious.

+¢ In other words, the cloud will-not deliberately

delete or modify the uploaded data of users.

LITERATURE SURVEY

1. Security challenges for the public cloud”
Cloud computing is the newest term for the long-
dreamed vision of computing as a utility. The cloud
provides convenient, on-demand network access to a
centralized pool of configurable computing resources
that can be rapidly deployed with great efficiency and
minimal management overhead.l With its un-
precedence advantages, cloud computing enables a
fundamental paradigm shift in how we deploy and
deliver computing services — that is, it makes
possible computing outsourcing such that both
individuals and enterprises can avoid committing
large capital outlays when purchasing and managing
software and hardware, as well as dealing with the
operational overhead therein.

2. “Provable Data Possession at Untrusted
Stores” We introduce a model for provable data
possession (PDP) that allows a client that has stored
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data at an untrusted server to verify that the server
possesses the original data without retrieving it. The
model generates probabilistic proofs of possession by
sampling random sets of blocks from the server,
which drastically reduces 1/0 costs. The client
maintains a constant amount of metadata to verify the
proof. The challenge/response protocol transmits a
small, constant amount of data, which minimizes
network communication. Thus, the PDP model for
remote data checking supports large data sets in
widely-distributed storage systems. We present two
provably-secure PDP schemes that are more efficient
than previous solutions, even when compared with
schemes that achieve weaker guarantees. In
particular, the overhead at the server is low (or even
constant), as opposed to linear in the size of the data.
Experiments using our implementation verify the
practicality of PDP and reveal that the performance of
PDP is bounded by disk I/O and not by cryptographic
computation.

3. “POR S: Proofs of Retrievability for Large
Files” In this paper, we define and explore proofs of
retrievability (PORs). A POR scheme enables an
archive or back-up service (prover) to produce a
concise proof that a user (verifier) can retrieve a target
file F, that is, that the archive retains and reliably
transmits file data sufficient for the user to recover F
in its entirety. A POR may be viewed as a kind of
cryptographic proof of knowledge (POK), but one
specially designed to handle a large file (or bit string)
F. We explore POR protocols here in which the
communication costs, number of memory accesses
for the prover, and storage requirements of the user
(verifier) are small parameters essentially
independent of the length of F. In addition to
proposing new, practical POR constructions, we
explore  implementation  considerations  and
optimizations that bear on previously explored,
related schemes. In a POR, unlike a POK, neither the
prover nor the verifier need has knowledge of F.
PORs give rise to a new and unusual security
definition whose formulation is another contribution
of our work. We view PORs as an important tool for
semi-trusted online archives. Existing cryptographic
techniques help users ensure the privacy and integrity
of files they retrieve. It is also natural, however, for
users to want to verify that archives do not delete or
modify files before retrieval. The goal of a POR is to
accomplish these checks without users having to
download the files themselves. A POR can also
provide quality-of-service guarantees, i.e., show that
a file is retrievable within a certain time bound.

4, “Privacy Preserving Public Auditing for
Secure Cloud Storage” —Using Cloud Storage, users
can remotely store their data and enjoy the on-demand
high-quality applications and services from a shared
pool of configurable computing resources, without
the burden of local data storage and maintenance.
However, the fact that users no longer have physical
possession of the outsourced data makes data
integrity protection in Cloud Computing a formidable
task, especially for users with constrained computing
resources. Moreover, users should be able to just use
the cloud storage as if it is local, without worrying
about the need to verify its integrity. Thus, enabling
public audit ability for cloud storage is of critical
importance so that users can resort to a third-party
auditor (TPA) to check the integrity of outsourced
data and be worry-free. To securely introduce an
effective TPA, the auditing process should bring in no
new vulnerabilities towards user data privacy, and
introduce no additional online burden to users. In this
paper, we propose a secure cloud storage system
supporting privacy-preserving public auditing. We
further extend our result to enable the TPA to perform
audits for multiple users simultaneously and
efficiently. Extensive security and performance
analysis shows the proposed schemes are provably
secure and highly efficient.

ALGORITHM(EQUATIONS):

AES (advanced encryption standard). It is a
symmetric algorithm. It /is used to convert plain text
into cipher text. The need for coming up with this algo
is-a weakness in DES. The 56-bit key of des is no
longer safe against attacks based on exhaustive key
searches and the 64-bit block also consider weak. AES
was to be used128-bit block with 128-bit keys.

Input:

128 _bit /192 bit/256-bit input (0, 1)

Secret key (128 _hit) +plain text (128_bit).

Process:

10/12/14-rounds for-128_bit /192 bit/256 bit input

Xor state block (i/p)
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Final round:10,12,14

Each round consists of sub byte, shift-byte, mix

columns, and add round key.
Output:

Cipher text (128 bit)
PROPOSED SYSTEM:

In Our System proposed an identity-based data
integrity auditing scheme for secure cloud
storage, which supports data sharing with
sensitive information hiding. In our Application
user uploads the data into the cloud with the user
and researcher when Doctor Shares the data with
the User that file goes to Admin and the admin
converts it into Binary format after that binary
format file again converts into Homomorphic
encryption and Stored into Block Level.

Receive
Decrypt Data
Decryption View File
Key
User N

Figure 1. System Architecture

Upload

Encrypt Data

Upload File
User 1

Encryption
Key Store

Cloud Server

e In our system cloud then sensitive
information is hidden with the help of hidden
data identity Auditing called identity-based
shared data.

e In Our System the file stored in the cloud can
be shared and used by others on the condition
that the sensitive information is protected
while the remote data integrity auditing is
still able to be efficiently executed.

¢ In Cloud Stored using Block Level concepts.

RESULT

The result of the project is that a secure system for
storing and searching documents has been created
using cryptography. This means that documents can
be stored safely without the risk of unauthorized
access. The system also allows for easy and efficient
searching of stored documents using specific
keywords.

[ FreNTRnT———

Cloud Based File Handling

CONCLUSION

In this paper, we proposed an identity-based data
integrity auditing scheme for secure cloud storage,
which supports data sharing with sensitive
information hiding. In our scheme, the file stored in
the cloud can be shared and used by others on the
condition that the sensitive information of the file is
protected. Besides, remote data integrity auditing is
still able to be efficiently executed. The security proof
and the experimental analysis demonstrate that the
proposed scheme achieves desirable security and
efficiency.

APPLICATIONS
»  Group sharing applications
» Security Applications
» Searching applications
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