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I.     INTRODUCTION 

In Today’s world, Data security has become basic 

issue. Steganography and cryptography are two 

popular ways of sending the information in a secret 

way. One method used to hide the existence of the 

message, and the other will distort the message itself. 

Through this research paper mainly focus to develop 

a new system with extra security features where a 

meaningful piece of text message can be hidden by 

combining security techniques like cryptography 

and steganography.  

Currently, most of the departments in government, 

military communication, financial institution, 

medical imaging, and private business greatly deal 

with data that are in the form of images. So, security 

of digital images has become most important. [2] 

II. CRYPTOGRAPHY 

   The basic idea of cryptography is to encrypt the 

information or data in such a way that an 

unauthorised person cannot access it. Cryptography 

is mainly used to send data via an unsecured channel, 

such as internet, or used to ensure that unauthorised 

persons do not comprehend what they are looking at 

in a case where they have accessed the 

information.[3] 

 

  In Cryptography, the original message is known as 

plaintext. And the process to convert the original 

message into another form which can not be 

understood by third person is known as encryption. 

The encrypted message is known as ciphertext. This 

all done through some encryption algorithm using 

some encryption key.  

   Its reverse process is known as decryption which 

will convert the cipher text into plain text(Original 

message) through some decryption algorithm using 

decryption key.  

 
          Fig. 1. Cryptography concept 
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III. STEGANOGRAPHY 

It is the process of hiding and communicating data 

through some reliable carriers in attempt to hide the 

existence of the data. While sending data 

information from sender to receiver, using 

Steganography information will be hidden in such a 

way that others cannot distort the message by itself. 

The secret information is inserted into the cover 

media by the stego system which will be encoder by 

using certain algorithm. A secret message can be 

either plaintext, an image, ciphertext, or anything 

which can be represented in form of a bitstream. after 

the secret data is embedded in the cover object, the 

cover object will be called as a stego object also the 

stego object sends to the receiver by selecting the 

suitable channel, where decoder system is used with 

the same stego method for obtaining original 

information as the sender would like to transfer. 

Steganography is mainly used for image files or 

audio files.[4] 

 
Fig. 2. Steganography process 

 

Various ways of Steganography  

Text Files  

The technique of embedding secret data inside a text 

is identified as text stego. Text steganography needs 

a low memory because this type of file can only store 

text files. It affords fast transfer or communication of 

files from a sender to receiver.  

Image Files  

It is the procedure in which we embed the 

information inside the pixels of image. So, that the 

attackers cannot observe any change in the cover 

image. LSB approach is a common image 

steganography algorithm. [5] 

Audio Files  

It is the process in which we hide the information 

inside an audio. There are many approaches to hide 

secret information in an audio file for examples 

Phase Coding, LSB.  

Video Files  

It is the process of hiding some secret data inside the 

frames of a video. 

 

 

 

 

 

IV. PROPOSED  CRYPTO - STEGO  

There proposed new approach of encryption and 

decryption. In this approach keyless encryption and 

decryption. This method is very light weighted and 

secure as there is no such separate key is required. 

The key to decrypt that message is itself encrypted 

within the message. In the traditional key encryption 

method if the key is somehow stolen by the third 

person, then the data can be misused. Therefore, the 

proposed system is more secure because there is no 

involvement of transmission secret key. 

 

Proposed encryption in two ways- 

1. Text to text cryptography (RSA Algorithm) 

In proposed system the encryption in first phase 

depends upon the length of the secret message. Each 

letter is first converted into its Unicode value. This 

Unicode value is added into the total length of the 

message. The result of this is considered as a 

Unicode and the symbol associated with that 

Unicode is used for that letter. By this method every 

time the encryption letter changes with the change in 

the length of the message. For decrypting the 

message this process is used in reverse manner. The 

Unicode of each letters is decreased by the total 

length of the message and then it is converted into 

the actual letter.[6] 

 
Fig. 3 RSA Encryption 

 

2. Text to image steganography  
In the first phase the text is encrypted into another 

text. In this phase, the system will encrypt that text 

into an image. For this the system uses a sample 

image to hide the text behind it. First image is 

converted into its bitmap where each pixel represents 

its RBG value. The text is treated as a pixel so every 

letter in the text acts as one pixel. These pixels are 

plotted in the sample image by replacing some of its 

pixels. For choosing which pixels to be replaced are 

decided by using the GCD logic (Whiting). In this 

the GCD of the length and width of the image is 

found and it stored in n. After this, every nth pixel of 

the image is used for the replacement.[7] When the 

replacement is done a new image is formed and this 
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image is used for the transmission. While decrypting 

the image again GCD is found and the pixels on that 

result are converted back into the text. [8] 

  
Fig. 3. crypto-stego workflow 

 

V. FUTURE SCOPE 

The main aim of crypto-steganography system is 

to hide the message into image. It will work for any 

size of data. In future if there need to extend the 

system for providing security the same algorithm 

will work effectively.  There need to first encrypt the 

message and then encrypted code which is cipher 

text is hidden in the image using LSB substitution 

with GCD logic. For the enhancement of this system 

we can use RGB substitution, AES, Random key 

dependent algorithms in combination; to provide 

security for the preservation of documents.[9] 

VI. CONCLUSIONS 

Through cryptography or steganography, there can 

provide security of data with secrete key. But 

through this paper, proposed an new approach with 

combination of both, cryptography and 

steganography with keyless transmission of data 

which helps to improve the security at greater extent. 

In this approach the cryptographic method involves 

a different technique which uses message length and 

its Unicode value for encryption and similarly 

steganographic method also uses different technique 

which uses format like bmp, jpg etc. We have tested 

the system on different size of images from 250 x 

150 to350 x 250. We found the result in such a way 

that the data hidden in the cover image does not 

affect the original size of the image. More than 90% 

of the image is preserved and only the intended 

receiver knows its existence.[10] 
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