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Abstract:

Cryptography is a process to secure data transmission using Encryption and decryption over the
internet. This paper proposed concept to enhance the data encryption and decryption security by using
combination of both Cryptography and Steganography techniques. In Cryptography there is used Rivest-
Shamir-Adleman (RSA) Algorithm. In Steganography there is used Image Steganography for hiding the
data. Through using combination of both cryptography and steganography security of data is increased
which is also known as CRYPTO-STEGO Approach. This satisfies all services in Cryptography i.e.,
Access Control, Confidentiality, Integrity, Authentication. And data can be maintained more securely.
There can used RSA for encryption of data and Steganography approach to hide the data in an image so
that data can not be accessed by anybody in network and only sender and receiver can retrieve the data
from message file. [1]
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such as internet, or used to ensure that unauthorised
persons do not comprehend what they are looking at
in a case where they have accessed the
information.[3]

I.  INTRODUCTION

In Today’s world, Data security has become basic
issue. Steganography and cryptography are two
popular ways of sending the information in a secret
way. One method used to hide the existence of the
message, and the other will distort the message itself.
Through this research paper mainly focus to develop

In Cryptography, the original message is known as
plaintext. And the process to convert the original
message into another form which can not be
understood by third person is known as encryption.

a new system with extra security features where a
meaningful piece of text message can be hidden by
combining security techniques like cryptography
and steganography.

Currently, most of the departments in government,
military communication, financial institution,
medical imaging, and private business greatly deal
with data that are in the form of images. So, security
of digital images has become most important. [2]

I1. CRYPTOGRAPHY

The basic idea of cryptography is to encrypt the
information or data in such a way that an
unauthorised person cannot access it. Cryptography
is mainly used to send data via an unsecured channel,

The encrypted message is known as ciphertext. This
all done through some encryption algorithm using
some encryption key.

Its reverse process is known as decryption which
will convert the cipher text into plain text(Original
message) through some decryption algorithm using
decryption key.
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1. STEGANOGRAPHY

It is the process of hiding and communicating data
through some reliable carriers in attempt to hide the
existence of the data. While sending data
information from sender to receiver, using
Steganography information will be hidden in such a
way that others cannot distort the message by itself.
The secret information is inserted into the cover
media by the stego system which will be encoder by
using certain algorithm. A secret message can be
either plaintext, an image, ciphertext, or anything
which can be represented in form of a bitstream. after
the secret data is embedded in the cover object, the
cover object will be called as a stego object also the
stego object sends to the receiver by selecting the
suitable channel, where decoder system is used with
the same stego method for obtaining original
information as the sender would like to transfer.
Steganography is mainly used for image files or
audio files.[4]
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Fig. 2. Steganography process

Various ways of Steganography

Text Files

The technique of embedding secret data inside a text
is identified as text stego. Text steganography needs
a low memory because this type of file can only store
text files. It affords fast transfer or communication of
files from a sender to receiver.

Image Files

It is the procedure in which we embed the
information inside the pixels of image. So, that the
attackers cannot observe any change in the cover
image. LSB approach is a common image
steganography algorithm. [5]

Audio Files

It is the process in which we hide the information
inside an audio. There are many approaches to hide
secret information in an audio file for examples
Phase Coding, LSB.

Video Files

It is the process of hiding some secret data inside the
frames of a video.

V. PROPOSED CRYPTO - STEGO

There proposed new approach of encryption and
decryption. In this approach keyless encryption and
decryption. This method is very light weighted and
secure as there is no such separate key is required.
The key to decrypt that message is itself encrypted
within the message. In the traditional key encryption
method if the key is somehow stolen by the third
person, then the data can be misused. Therefore, the
proposed system is more secure because there is no
involvement of transmission secret key.

Proposed encryption in two ways-
1. Text to text cryptography (RSA Algorithm)
In proposed system the encryption in first phase
depends upon the length of the secret message. Each
letter is first converted into its Unicode value. This
Unicode value is added into the total length of the
message. The result of this is considered as a
Unicode and the symbol associated with that
Unicode is used for that letter. By this method every
time the encryption letter changes with the change in
the length of the message. For decrypting the
message this process is used in reverse manner. The
Unicode of each letters is decreased by the total
length of the message and then it is converted into
the actual letter.[6]

Plain message in HEX:
5468697274792D74776F20627974657320736563726574206D65737361676521

Plain message PKCS1-V1.5 padded for encryption in HEX:
000243168CF2E2898DC467CFBE1BF547AEOBB98BBEF879BA9BIBAC203660D6AC
3330E613752CA9AB3F88368B223B050BB79D40C22EF99DEIE36310D1199B97F0
33DAB96DE 3FC62D606C4EBBS 3EE2B8234F22D924AC1DDD890215889F4C1F9364
122081BD21D71DD2280ED74A402499AEABED3FAD30AAE281DB4C5454C2379BCO
93382A39197899724C11B2607F31E40781EA2BE7A9DA336B6B668BDEL7743BD0
0CCD3B93983C1C51B32DA31B06F6533E144A1C2AF32D875F48738B41DCC78B18
40E44414BD7EC49A5282B1653698FDF69E20B83B3185C7EE962A9BB5F1738900
5468697274792D74776F20627974657320736563726574206D65737361676521
Encryption time: 172.964

RSA encrypted message:
DD64FF4CF19E6274B3FDAASBECC29FEQ6D87760F1239D01F81CEES3B3587F601
8E034099A582BBDDE45B7CF7BE7976B970683CD52B72A7D62C51E80536D33ERS
C11C458401F33BFDD2651BF7AFF1D97AADEDOB4AB59D3C3C4675E38D8409AEDC
1242B5625CED9662C9F359744CC33227B7506CEAE244892B873F32E7C4FD4F78
6A5E7063DOFECSEF92198549B02547C90B3A5598D780AAB4AB5SA6BBOSBASF822
735F2B4368E656309C90171261966D06E2FC87C1DB42554F3688929A65505173
B95130F6CASBA60A2CC75710915A2809C6D860BA3EACBCC19814CCOAET77757F
44AECE003869A2754C4B3F8EESE2EB6734AC13CBF89ESEDCID67DSE8704EDICE

Fig. 3 RSA Encryption

2. Text to image steganography

In the first phase the text is encrypted into another
text. In this phase, the system will encrypt that text
into an image. For this the system uses a sample
image to hide the text behind it. First image is
converted into its bitmap where each pixel represents
its RBG value. The text is treated as a pixel so every
letter in the text acts as one pixel. These pixels are
plotted in the sample image by replacing some of its
pixels. For choosing which pixels to be replaced are
decided by using the GCD logic (Whiting). In this
the GCD of the length and width of the image is
found and it stored in n. After this, every nth pixel of
the image is used for the replacement.[7] When the
replacement is done a new image is formed and this
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image is used for the transmission. While decrypting
the image again GCD is found and the pixels on that
result are converted back into the text. [8]
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Fig. 3. crypto-stego workflow

V. FUTURE SCOPE

The main aim of crypto-steganography system is
to hide the message into image. It will work for any
size of data. In future if there need to extend the
system for providing security the same algorithm
will work effectively. There need to first encrypt the
message and then encrypted code which is cipher
text is hidden in the image using LSB substitution
with GCD logic. For the enhancement of this system
we can use RGB substitution, AES, Random key
dependent algorithms in combination; to provide
security for the preservation of documents.[9]

VI. CONCLUSIONS

Through cryptography or steganography, there can
provide security of data with secrete key. But
through this paper, proposed an new approach with
combination  of  both, cryptography and
steganography with keyless transmission of data
which helps to improve the security at greater extent.
In this approach the cryptographic method involves
a different technique which uses message length and
its Unicode value for encryption and similarly
steganographic method also uses different technique
which uses format like bmp, jpg etc. We have tested
the system on different size of images from 250 x
150 t0350 x 250. We found the result in such a way
that the data hidden in the cover image does not
affect the original size of the image. More than 90%

of the image is preserved and only the intended
receiver knows its existence.[10]
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