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Abstract: Emergency logistics distribution is especially critical in the face of frequent public emergencies. As such, the model of
coordinated delivery of vehicles and Unmanned Aerial Vehicles (UAVS) is becoming increasingly important due to the unique
advantages of UAVs. However, the omission of start-up costs means the cost of UAV battery replacement and the sorting, assembly
and verification of packages are not included in the total cost. Additionally, most existing models are focused on route optimization
and delivery cost, which cannot accurately reflect customer demand for service satisfaction in emergencies. To address this, it is
necessary to convert the unsatisfactory degree of time window into a penalty cost rather than a model constraint. Furthermore, there
is a lack of analysis on the mutual waiting cost between vehicles and UAVs when one of them is performing delivery tasks. With
this in mind, this paper proposes a collaborative delivery path optimization model for vehicles and UAVs to minimize the total
distribution cost. This model is 20% cheaper than the vehicle-only delivery model and 25% less costly than the UAV-only delivery
model. Though its delivery price is slightly higher than the vehicle-UAV collaborative delivery model, the reduction in start-up and
penalty costs bring the overall cost of distribution down by 10%. This indicates that to save money and use fewer resources, the
vehicle-UAV collaborative delivery model is the better option for emergency distribution. Additionally, this model which takes
into account start-up, penalty and waiting costs can better express the necessity for timely UAV delivery in emergency
circumstances.

Index Terms - Unmanned Aerial Vehicle, Unmanned Aerial System, Last mile delivery
I. INTRODUCTION

Unmanned aerial vehicles (UAVS) are a new form of transportation that has a wide range of applications in logistics distribution,
particularly for cities with complex terrain. In order to exploit the advantages of traditional vehicle delivery, this paper proposes a
joint delivery mode of UAV and vehicle, comprising of three steps. Firstly, all special nodes must be marked. Secondly, the routes
of UAV and vehicle must be planned. Lastly, the total delivery route must be optimized in order to minimize the total delivery
distance. Genetic algorithms and the optimization of single distribution terminals are used to solve this problem, and the joint delivery
is compared with traditional vehicle delivery and independent delivery of UAV and vehicle. The results show that UAV and vehicle
can collaborate to fulfill customer demands and the joint delivery can reduce the total delivery distance. Additionally, a sensitivity
analysis of UAV’s maximum load, maximum flight distance, relative speed between UAV and vehicle, and road impedance
coefficient is conducted. The analysis reveals that by decreasing the restrictions on UAVS, they can deliver more customers at once,
enabling an efficient delivery process with vehicles.

Civil UAVs can effectively transport goods in difficult terrain, and their flexible flight routes reduce the difficulty of "last mile™
delivery. As e-commerce continues to advance, companies and customers are looking for quicker and more efficient logistics.
However, in cities with mountainous terrain and bad traffic, distribution is often obstructed by hills and rivers. Finding an effective
way to complete the "last mile" of delivery is a pressing issue. Civil unmanned aerial vehicles (UAVs) offer a novel solution to this
challenge. They are capable of transporting goods in tricky terrain, and their adaptable flight paths can reduce the difficulty of the
"last mile" delivery.

At first, UAVs (Unmanned Aerial Vehicles, or Drones) were mainly utilized for operations that required coordination in the
military field [1]. As of recent, civilian UAVs have seen rapid growth in development. With their convenient operation, flexible use,
high operating efficiency, and relatively lower costs [2], they have been used in wider applications such as logistics distribution,
surveillance cruise, emergency rescue, and medical transportation [3—7]. However, due to their limited load capacity and inability to
support long-distance flights, there are many restrictions when it comes to delivering goods. Meanwhile, traditional delivery vehicles
have the advantages of larger load capacity and long-distance transportation which can be combined to create a massive delivery
potential. Therefore, this has become one of the most researched topics in recent years.
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Il. UAV INVESTIGATION

Conducting a full forensic examination of drones can be a daunting task for digital forensic investigators due to several factors.
These can include the complexity of the technology, the lack of standardization, and the potential data security issues. The
components of a small unmanned aerial system (SUAS) (e.g., drone, radio controller, server) can be scattered in various locations,
which can make it difficult to establish a definitive connection between the hardware and its owner. Additionally, the digital
containers embedded in a typical UAV aircraft require multiple forensic tools to extract all the information needed for the
investigation. Similarly, direct access to the on-board camera is not always possible, as many drones provide USB connections that
do not allow for forensic imaging. Consequently, forensic investigators must resort to wireless connections to perform forensic
imaging remotely (over a network).

The investigation of embedded data storage containers such as flight data residing in the flight controller chip can be challenging
due to access restrictions and lack of standardization. As a result, forensic investigators may need to establish a Telnet session with
the UAV and use standard commands to browse system folders and configuration files. Additionally, there is no defacto standard
protocol for flight controllers nor a standard format for representing flight data, and many vendors rely on proprietary solutions.
Making matters more difficult, users can enhance the functionality of a drone by using software development kits (SDKs) from the
manufacturer, which can further complicate the forensic analysis due to the varying types of file systems hosted on a single UAV
aircraft.

Access to flight data through the on-board flight controller chip requires explicit owner permission through the remote control,
however, since it is often unavailable to forensic investigators, the data is usually encrypted. This lack of remote control makes the
investigation more complex. Volatile memory is used by drones, and if the battery runs out, the flight data stored within it is lost.
Additionally, some sensor data may be programmed to be shared via secure servers, file sharing sites, or social networks. Not all
commercial drones have flight controllers with data logging capabilities, and when the controller is not seized with the drone, it
may be impossible to determine the drone's ownership based on a forensic analysis of its digital content.

The goal is to handle these tasks in a manner which is secure, efficient, and allows for an optimal forensics process. To achieve this,
we use a combination of tools and technologies including cryptography, distributed ledger technology, and machine learning. Our
approach enables us to securely store and access data from drones, while also providing a mechanism for verifying the integrity of
the data and the identity of the drone’s owner. We also identify and analyze the data from the drone’s logs and other digital content,
in order to provide a comprehensive picture of its operation.

This contribution addresses the challenges associated with drone forensics, by using a combination of tools and technologies such
as cryptography, distributed ledger technology, and machine learning. Our approach allows for secure storage and access of data
from drones, while also providing a means of verifying the integrity of the data and the identity of the owner. We also analyze data
from the drone's logs and other digital content, in order to provide a comprehensive view of its operation. Furthermore, we use FTP
and serial connections to access the file system in a secure, efficient, and optimal manner.

I1l. METHODOLOGY

This contribution is intended to address a variety of drone forensics challenges, including the intricate task of accessing the file
system (which is done in our case via FTP and serial connections) as well as the assertion of drone ownership based on the extracted
digital content. Furthermore, drones are composed of several components, including radio transceiver modules, CPUs, internal flash
memories, flight controller chips (which may have data logging capabilities), multiple sensors (optical image sensors, inertial and
velocity sensors, magnetometers, GPS sensors, etc.), compasses, batteries, collision avoidance- detectors, spectrometers and
spectrophotometers, wireless routers, optional cameras, removable SD cards, engines, QR codes, serial and model numbers, optional
small solar panels, and payloads. Additionally, drone systems may include a battery charging system, a radio controller or smartphone
with a dedicated flight navigation application, an optional Wi-Fi range extender, an optional laptop for configuration, and a server
(on the ground or in the cloud) for data storage.

This paper provides the following definitions for examination: vehicles, impedance, joint delivery, independent delivery, and
docking point. Vehicles refer to trucks, tricycles, and other means of transportation that can deliver goods and support UAV launch
and return. Impedance refers to the non-linear coefficient, slope, and flatness of the road, along with other factors that might disrupt
the uniform and smooth movement of the vehicle. Joint delivery requires the UAV to pick up the goods from the vehicle, then deliver
them before returning to the vehicle. The vehicle can carry the UAV for delivery, as well as simultaneously deliver other customer
points after the UAV picks up the goods. Both the vehicle and UAV collaborate to deliver all customer points based on the particular
characteristics of the customer points. On the other hand, independent delivery implies that the vehicle and UAVs independently
complete their own delivery tasks. Finally, a docking point can be utilized for the vehicle to park and wait for the UAV. The UAV
can replace the battery, remove the goods, or launch and recover at the docking point, which might be any customer point or delivery
center.

IVV. PROBLEM DESCRIPTION

The vehicle and UAV collaborative delivery model is a logistics service model in which the vehicle and UAV cooperate to
conduct multiple distribution tasks. This model is especially suitable for emergency distribution. The vehicle transports the UAV and
the goods to be delivered from the distribution center to the customer's location according to a pre-planned route. Meanwhile, the
UAV autonomously picks up the goods to be delivered from the vehicle, and flies to another customer location to deliver the goods.
After completing its assigned delivery task, the UAV returns to the customer's location where the vehicle is currently, picks up the
goods and replaces the battery, and continues to the next delivery task. This process is repeated until both the vehicle and the UAV
have completed all the delivery tasks, and then both return to the distribution center. As there are usually constraints on the vehicle
and UAV delivery process, such as UAV load, flight distance, delivery sequence, and battery life, as well as vehicle load and stopping
points, the challenge is to plan the vehicle and UAV paths that minimize the total delivery cost.
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Figure 1: Schematic Diagram for Node Distribution for UAV

In the vehicle-UAV collaborative distribution model, each distribution route is a combination of the vehicle path and the UAV
path. This leads to a number of distinct delivery units. The route, while the UAV is simply charging on the vehicle. A route section
that is solely serviced by the vehicle and the UAV is not involved. The primary distribution unit of the UAV, consisting of the take-
off point, distribution point, and landing point, which are all vehicle delivery customer points. there are a number of consecutive
customer points in the UAV's basic delivery unit. The vehicle-UAV collaborative distribution is a more efficient and reliable delivery
process.

In order to streamline the delivery process and simplify the customer nodes and vehicle models, the following conditions must be
met: (1) customer points demand should not exceed the maximum load limit of the UAV; (2) all vehicles should have identical models
and parameters, but maximum flight distance, maximum load weight and maximum endurance time should be taken into
consideration; (3) no traffic jams should occur during the delivery process; (4) UAV should only serve one customer point per flight,
yet after taking off, it can deliver to multiple customers; (5) each customer node should be served once without any repetition and the
vehicle or UAV must return to the distribution center once the distribution tasks are completed.

IV. PHASES

Phase One: Carry out a factory reset on the drone and its controller (the Android smartphone in this case) to clear out configuration
settings and erase any old data such as past flight data and video cache from NVRAM.

Phase Two: Install the AR.Freelight application on the smartphone and set up some simulated flight scenarios that include image
captures and video recordings.

Phase Three: Switch off the drone and use the disk dump (dd) utility to create an image file of the entire disk. Extract any embedded
digital evidence which may include flight data, EXIF data from recorded media files and ownership data etc.

Phase Four: The forensic investigation, Exiftool can be used to analyze the metadata on JPEG and MP4 files. The userbox file
generated each time a flight session is established with the Parrot AR drone 2.0 is also subject to analysis, containing both
configuration information such as firmware version, serial number, total flight time, and flight settings, as well as navigation data
such as drone status, attitude, speed, sensor data, battery level, and GPS details.

Furthermore, artifacts and digital containers, including Linux file systems, registry settings, path flight logs, and hidden files can
be examined. By aggregating and correlating the collected evidence, events or actions can be reconstructed in order to generate
initial hypotheses and provide facts.

Phase Five involves testing of the hypotheses, with experiments conducted to validate or refute them. If the test results do not
support the hypotheses, they must be revised and further tests performed.

In the final phase, the key findings of the forensic investigation are provided, along with the associated levels of confidence. A
detailed description of the steps taken throughout the investigation is also provided, and all information related to the acquisition
and analysis phases is documented.

4.1 Implementation

The original classifier for ImageNet adds one 512-dim fully-connected layer and one classification layer after the pooling layer. We
train the model using stochastic gradient descent with a momentum of 0.9. The learning rate for the newly added layers is 0.01 and
0.001 for the rest of the layers. The dropout rate is set to 0.75. During the training process, images are resized to 256 x 256 pixels.
We also perform basic data augmentation, including horizontal flipping and random rotation for satellite-view images. At the testing
phase, we use the trained CNN to extract features from different sources. We use cosine distance to calculate the similarity between
the query and candidate images in the gallery and the final retrieval result is based on the similarity ranking. For the baseline model,
we choose Model-111, which fully utilizes the annotated data. Furthermore, we share the weights of Fs and Fd, as both sources of
aerial views share some similar patterns.

The drone-view images are more advantageous than ground-view images when it comes to searches for satellite-view images. This
is because drone-view images are taken from a similar aerial view, allowing for a more accurate comparison to satellite images.
Additionally, drone-view images can avoid obstacles such as trees that can be present in ground-view images. To test this
assumption, we trained a baseline model to extract visual features from three different types of data. The results showed that drone-
view queries outperformed ground-view queries when searching for relevant satellite-view images. Our baseline model has achieved
accuracy of 60% and an AP accuracy of 70%.
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Figure 2: Representation of particular area for delivery point

The electric truck leaves from the warehouse carrying the products that need to be delivered, and the drones are on the rooftop in a
charging mode. There will be one electric truck but multiple drones on the roof of the truck for a particular region (and multiple
trucks in general). Electric trucks will have solar panels, and thus, trucks will act as a charging station and carry products that need
to deliver. The product needs to be delivered within a minimum (5 h) to maximum (24 h) meeting consumer demand and will lead
to consumer satisfaction and reduce delivery time with no CO2 emissions. Proceeding to the Company ‘y’ App, the consumer must
then type the Region name. Accordingly, the software will indicate the warehouse name according to the Region or Pin Code. By
searching in the particular warehouse product list, the consumer can place an order for any product according to the weight factor.
The maximum weight a drone can carry is 25 kg, and if the product is not available, the website will show when the product will
be available in a particular warehouse. The consumer will receive the message when it is available on the registered mobile number.

The UAV has the capacity of six to eight drones for delivery purposes. Through the integrated mapping system, customers can
monitor the delivery like they would with apps such as Uber or Ola. The customer will be notified 5 minutes prior to the product
arriving. A card with a unique QR code will be provided to the customer and, when scanned by the drone's lidar sensors, the handler
of the truck will be given access to deliver the product. For further assurance that the products are not being taken by the wrong
person, fingerprint or facial recognition may be utilized. In the case of multiple deliveries in the same area, drones can deliver items
depending on their capacity, and if the deliveries are within 50-100 meters of each other, the same drone can transport them in
descending order.

V. CONCLUSION

Two models for the implementation of drone technology in the logistics sector were developed and modified in this article.
Examples of real-world scenarios were provided to either replace existing truck delivery or develop a hybrid truck-drone delivery.
It was noted that in densely populated cities, there may be overcrowded areas of infrastructure that can present challenges for drone
flights. To avoid this, it is recommended to place charging towers at intervals of 2 miles, according to the big data gathered from
customer demand in the area. Additionally, drones are easy to sanitize after each delivery, making them a key asset in the Indian
supply chain and logistics systems in this era, as touchless delivery is of utmost importance.

5.1 Implications

This article aimed to provide practicing managers with guidance on implementing drone-delivery systems into the supply chain and
logistics management of highly populated urban cities. Different demand conditions were discussed to give insight into how the
two proposed systems may be implemented effectively to overcome critical challenges faced in last-mile logistics operations. The
hybrid truck—drone model, with real case scenarios, suggests companies may use drones to deliver small packages in congested
areas, while delivery men associated with the truck may deliver heavy parcels, reducing overall delivery time. The drone-only
model offers companies the opportunity to upgrade their current logistics facilities with drone technology. There may be some
economic barriers to overcome, such as the high cost of setting up separate charging or docking stations. Nevertheless, the long-
term benefits include eliminating the need for trucks, achieving eco-friendly parcel delivery and reducing associated operational
costs.

5.2 Limitations

In the past decade, technological advancements in the drone industry have been significant, yet there is still a great deal of potential
for future research. This article does not address the plan of implementation for collaborating drones with existing logistics
companies, nor does it provide computational simulations for the demonstrated real case scenarios. Additionally, it does not consider
the feasibility and profitability of drone-delivery services. A survey could be conducted to determine how companies may feel about
taking such a big step, which includes significant initial investments and safety considerations. Furthermore, companies may use
big data from their delivery detailed data sets to project future demands and build the charging towers accordingly. Qualitative and
economic analysis of drone logistics could be conducted to assess all the costs associated with drone-delivery services, including
the cost of multiple drones, setting up charging stations, and forecasting costs. Lastly, the design of charging stations to
accommodate numerous drones and technology for continuous delivery and quick charging should be addressed.
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