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Abstract: ChinaBeeReady is a certification platform that, among other things, must ensure that any critical data cannot be altered
manually outside of the platform user interface. Also, any data based on location has to be valid to avoid deceit. The main characteristics
of this platform were the main focus of the company's research to determine if there was a way to implement such features for a software
platform. All known security measures were being used during software development and release to secure the platform from external
attacks. Because the data in this system had to be kept as unaltered as possible, it had to be protected from any insider attacks as well.
The data, which is transferred from the mobile devices, also has to be trustworthy since the location of the device plays a crucial role in
the certification process for specific roles. The research was conducted with these two targets in mind, and several options were examined.
The produced results were promising for both of the researched topics and applied during the implementation of this software platform,
in addition to all the existing practices for an overall security system.

Index Terms - Database fields encryption, location-based data, security, protection.

I. INTRODUCTION

Toorbee is a software house with a vertical market orientation in travel and tourism. From the time of any software inception, an
integral part of the development process is eliminating any unauthorized access, avoiding a data breach, and quick recovery from a
server infiltration incident, and there are some good reasons for this.

Although there is an important risk of sabotage from within, there are still some organizations that do not consider threats by
insiders to be a severe risk that should be well controlled [1]. Insider security threats will always exist, and it is not a matter of trust
[2]. Insider threats are a critical security problem. Insiders are trusted entities within an organization who have the authority to perform
various operations, like employees, contractors, or business partners, and when they take advantage of their permissions and violate
rules, it turns out to be a threat. In the context of a database, mechanisms that protect data from outside attacks cannot secure a
database from authorized users.

Thus, the development of mechanisms that protect sensitive data from insiders has become a priority [3]. A Pokemon survey
published in May 2016 reported that 55% of the 601 individual companies polled said their organization had a security incident or
data breach from within [2]. The total average cost of insider-related incidents rose from 11.45 million dollars in 2019 to 15.38 million
dollars in 2021, according to the 2020 and 2022 Cost of Insider Threats Global Reports published by the same organization [4]. In
general, 34% of all breaches can be caused by insider threats [5].

It is a company practice to limit the authorized access to the production servers and data to only two people. However, since it is
a certification system, it had to eliminate the possibility of even these trusted employees being able to alter any crucial data for any
reason. In this case, having a user action log and various notifications reaching the system users during different points in the
certification process allows for investigation of an incident after its occurrence, but this does not prevent any malicious data
manipulation from happening in the first place. Usually, the main factors motivating insiders to perform data leakage activities are
financial gain, lack of fairness and justice in the workplace, the psychology or characteristics of the insiders, new technologies, lack
of education and awareness, and lack of management tools for understanding insider threats [1].
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The ChinaBeeReady platform had to secure the data storage from alterations directly in the database by anyone that has access to
it and verify the validity of the location-based data provided by the authorized users. Regarding the first axis of the research, it was
crucial to find a way to disallow anyone with access to the database to be able to alter critical data like contracts, certifications, or
auditing documents without invalidating them when updating them directly. The second axis of the research was also paramount for
the company since it had to verify any information based on its location.

GPS signals are broadcast by Global Positioning System satellites to enable satellite navigation. Receivers on or near the Earth's
surface can determine location, time, and velocity using this information [6]. Someone’s geolocation can be determined both by the
GPS receiver incorporated into smartphones and by cellular towers and Wi-Fi networks. All methods result in a location that consists
of a latitude and longitude measurement. Depending on the method being used, locations can be measured accurately with a precision
of about 5 m (GPS/Wi-Fi), although precision is much lower when cellular networks are used [7]. Location-based services need to
determine where the user is to provide services and content relevant to their location. Therefore, positioning or location determination
is a crucial technology for them. For indoor environments, other positioning methods and technologies are starting to appear, such as
WiFi-based [8]. Location data is routinely used by websites and mobile apps to deliver better service to consumers. In cybersecurity,
location data is used to help authenticate user identities. In addition, as with Uber, machine learning and other analytics can be used
to detect suspicious user behavior [9].

An auditor should be present at the audited enterprise during the certification process. He should not be able to audit this enterprise
from the comfort of his home. Even when he uses equipment provided by the company, there are numerous ways for someone to
give a location different from the one he is currently at to the mobile application. However, the software should be able to
countermeasure such actions and verify with certainty that the location-based data is valid. Is there any way to secure the data stored
in a database from any modification from the inside of the company and any way to avoid deceit when location-based data is being
used? The finding supports the statement, and the results may be used in the future to update the security of existing products regarding
similar cases.

I1. DEFINITION

Although a lot of effort is given to secure a company’s infrastructure in the always-connected world, according to the 2022 Cost
of Insider Threats Global Report from the Pokemon Institute, 67% of companies are experiencing between 21 and over 40 insider
incidents per year, an increase of 60% from 2020. It takes an average of 85 days to contain one incident, costing over 480,000 dollars
for each negligent incident and nearly 650,000 dollars for each malicious incident [10]. Most ofthe time, the weak point of an insider’s
attack is the company’s trust in its employees, even when separation of access and well-defined roles exist. In a small-sized company,
the most privileged user may be the owner, but the problem seems unsolvable when a company’s size increases to even thousands of
employees, with more than one having important roles like system administrators and auditors, managed security service providers
[11].

Of all the potential attacks, the interested is in those having to do with the database. The traditional means of securing data are no
longer enough [10]. Usually, negligent workers, departing employees, security evaders, malicious insiders, inside agents, and third-
party partners are the origins of such an attack [12]. Such an attack can have many forms, like sabotage or even theft [13]. A recent
event occurred in April 2022, when Block, a fintech company, confirmed that a former employee downloaded reports from the mobile
payment app Cash App that contained information for 8.2 million users. The employee had been granted access to this data as a part
of their job responsibilities, but the information was accessed without permission after their employment ended [10].

However, numerous other cases exist supporting the importance of being protected from the inside: In 2017, an employee stole
more than 500,000 customer records and sold them on the dark web. An investigation revealed that the attacker had been accessing
customer data since 2013. He saved three datasets, including credit card details, to his desktop and sent some information via email
to his account. From 2008 to 2019, two employees of General Electric (GE) stole company trade secrets by downloading thousands
of files from company servers. There was another insider attack at GE in 2017 when an engineer conspired with a Chinese
businessman to steal trade secrets for their startup. In 2018, Cisco’s cloud infrastructure was attacked, and the attacker deleted 456
virtual machines used for Cisco’s WebEx Teams application. In 2018, a Tesla employee with the motive of revenge sabotaged the
company and caused a data leak, which cost Tesla’s share prices to fall by 5 percent, among others. In 2019, Microsoft employees
made misconfiguration errors, and the database leaked on the Internet and remained publicly accessible for an entire month. Between
early January and late February 2020, the attackers gained access to the personal data of 5.2 million Marriott guests. Tesla faced
another insider threat in September 2020 when a foreign national attempted to "recruit" an employee to transmit malware onto Tesla’s
network to exfiltrate sensitive data [14].

Companies can suffer immediate losses as well as revenue losses, but the impacts of insider threat risks typically fall into one of
the following categories: value, operations, or reputation [15]. Insider threat detection and prediction are important mitigation
techniques. There are several proposed ways to solve this security issue in any company’s size and organizational structure. One such
way can be through online activities, which are the most widely used features in insider threat detection and prediction. Also, other
ways are threat likelihood and graph algorithms [16]. Other practices, can be: a. Knowing and protecting your critical assets; b.
Developing a formalized insider threat program; c. Deploying solutions for monitoring employees' actions and correlating
information from multiple data sources; d. Documenting and consistently enforcing policies and controls; e. Incorporating malicious
and unintentional insider threat awareness into all employees' periodic security training [17]. Generally, a combination of established
methodologies in many IT disciplines can be combined to protect a database [18].

However, very little research has been performed on insider threats at a database level [19]. And this is where the research is
targeted. One proposed way to detect such threats is through user profiling and machine-learning algorithms [20]. Most of the time,
prevention is the key, and real-time user alerts can reduce the threat. A real-time alert can quickly remind users and keep them acting
within corporate policy. If the user is misusing a database on purpose, it’s still possible to prevent his actions using blocking [21].
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Another proposed way to prevent such threats is to use a unified classification model to classify insider threat prevention approaches
into two categories: a. Biometric and b. Asset-metric [22]. Even the evaluation of a user’s personality trait of narcissism is used,
which is deemed to be closely connected to the manifestation of malevolent insiders [23].

Such approaches to preventing an inside attach are validated because, by design, a database administrator can execute changes to
the database with no limit to his/her privileges in terms of damage, including deleting rows, deleting tables, or revoking application
privileges [24]. Another approach to detecting anomalous behavior of database users is using n-gram modeling to capture and analyze
temporal patterns in sequences of SQL statements as proposed in [25]. Also, a company’s employees are the human components for
the detection and identification of an insider threat, and so by observing human behavior, their intentions can be disclosed even with
non-verbal means [26].

Thus, it is crucial to have incorporated proper management of the user's privileges during his or her session, something that can
reduce the impact of such a threat [27]. Some research places special attention on the definitions and taxonomies of the insider threat
[28]. Another research presents an algorithm that demonstrates the authorized and unauthorized data items in which insiders can
make changes, and to prevent such attacks, a modification graph is being used [29]. Nevertheless, all these methods of detection and
prevention add complexity to a system, and it usually needs a lot of resources to maintain.

The main methods for securing a database from almost any attack are: a. cryptography, b. steganography, and c. access control.
The cryptographic control secures the data by encrypting it [30]. Database encryption is the use of encryption techniques to convert
a plain text database into an encrypted one, rendering its data unreadable to all but those who know the encryption key [31, 32]. This
type of encryption provides data protection by only allowing authorized users to see the data [33]. Other research indicated that there
is a substantial impact on the reading and writing performance of the database when it uses encryption. This impact is directly
proportional to the level of security used [34]. However, encryption has a weak point and may be insufficiently effective against an
insider threat. because the decryption key must also be stored somewhere in the system. Strict separation of duties is one of the most
effective mechanisms for limiting the potential damage of such attacks [35]. Nevertheless, the advantage of encryption techniques
over monitoring is clear since the latter is only as good as the audit trail, reporting, and vulnerability management systems being used
[2]. Even in laaS, where clients have the most access to the cloud infrastructure, cryptographic techniques can be used to safeguard
the confidentiality and integrity of the database [35].

Regarding the location-based data, several things were considered to avoid deceit. The Global Positioning System (or GPS) offers
information on position, velocity, and time. The Global Positioning System, on the other hand, is vulnerable to spoofing attacks [36].
GPS spoofing is an attack whose main goal is to override a GPS-enabled device’s original location. There are a lot of ways for
someone to do so, like the use of a radio transmitter that broadcasts fake GPS signals or for a smartphone owner to use third-party
apps to fool other apps into thinking that the device isn’t at its original location [37]. Such attacks are closely related to the research
described. Thus, developing anti-spoofing algorithms requires a thorough understanding of GPS spoofing attack requirements,
impacts, target type, and success rates. For various civilian and military applications, there are also several spoofing strategies [36].

Most anti-spoofing algorithms can detect the spoofing threat and maintain navigation capability and integrity [38]. The fake GPS
or GPS spoofing apps are available on Android phones, and basically what they do is trick your phone into thinking you’re in a
different location [39]. Research showed that it is possible to take control of a Tesla's GPS with off-the-shelf tools in less than one
minute [40]. Such attacks can be called "traffic poisoning" and create several dreadful scenarios [41]. All these make proving that a
device is geographically present where it claims to be one of the most difficult problems. One geolocation technique aims to bind a
client’s identifier to a geographic location. However, the use of proxy servers, VPNs, anonymizers, or similar IP-hiding technologies
makes this task difficult [42]. Geodetic location, as calculated from a location signature, adds a fourth and new dimension to user
authentication and access control. It can be used to determine whether a person is attempting to log in from an approved location.
Unlike most other types of authentication information, a user's location can serve as a common authenticator for all systems the user
accesses [43].

To resolve such issues, the location of the user device can be analyzed against historical information. Also, location-aware fraud
detection is used by the banks issuing credit cards where the location of a phone associated with the account is checked against the
transaction’s location [44]. The Global Positioning System is vulnerable to spoofing attacks, but there are some defenses against them
as well [45]. The existing research goes both ways since there is one for the development of a GPS spoofing apparatus to attack a
specific flying vehicle [46]. On the other hand, some algorithms exist that detect such attacks [47, 53]. Data-driven schemes can also
become useful if enough training data is available and can operate on a per-satellite basis [48, 53]. Another approach can be to
leverage time obtained over networks to which a mobile device can connect and detect discrepancies between the GNSS-provided
time and the network time [49, 53].

Other research shows that the network-based exchange of GNSS data, such as the recently disclosed GNSS raw measurements in
Android smart devices, may allow for the comparison or combination of such metrics to better identify spoofing and meaconing
attacks [50, 53]. The European GNSS Agency (GSA) has funded the development of timing receivers for professional applications,
intending to address vulnerabilities [51, 53]. Other solutions allow for the data to be digitally signed while the spreading code is
protected by the insertion of cryptographically generated punctures [52, 53]. The measures against position tampering patterns may
use MAC addresses in such a way that if at least one of the three MAC addresses used is far away, it is judged to be spoofed [54].

Although several solutions have been proposed to address the threat of GPS spoofing, few have been adopted in practice. This is
because existing techniques either require significant modifications to the current GPS devices or require specialized hardware or are
not robust against sophisticated attackers. An example of this is a proposed software-based method to detect spoofing attacks that
works for off-the-shelf GPS chipsets [55]. Another study offers an application of spatial processing methods for GPS spoofing
detection and mitigation [56]. There are several ways to mitigate against an attack, but there is no solution that fits all [57]. The most
important obstacle to developing protection measures is that the key equipment is in space and will not be replaced any time soon.
Security measures so far have been more experimental in nature and not for large-scale applications. Makers of smartphone chips
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may someday be able to embed something like a GPS firewall directly into devices’ receivers, but it will be a few more years before
it happens [58].

It’s hard to put a solid number on the impact of GPS spoofing on the economy, but the reliance on location services is a part of
the world’s critical infrastructure. One can see that the estimated overall economic impact of GPS on nine critical US industries was
1.4 trillion dollars, and a similar study found that the economic contribution of GNSS to the UK economy was £6.7 billion every year
[59]. It is of no surprise that the Department of Homeland Security recommends that companies hide GPS antennas from public view
because GPS spoofing works well when an attacker can get close to an antenna [60]. Smartphones nowadays host a wide variety of
sensors and is no longer limited to the telephony domain. According to a study, this set of sensors on the device can provide a solution
for spoofing and jamming detection [61]. Many conventional network-based applications provide specific content and services to
users according to their locations. The accuracy of the location provided by the device’s GPS module is certainly important but most
service providers are unable to effectively authenticate GPS values provided by their users. An example for this can be the popular
Pokemon GO game, where fake GPS values have a negative impact on the stability of the system. This issue is the so-called "Fake
GPS" problem [62].

In Android, there is only one way to spoof your device’s GPS without rooting, and that’s to use Android’s built-in Mock Location
API located in Developer Options. On Android 6.0 and above, you select the specific app you would like to use. In older versions,
it’s just a simple check box that enables Mock Location mode for any app on your device [63]. Changing the location on your iPhone
or Android device involves tricking your phone into telling apps that you’re located somewhere you're not. In most cases, when you
spoof your GPS location, every location-based app on your phone will be fooled. There are several software makers have built desktop
programs that make this easy [64]. Nevertheless, GPS spoofing is not the only way to deceit an application and the use of a VPN
service would work better [65]. A lot of recent flagship phones have very strong GPS connectivity, which can result in what is known
as rubberbanding. In simple terms, you don’t want your phone to keep alternating between your actual location and the spoofed
location [66].

Plenty of GPS spoofing apps that can be used to set up mock locations are available on Google Play but they might not work
depending on the app that you’re trying to trick. According to their feedback, there is no iOS GPS spoofing app on the Apple App
Store work. Instead, you’ll need to download a desktop app and then connect your iPhone to it via a USB cable. Alternatively, iOS
users can jailbreak their phones and install the Protect My Privacy app from Cydia, a mobile package manager for jailoroken iPhones
[67, 68, 69, 70].

11l. METHODS

A. Database

According to [71] it was needed to use pgp_sym_encrypt for writing and pgp_sym_decrypt for reading. And this was what it has
implemented according to Encryption For Specific Columns. The pgcrypto module allows certain fields to be stored encrypted. This
was useful if only some of the data was sensitive. The client supplied the decryption key and the data was decrypted on the server
and then sent to the client. The decrypted data and the decryption key were present on the server for a brief time while it was being
decrypted and communicated between the client and server. This presented a brief moment where the data and keys can be intercepted
by someone with complete access to the database server, such as the system administrator [72]. Several fields in the database table
were encrypted based on [72] in addition to the other options that have been used. The first test took place in the database with the
following steps:

1. The database's files

a) As a first step, it was verified that the files were valid using the platform’s UI. The files could be viewed using a button in the
user interface, as in Fig.1. When the user clicked on the eye-shaped button, he was able to view the file as in Fig.2. In the specific
figure, the file shown is a signed application in PDF format

Figure 1. File row in the user interface.

Karaoraon f)| Hp/via aflokéynone T| Hp/jvia Amob_/Anop. T| Iyohwa T Evipyeweg

P a | o 3

Figure 2. File preview in the user interface.
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b) Next, a direct connection to the database was established and an update SQL command was executed. This was an actual action
by someone willing to alter the data in a database by bypassing the user interface. The command was similar to this: UPDATE files
SET data=<PDF _file_content> WHERE id=<file_id>. Executing a SELECT command, the data seemed valid, giving no indication
that something was wrong with them. The command was similar to this; SELECT * FROM files WHERE id=<file_id>.

c) The files were invalidated after that update, though. Returning to the user interface, it was clear that the button was disabled
and the file could not be viewed anymore. Also, the console log errors in the browser (Fig.3) confirmed that the file was irrecoverable
and that the attack had just failed as a consequence of an update directly in the database.

Figure 3.File row in the user interface after the UPDATE without encryption.

Katdoraon 1| Hy/via afiohdynong 1) Hy/via Anob./Amop. 1| Eyoha T Evépyeteg

Using the above steps a to c, it was confirmed that any other files like the contracts, certifications, and other data were also
invalidated after a manual update.
2. User's personal details in the database

a) Again, as a first step, it was verified that the user details were valid using the Platform Ul. Before the test, the client information
was visible in the related platform view in Fig.4.

Figure 4. User details in the user interface.
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Nehdmg
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2101234567
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Aubia2 eibe m oehibam

b) An update SQL was executed directly after connecting to the database. This update command had the purpose of trying to alter
the client’s information and was similar to: UPDATE users SET first name=<Firstname>, last name=<Lastname> WHERE
users_id=<user_id>. Verifying the user data with a select query like this: SELECT * FROM users WHERE users_id=<user_id>,
there was no indication something altered in the process.

¢) Once more, it was verified that the user details were invalidated after the database update. In this case, the data was unusable
and an error appeared in the web console, rendering the page empty as in Fig.5.

Figure 5. User details in the user interface after the UPDATE without encryption.
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B. Location-based data

Apps should only ask for the type of location permission that's critical to the user-facing feature and properly disclose this to
users. The majority of use cases only require location when the user is engaging with the app. If your app requires background
location, such as when implementing geofencing, make sure that it's critical to the core functionality of the app, offers clear benefits
to the user, and is done in a way that's obvious to them. If background location access is essential for your app, keep in mind that
Android preserves device battery life by setting background location limits on devices that run Android 8.0 (API level 26) and higher.
On these versions of Android, if your app is running in the background, it can receive location updates only a few times each hour.
Learn more about background location limits [73].

Since the app was developed in React, there is the react-native-mock-location-detector package in which [74] it is written: "If you
are building a location-based app in RN, you have to validate if the user is using location spoofing apps or not." This library doesn't
let the user use the app if any mock location apps are active on the device. However, since the app was developed with the Expo, the
expo-location package was used, which allows reading geolocation information from the device. Your app can poll for the current
location or subscribe to location update events [75]. But, even if the device isn't jailbroken, it is still possible to fake the GPS location
with a nearby GPS transmitter. So let's assume (although it is highly unlikely) that your user has this. Technically, it is possible to
detect if the GPS location is fake or not. However, your ability to do so is dependent on whether the person faked other information
as well, such as nearby Wifi networks or their external IP (such as using a VPN) [76].

The second part of the tests used two mobile devices, one for the Android and one for the iOS operating system. The software on
both the devices had many checks enabled for the available internet connectivity and location services.

1. a smartphone running Android 10 (QKQ1.19)

The normal setup was comprised of the data and location services being turned on. In this case, the first scenario runs with an
auditor located at a specific position, e.g. 39.87391899335835, 25.064528320760136 auditing a company that requested a
certification from being at the same position. The application worked as expected. Similarly, the second scenario was run with an
auditor at another position from that of the company, e.g., at 35.335044557048995, 25.14158880387833. Since the setup on the
device was expected, i.e. with both the data and location services turned on, the device reported no problem with that. However, the
auditor being outside the audited company range was caught by the server, resulting in a relative message in the application like in
Fig.6.

Figure 6. Android error message when the location is not matched.
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The second setup was for a device with data and location services turned on but with a Fake GPS application [77] running at the
same time on the device. A sample screen of the app execution can be seen in Fig.7.
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Figure 7. User interface of the Fake GPS app [77]
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In this case, the application was not allowed to continue, and a popup message appeared, blocking the normal process for the
auditor in Fig.8.

Figure 8. Android error message when the location cannot be retrieved.
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The third setup was with both the data and location services turned off. In the previous case, the application found the invalid
setup of the device and allowed no further execution of the application by displaying a similar message (Fig.9).

Figure 9. Android error message when the location cannot be retrieved.
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The fourth setup was with both the data and location services turned off, but this time the WiFi was turned on. Again, the
application was not allowed to continue with a popup message blocking the normal process of the auditor, as shown in Fig.10.

Figure 10. Android error message when the location cannot be retrieved.
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The fifth setup was with no internet connection at all and with the location services turned off. As expected in this case also, the
application was not allowed to continue with a popup blocking the normal process of the auditor displaying a message like in Fig.11.
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Figure 11. Android error message when there is no connection.
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The sixth setup was with no internet connection at all but with the location services turned on this time. As expected in this case
also, the application was not allowed to continue with a popup blocking the normal process of the auditor, indicating a problem with
the settings as in Fig.12.

Figure 12. Android error message when there is no connection.

NpopAnpa pe Ty Lovbeon

AlanioTioaye Kanoto npdBANya e
| MY 00vBEDN, MANWE EXETE KAEIOTEQ I
TG unnpeoteg Wifi ) AeBopévuwy;
EwaAaKTIKG piinuwg Bev éxete Kaho
ofpa: fa va ouvexloeTe oty egappoyh
ENEL va artokataotaBel n oovbeon ato
B1abOKTIO,

4G EUXAPIOTOVYIE Y1 TNV KATAVONaN Kat
TV owvepyaoia

2. an iPhone or iPad running iOS 15.5-19f77

The normal setup was comprised of data and location services being turned on. In this case, the first scenario was run with an
auditor at the same position as the company being audited, e.g. at a position with latitude and longitude of 39.87391899335835,
25.064528320760136. The application worked as expected, allowing the audit to be conducted by the auditor. The second scenario
was run with an auditor at a different position from the company’s, e.g. at 35.335044557048995, 25.14158880387833. Since the
setup on the device was the expected one, the location difference was outside the allowed range, caught by the server by forcing a
message to appear and blocking the process. See Fig.13.

Figure 13. iOS error message when the location is not matched.

Npoooyn!

The second setup was with both the data and location services turned off. This time the application was blocked with a popup and

allowed no further execution of the application. The message is shown in Fig.14.
Figure 14. iOS error message when the location cannot be retrieved.

‘ NpoépAnpa pe v Totodeoia
ALOMOTWOOE KAMOL NpOBANA
e TV TonoBecia. MANWE ExeTe
KABLOTEG TIG UTpEOiES TonoBeoias;
EwaAGKTIXG pAnwe yiveTal xpAon
unnpeolag wevbous TonoBeoiag, Na
Va OUVEXIOETE TNV £pApOYA NpENEL
enavevepyonoindel n owoth Tonodecia

0))

S8

TG EUXAPIOTOUPE Y10 T KaTavonon Kal
v owvepyaoia

The third setup was with both the data and location services turned off but with the WiFi turned on. Again, the application was
not allowed to continue with a popup blocking the normal process for the auditor (Fig.15).
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Figure 15. Android error message when the location cannot be retrieved.

‘ NpépAnpa pe v Tonodeoia

AWGTIOTUOONE KATOLO NPOBANLA
e TV Tono6eola. MANWG EXETE
KABLOTEG TIG UTNPEOiES TonoBeola,
EvaAaKTixé pAruwe yivetal xpAon
unnpeoias wevbous TonoBesiac, Ma
VL OUVEXIOETE OTNY £PapoyH npEney
enavevepyonoundel f owot Tonodeocia

0))

S8

06 EUXGPIOTODPE Y10 THY KaTavonon Kal
v owvepyaoia

The fourth setup was with no internet connection at all and with the location services turned off. As expected in this case also, the
application was not allowed to continue with a popup blocking the normal process for the auditor, showing the message in Fig.16.

Figure 16. iOS error message when there is no connection.

MpéBAnua pe v
Tovdeon

AlamoTdoapE KaToW TPSEANKA
e ™Y oGvSEon. Minwg ExeTe
KAEOTES TiG unnpeaieg Wifi 1y

AeSopévw; EVaAGKTIKG HATILG

Sev €xete kakd orua; Ma va

ouvexioete oTnv epapuoyn

TIpENEL va anokatacTalei n
Gvvbeon oo SaBIKTIO.

0 EUXaPICTOBHE Via TNV
KaravénoT Kat v guvepyadia

The fifth setup was with no internet connection at all but with the location services turned on. As expected in this case also, the
application was not allowed to continue with a popup blocking the normal process of the auditor (Fig.17).

Figure 17. iOS error message when there is no connection.

MpoéBANua pe TRV
Iovdeon

AlamoTwoaue Kanowo npéBAnua
HE TNV obvdeon. Minwg éxete
KAEOTES Tig unmpesieg Wifi iy

Aebopévwy; EvwaAakTika pminwg

Sev Exete kaAd onua; Ma va

ouvexioete TNV edapuovr

TIPETIEL va anoKaTacTadei n
gbvbeon oto SadikTio.

Fag euxapLoToLRE via Y
Katavénon Kat v guvepyadia

Regarding the usage of an application that works like a Fake GPS application [77] in Android, this is not possible in iOS with the
out-of-the-shelf setup by default. However, on a device that is not jailbroken, there is another way to try to overcome these imposed
by the implementation restrictions, but it is something that the average user is not aware of. This test used the iAnygo application
[78]. The user interface of this application can be seen in Fig.18, and the existing internet and location services checks of the software
on the device did not work. The application did not recognize this device setup and failed to block the auditor’s process. That did not
allow the server side to recognize the deception either.

IJCRT2207605 \ International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org | €635


http://www.ijcrt.org/

www.ijcrt.org © 2022 IJCRT | Volume 10, Issue 7 July 2022 | ISSN: 2320-2882

Figure 18. User interface of the iAnyGo app [78]
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IV. RESULTS

After implementing the features based on the contacted research, the tests that followed showed these results: Regarding the data
in the database, the addition of the encryption in specific fields, i.e., fields that contain the information they had to be secured from
any alteration by someone with access to the database, helped to secure them when a modification attempt was made by someone
unaware of the encryption key. Technically, the attempt to modify the data in the database in such a manner invalidated the encrypted
fields, and a restored backup was the only option to make them valid again. Thus, the attack failed, and the appropriate measures
were taken to restore the validity of the data. This was true for all the tested data, like database entries, files stored in the database,
and such.

Regarding the location-based data sent from a mobile device, either an Android or an iOS one, the security features implemented
in both the front-end (client side) and the back-end (server side) were enough to prevent someone from deceiving the system in most
cases. The check for turned-on data and location services, which provide and send the device's GPS tracked position, caught all but
one case in Android and all but one case in iOS. The case that the test failed required specific paid software and a laptop connected
to the device, though. In the back-end, when a location received that it was outside the expected location range, it was able to identify
it successfully. However, it was not possible to know if it was a real or a fake location, assuming the device had sent verified position
coordinates.

V. DISCUSSION

The research conducted had to answer the question of the existence of a secure software platform application with two main
objectives: a. No one with access to the database should be able to manually change any important content; b. No one providing
location-based data to the system should be able to deceive the system by providing a different than the device's current location.
Based on the test results of the chosen implementation, taking into account the research, there is'indeed a way to achieve both. Having
encrypted fields in the database allows protection against attempting to alter data if the encryption key is unknown or cannot somehow
be found in the same place as the database. This also protects against the case of an external attacker gaining access to the system
from an internal attacker, e.g., an employee of the company. All this is in addition to all other measures that can be taken during the
development of the platform software that secures the system at all levels, from the user interface to the database, at a low level as
well as a high level.

Perhaps a further investigation is needed into whether solutions could be implemented that secure the system, and in some other
cases, however, apart from the technical solution but more of the human factor. Also, mobile application development libraries allow
control of specific features or functions that can be used to cheat the system. It was generally impossible to cheat the system using
only the available means. But using tools or external devices, this became possible. But it is something that is not expected from
someone who does not know or an employee of the company who is asked to perform a specific task. Surely, with newer research
and additional testing, this can be eliminated and the system made completely safe. In a normal execution of the process by a user, it
can be assumed that the checks have shown that the system cannot be cheated.

V1. CONCLUSION

Usually, during the development and release of software like the aforementioned platform, there is an effort to secure a system
like the certification platform that has been implemented. The technical team of software developers, database administrators, and
system administrators focuses on external threats and tries to secure the system by every possible means available. They sometimes
overlook insider attacks, either when an intrusion occurs or by individuals within an organization. Certainly, the encryption of the
fields in fields concerning important data works as a deterrent. But someone with access to both the encryption key and the database
itself—for example, someone high up on the software development team who knows the code but can also connect to the database—
could bypass this security.

But as long as the roles remain distinct and the access is limited and isolated, as the research showed, if the software developer
does not have access to the database or the database administrator access to the code, any attempt to change the data causes its
destruction, and a backup needs to be restored to reverse the destruction of this one. On the other hand, the result of this data security
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function can also be a malicious action. Someone may not want to gain a benefit by changing a piece of information but try to prevent
it from functioning or causing damage. In this case, this security feature could cause massive data loss, which could be passed on to
previous backups, causing incalculable losses or business delays. Perhaps future research into this feature or a better internal
organization would find a solution to this new problem.

Regarding the attempt by someone to deceive the system into stating that he is in a position other than the one he should be to
perform atask, such as by an auditor who must be physically present at the company he audits, surely research has shown that it can
be limited to a considerable extent. Device usage without conversions is prevented using a combination of controls at either the device
level (front-end) or the application level (back-end). Surely a more knowledgeable user might be aware of the existence of apps that
could fool the authentication app. These applications are useful for a software developer who develops applications using location,
but they can also be used in a case of deception like the one examined. Especially on iOS, this requires specialized software and an
external device such as a laptop, but it is not impossible as it emerged from the research.

Certainly, in the future, cases outside of the present research, such as the existence of rooted or jailbroken devices and their
behavior in terms of location-based data security, should be investigated and tested. For a business that can provide its staff with
devices to perform specific tasks, such as the case investigated, the existing implementation based on this investigation can be
considered to fully ensure the correctness of location-based data. If employees' devices will be used, a newer search is required.
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