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Abstract: Information security is an important factor during transmitting secret information between two objects. Generally, we
use cryptography for information hiding and sending secret message in the form of text. Nowadays, there are several techniques
used for hiding information in any medium. One of such technique is steganography. In this technique, digital images are used for
hiding information and the information is in the form of text, digital image, video or audio file may be used as secret message.
Using LSB Steganography Technique we can implement high level if information security without any damage to cover image. In
this system we are using the hybrid approach i.e. cryptography and steganography. So, our system have higher security level than
existing systems.

Index Terms - AES cryptography, Face Recognition, Machine Learning CNN technique, Image data hiding, LSB
Steganography

I. INTRODUCTION

Information security is an important factor during transmitting secret information between two objects. As early as in ancient Greece
there were attempts to hide a message in trusted media to deliver it across the enemy territory. Generally, we use cryptography for
information hiding and sending secret messages in the form of text. In the modern world of digital communication, there are several
techniques used for hiding information in any medium. One of such technique is steganography. In which digital media mainly digital
images are used as a medium for hiding information and the information in the form text, digital image, video or audio file may be
used as secret message. The word steganography derived from two Greek words: steganos means covered and graphos means writing
and often refers to secret writing or data hiding. With the development of machine learning, face recognition technology based on
CNN (Convolutional Neural Network) has become the main method adopted in the field of face recognition security system securely
access the confidential system. Information security plays a major role in any data transfer security can be obtained by information
hiding that focuses on hiding the existence of secrete information. In this project we use to provide security and hide information.

» In this project we use to provide security and hide information:
1. Cryptography
2. Steganography

» Using LSB Steganography Technique.

Il. PROBLEM STATEMENT

In today's scenario of data security is a very big challenge in any communication. The technique Cryptography and steganography is
the science of hiding sensitive information in another transmission medium and by enhancing more security to it by using machine
learning.

111. PROJECT OBJECTIVE

The main objectives of this project are
» Requirement of the steganography system is that the Hidden message carried by stego-media should not be sensible to
human beings.
» This approach of information hiding technique has recently become important in a number of application area.
»  Secure the data transfer system with high security login methods.
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1VV. TOOLS AND TECHNIQUES USED DURING THE PROJECT
In this project we use to provide security and hide information

Machine Learning.

Cryptography.

Steganography.

Using CNN machine learning technique.
AES cryptography technique.

6. LSB Steganography Technique.

ISRl A o

V. SOFTWARE & HARDWARE REQUIREMENTS

>

>

Software Requirements:

1. Operating system: Windows 7/8/10
2. Coding Language: Python

3. IDE: Visual Studio Code
Hardware Requirements:

1. Processor - Intel i3 core

2. Speed-1.1GHz

3. Ram-4GB

4. Hard Disk -500 GB & Above

5. Monitor — SVGA

V1. Mathematical Model
Mathematical Model of hiding secret data (the embedding algorithm) and the steps for retrieving secret data (the extracting algorithm).

>

>

>

In the following, a description of the image used in the proposed method is given. — Assume | is any gray image, and consists
of set of pixels 1 =P1, P N.

Every pixel composed of 8 bits: |P i| = 8 bits, Pi = b1, b8, b;=1, 0 4 — The image size is computed as N = H x W. — Where
H, W is the height and width of the image respectively.

Assume M and n are the secret data bits and its length respectively, M = m1, m2, m n, where mi 1, 0 . — And h is the
maximum hiding capacity in the image I and computed in terms of bits as 1 <h < (N = 8). Finally, make a division for the
results and embed the new results into the cover image to obtain the stego image.

The results show that the proposed method gives high capacity and good imperceptibility in comparison with the previous
methods.

VII. SYSTEM ARCHITECTURE

In this system, User give secret data as input. After receiving secret data system will encrypt secret data and divide cipher text into
two parts. After that two cipher text embedded with cover images i.e. take from user /apply default images and create stego images
for respective cipher text. Then send that images to receiver. At the receiver end, user will un steg the stego images. After unstegoing
images decrypt the cipher text and merge plain text. We get secret data then display the secret data.

VVYVYVYVYYV

In LSB Steganography, hidden information is stored at a specific position of the LSB of image.

Take the binary representation of the hidden information and overwrite the LSB of each byte within the cover image
Formula: cover image + secret key + hidden message = stego.image [2]

Improved LSB method for hiding secret information written in text file into colour image.

Each character of the secret image is converted into its equivalent ASCII value and then each code is converted into 8 bit
binary, and each bit is inserted into the last LSB of each pixel of the cover image.

cover image 1

Final
Cipher Text

Cypher Text

Cypher Text
2nd

Decryption

Secret Data

cover image 2

Fig. 1 System Architecture
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VIIl. CLASS DIAGRAM
The class diagram is the main building block of object-oriented modelling. It is used for general conceptual modelling of the
structure of the application, and for detailed modelling, translating the models into programming code.

- Encryption
Login Steg
- + text : char
+ Username ° String p| + Coverimage: image | +image: image
+ Password : Sting o "| + secret_key - char
+ encryption
+ Login() : void + take_Image(): image _
+ Select_Cover_Image() : image + take_Texi(). char
+image_to_binary(}: void + divide_cipher(): char
+ Embeded(): void
Unsteq Decryption
+ zecret_key - char . | + decrypt
+ decryplion "] + dis_Image: image
+ Bimary_to _image() . void + Extract() : char
+ Extract_Image(): image + display_Image() : image

Fig. 2 Class Diagram

IX. ACTIVITY DIAGRAM
Activity diagrams are graphical representations of workflows of stepwise activities and actions with support for choice, iteration
and concurrency. In the Unified Modelling Language, activity diagrams are intended to model both computational and
organizational processes (i.e., workflows), as well as the data flows intersecting with the related activities. Although activity
diagrams primarily show the overall flow of control, they can also include elements showing the flow of data between activities
through one or more data stores.
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Fig. 3 Activity Diagram
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X. STATE DIAGRAM

A state diagram is a type of diagram used in computer science and related fields to describe the behavior of systems. State diagrams
require that the system described is composed of a finite number of states; sometimes, this is indeed the case, while at other times
this is a reasonable abstraction.
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Fig. 4 State Diagram

XI. OUTCOMES
» Using LSB Technique we can implement high level of information security without any damage to cover image.
» LSB Steganography has very less MSE value (Mean square error) as compared to DWT & Other techniques
» LSB steganography has high PSNR value as compared with DCT & DWT steganography.
» As LSB has good performance in terms of MSE & PSNR, it becomes very difficult for hackers to hack the information.
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Fig. 5 Login Page
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Fig. 6 Stegnography
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3) STEGANALYSIS
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XI1. CONCLUSION

>

YV VVYVY

Using face recognition technology based on CNN (Convolutional Neural Network) to ensure high security to access the
secret communication system securely.
Using LSB Technique we can implement high level of information security without any damage to cover image.

It will be almost impossible for hackers to attack the stego Image as cover image and stego image looks similar.
Steganography is a really interesting subject and outside of the mainstream cryptography and system administration that
most of us deal with day after day.

Steganography can be used for hidden communication. We have explored the limits of steganography theory and practice.
We printed out the enhancement of the image steganography system using LSB approach to provide a means of secure
communication. A stego-key has been applied to the system during embedment of the message into the cover image.

XIIl. GENERALIZE APPLICATIONS

VVVYYYY

Confidential communication and secret data storing
Protection of data alteration

Access control system for digital content distribution
Media Database systems

To Maintain Secrecy in Storage

Reliability in Transmission

Authentication of Identity
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