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ABSTRACT 

 Now a days there is a huge demand and interest  in using path identifiers (PIDs) for data 

communication .These PIDs act as a inter-domain routing objects to avoid distributed denial-of service (DDoS) 

attacks. As we all know that path identifer are designed earlier , those are static in nature and hence it is very 

easy for the attackers to create any attack on a fixed path. To address this issue, in this present application we 

try to design and implement a novel path identifiers for data communication like dynamic D-PID, a framework 

that is not at all implemented in any DTNs till today. In DPID, the PID of an inter-domain path connecting two 

domains is kept secret and changes dynamically, so there is no chance for any attacker to identify which path 

the data is travelling and he cant able to convert nodes into faulty state. We simulated our application using 

socket programming language along with java network package to verify the effectiveness and cost. The 

results from both simulations and experiments show that dynamic nature of identifying faulty nodes and 

providing alternate path for data transfer can effectively prevent DDoS attacks. 

1. INTRODUCTION 

DENIAL-OF-SERVICE (DoS) attack, which aims to make a service unavailable to legitimate clients, has 

become a severe threat to the Internet security . Traditional DoS attacks mainly abuse the network bandwidth 

around the Internet subsystems and degrade the quality of service by generating congestions at the network. 

Consequently, several network-based defense methods have tried to detect these attacks by controlling traffic 

volume or differentiating traffic patterns at the intermediate routers .However, with the boost in network 
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bandwidth and application service types, recently, the target of DoS attacks has shifted from network to server 

resources and application procedures themselves, forming a new application DoS attack .  

 

As stated in, by exploiting flaws in application design and implementation, application DoS attacks exhibit 

three advantages over traditional DoS attacks which help evade normal detections: malicious traffic is always 

indistinguishable from normal traffic, adopting automated script to avoid the need for a large amount of 

“zombie” machines or bandwidth to launch the attack, much harder to be traced due to multiple redirections at 

proxies. According to these characteristics, the malicious traffic can be classified into legitimate-like requests 

of two cases: 1) at a high inter arrival rate and 2) consuming more service resources.  

 

The identification of attackers can be much faster if we can find them out by testing the clients in group 

instead of one by one. Thus, the key problem is how to group clients and assign them to different server 

machines in a sophisticated way, so that if any server is found under attack, we can immediately identify and 

filter the attackers out of its client set. Apparently, this problem resembles the group testing (GT) theory which 

aims to discover defective items in a large population with the minimum number of tests where each test is 

applied to a subset of items, called pools, instead of testing them one by one. Therefore, we apply GT theory to 

this network security issue and propose specific algorithms and protocols to achieve high detection 

performance in terms of short detection latency and low false positive/negative rate. Since the detections are 

me rely based on the status of service resources usage of the victim servers, no individually signature-based 

authentications or data classifications are required; thus, it may overcome the limitations of the current 

solutions. 

 

PROBLEM STATEMENT 

The DoS attack detection system presented in this paper employs the principles of MCA and anomaly-

based detection. They equip our detection system with capabilities of accurate characterization for traffic 

behaviors and detection of known and unknown attacks respectively. A triangle area technique is developed to 

enhance and to speed up the process of MCA. A statistical normalization technique is used to eliminate the 

bias from the raw data. Our proposed DoS detection system is evaluated using KDD Cup 99 dataset and 

outperforms the state-of the- art systems shown in this system.  

PURPOSE 

 The problem of this system is to present a DoS attack detection system that uses Multivariate 

Correlation Analysis (MCA) for accurate network traffic characterization by extracting the geometrical 

correlations between network traffic features. Then it is MCA-based DoS attack detection system employs the 

principle of anomaly-based detection in attack recognition. This makes our solution capable of detecting 

known and unknown DoS attacks effectively by learning the patterns of legitimate network traffic only. 
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OBJECTIVE 

In the proposed system, the system proposes a fully distributed and easily implementable approach to 

allow each DTN node to rapidly identify whether its sensors are producing faulty data. The dynamical 

behaviour of the proposed algorithm is approximated by some continuous-time state equations, where each and 

every node is identified based on its state.If any node is not in normal state than how it is constructed before it 

is immediately identified as attacked node or faulty  node and immediately that node need to be ignored in the 

best path.In this way our proposed mechanism try to identify best paths for data transfer dynamically by 

identifying each and every node individually.In DPID, the PID of an inter-domain path connecting two 

domains is kept secret and changes dynamically,so there is no chance for any attacker to identify which path 

the data is travelling and he cant able to convert nodes into faulty state. We simulated our application using 

socket programming language along with java network package to verify the effectiveness and cost. The 

results from both simulations and experiments show that dynamic nature of identifying faulty nodes and 

providing alternate path for data transfer can effectively prevent DDoS attacks 

2. LITERATURE SURVEY 

INRODUCTION 

Literature survey is the most important step in software development process. Before developing the 

tool, it is necessary to determine the time factor, economy and company strength. Once these things are 

satisfied, ten next steps are to determine which operating system and language used for developing the tool. 

Once the programmers start building the tool, the programmers need lot of external support. This support 

obtained from senior programmers, from book or from websites. Before building the system the above 

consideration r taken into for developing the proposed system. 

 

RELATED WORK 

1) Efficient packet marking for large-scale IP traceback 

AUTHORS:  M. T. Goodrich 

 We present a new approach to IP traceback based on the probabilistic packet marking paradigm. Our 

approach, which we call randomize-and-link, uses large checksum cords to "link" message fragments in a way 

that is highly scalable, for the checksums serve both as associative addresses and data integrity verifiers. The 

main advantage of these checksum cords is that they spread the addresses of possible router messages across a 

spectrum that is too large for the attacker to easily create messages that collide with legitimate messages. Our 

methods therefore scale to attack trees containing hundreds of routers and do not require that a victim know the 
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topology of the attack tree a priori. In addition, by utilizing authenticated dictionaries in a novel way, our 

methods do not require routers sign any setup messages individually. 

2) Dynamic probabilistic packet marking for efficient IP traceback 

AUTHORS: J. Liu, Z.-J. Lee, and Y.-C. Chung 

 Recently, denial-of-service (DoS) attack has become a pressing problem due to the lack of an efficient 

method to locate the real attackers and ease of launching an attack with readily available source codes on the 

Internet. Traceback is a subtle scheme to tackle DoS attacks. Probabilistic packet marking (PPM) is a new way 

for practical IP traceback. Although PPM enables a victim to pinpoint the attacker’s origin to within 2–5 

equally possible sites, it has been shown that PPM suffers from uncertainty under spoofed marking attack. 

Furthermore, the uncertainty factor can be amplified significantly under distributed DoS attack, which may 

diminish the effectiveness of PPM. In this work, we present a new approach, called dynamic probabilistic 

packet marking (DPPM), to further improve the effectiveness of PPM. Instead of using a fixed marking 

probability, we propose to deduce the traveling distance of a packet and then choose a proper marking 

probability. DPPM may completely remove uncertainty and enable victims to precisely pinpoint the attacking 

origin even under spoofed marking DoS attacks. DPPM supports incremental deployment. Formal analysis 

indicates that DPPM outperforms PPM in most aspects. 

 

3)  Detection and Localization of Network Black Holes 

 

AUTHORS : 

 

  J.Yates,A.Greenberg,A.C.Snoren 

 

Internet backbone networks are under constant flux, struggling to keep up with increasing demand. The pace of 

technology change often outstrips the deployment of associated fault monitoring capabilities that are built into 

today's IP protocols and routers. Moreover, some of these new technologies cross networking layers, raising 

the potential for unanticipated interactions and service disruptions that the built-in monitoring systems cannot 

detect. In such instances, failures may cause data packets to be silently dropped inside the network without 

triggering any alarms or responses (e.g., the failure is not routed around). So-called "silent failures" or "black 

holes" represent a critical threat to today's rapidly evolving networks. In this paper, we present a simple and 

effective method to detect and diagnose such silent failures. Our method uses active measurement between 

edge routers to raise alarms whenever end-to-end connectivity is disrupted, regardless of the cause. These 

alarms feed localization agents that employ spatial correlation techniques to isolate the root-cause of failure. 

Using data from two real systems deployed on sections of a tier-I ISP network, we successfully detect and 

localize three known black holes. Further, we present simulation results demonstrating that our system 

accurately and precisely (both greater than 80% according to our metrics) localizes a variety of failures classes. 
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4) Single-link failure detection in all-optical networks using monitoring cycles and paths 

AUTHORS: S.Ahuja,M.Krunz 

 In this paper, we consider the problem of fault localization in all-optical networks. We introduce the 

concept of monitoring cycles (MCs) and monitoring paths (MPs) for unique identification of single-link 

failures. MCs and MPs are required to pass through one or more monitoring locations. They are constructed 

such that any single-link failure results in the failure of a unique combination of MCs and MPs that pass 

through the monitoring location(s). For a network with only one monitoring location, we prove that three-edge 

connectivity is a necessary and sufficient condition for constructing MCs that uniquely identify any single-link 

failure in the network. For this case, we formulate the problem of constructing MCs as an integer linear 

program (ILP). We also develop heuristic approaches for constructing MCs in the presence of one or more 

monitoring locations. For an arbitrary network (not necessarily three-edge connected), we describe a fault 

localization technique that uses both MPs and MCs and that employs multiple monitoring locations. We also 

provide a linear-time algorithm to compute the minimum number of required monitoring locations. Through 

extensive simulations, we demonstrate the effectiveness of the proposed monitoring technique. 

3. EXISTING SYSTEM 

In the existing system the main reason for occurring a DoS attacks is a node can send any amount of 

data packets to any destination, regardless whether or not the destination wants the packets. To address this 

issue, in the existing system, several approaches have been proposed. In the “off by default” approach, two 

hosts are not permitted to communicate by defaul.Hence there should be a pre-defined path for sending the 

data from valid source to the destination node which leaves the attacker to convert the nodes into dos state. 

LIMITATION OF EXISTING SYSTEM 

The following are the main limitations of the existing system. They are as follows: 

1. More Time Delay in Routing and less throughput 

2. Data security is very less because the attacker try to delay the request and response. 

3. All the existing approaches failed in identifying the DOS attack type accurately. 

4. There is no group testing approach in order to check the traffic delay. 
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4. PROPOSED SYSTEM 

Till now there is no method which can identify the denial of service attack accurately based on the 

transfer rate. Here in our proposed application we try to apply a Novel group testing (GT)-based approach  in 

order to check whether the data is transferred under normal mode or danger mode. This can be identified as if 

the data is reached within the time limit for the end users then it will be called as normal mode.If the same data 

request is received more than the expected time, then it is identified as Danger mode. 

 ADVANTAGES OF THE PROPOSED SYSTEM 

The following are the advantages of the proposed system, they are as follows: 

1. Very Less  Time Delay in Routing and high throughput 

2. Data security is high because the data is send under encrypted manner. 

3. The current system is accurate in identifying the DOS attack type accurately. 

There is a group testing approach in order to check the traffic delay in our proposed system 

5. SOFTWARE PROJECT MODULES 

Implementation is the stage where the theoretical design is converted into programmatically manner. In 

this stage we will divide the application into a number of modules and then coded for deployment. The 

application is divided mainly into following 4 modules. They are as follows: 

1. Login Process  

2. Group attacker modules. 

3. Group testing modules. 

4. Victim/Detection modules.  

 

5.1 Login Process  

In this module the client has the facility to login into the system with a valid user id and password. If the 

user enters a valid details he can enter into the system if not he will get a invalid authentication. Here the login 

will be available for only client and for proxy, router and main server there will be no login available. Here 

each and every task was monitored by the main server. If the application explicitly states which component of 

the username/password pair was incorrect then an attacker can automate the process of trying common 

usernames from a dictionary file in an attempt to enumerate the users of the application. Whilst applications 

may handle authentication failure messages correctly, many still allow attackers to enumerate users through the 

forgotten password feature.  
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5.2 Group attacker modules. 

This is the module in which the group attacker who tries to create the Denial of service attack is monitored 

and identified in the network. In this module the group attacker is the main person who has the ability to 

identify the attacker within the network in any of the intermediate level.If the attack was occurred within the 

client level or proxy level or router level or main level this can be easily identified by the group attacker 

module.Hence this module is mainly used for monitoring the attack that was caused in the network during data 

communication. Here virtual server plays a vital role in identifying the attacker that occur within the network. 

 

5.3 Group Testing modules 

This group testing module is the main module in which the attacker is identified with the help of this 

approach. This GT approach is mainly used to study the time and delay that take place during the data transfer. 

The GT based approach is mainly used for identifying the delay based on each and every individual bandwidth 

.For a low bandwidth system there may be huge delay which cause DOS and for a high bandwidth there may 

be less delay which will try to send the data intime as per the expected arrival time.This GT based approach 

mainly calculates the type of  attack that occur within the network. 
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5.5 Victim/Detection modules.  

The victim model in our general framework consists of multiple back-end servers, which can be 

Web/application servers, database servers, and distributed file systems. This victim module is nothing but 

detection of modes based on user request. Here in the module if the user try to send the request with some 

delay it is identified as attacker module or danger mode and if the same request is received in within the time 

,it is identified as normal mode.  

 

 

 

6. RESULTS  (OUTPUT SCREENS) 
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Client login Window 

 

 

Client Signup Window 
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Client Registers with a Username “Mohan” 

 

 

Registration Successful 

 

Client Forget the password…He tries for Forget Password Option 

 

 

If the response is true, then he will get the password as below 
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Client Login with his valid Username and Password 

 

Login Success 

 

Client Main Page 
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Client is asked to enter Port Number 

 

Proxy Server Window is Started 

 

Router Window is started, and then it is asked to enter the port number 
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Server is Started then it is asked to enter the Valid Distinct PORT Number 
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Normal Mode Window Is Started 

 

 

 

 

Encrypt the RESPONSE and send back to the client  
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Response comes to Virtual or Proxy server  

 

 

 

 

 

Virtual Node Clicks on Response Button in order to send the response to the client through router window 
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Client finally receives the encrypted response in a normal mode 

 

 

 

 

Client Decrypts the Response by click on Decrypt button in order to view the response 
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7.  CONCLUSION 

 This system has presented a MCA-based DoS attack detection system which is powered by the triangle-

area based MCA technique and the anomaly-based detection technique. The former technique extracts the 

geometrical correlations hidden in individual pairs of two distinct features within each network traffic record, 

and offers more accurate characterization for network traffic behaviors. The latter technique facilitates our 

system to be able to distinguish both known and unknown DoS attacks from legitimate network traffic. 

Evaluation has been conducted using KDD Cup 99 dataset to verify the effectiveness and performance of the 

proposed DoS attack detection system. 
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