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Abstract:  Digital Misinformation [pages diffusing Conspiracy-disseminating controversial Information, typically deficit of authentic 

evidence and sometimes contradictory of the official news] has become so pervasive on Internet that it has been listed by the World 

Economic Forum (WEF) as one of the major threats to our human society. The objective of the proposed project work is to review and 

analyze the content and Interpersonal network on Internet platforms which includes Forums, Discussion boards and related areas to identify 

a lot of misinformation which have been propagated on the Internet platform. In this work, extensive network analysis using Machine 

Learning mechanism and creation of effective data analysis system etc. which can be used for real-time detection of fake/ misinformation. 

 
Index Terms – Tokenization, Stemming, N-Grams, Bag of Words, Tf-idf, and Support Vector Machine. 

I. INTRODUCTION 

 

• Misinformation is false or inaccurate information 

• Digital Misinformation [pages diffusing Conspiracy-disseminating controversial Information, typically deficit of reliable and 

authentic evidence also sometimes contradictory of the official news] has become so pervasive on Internet that it has been listed by 

the World Economic Forum as one of the major threats to our human society.  

• The objective of the proposed project work is to review and analyze the content and Interpersonal network to identify a lot of 

misinformation which have been propagated on the Internet platform.  

• In this work, extensive network analysis using Machine Learning mechanism and creation of effective data analysis system etc. which 

can be used for real-time detection of fake/ misinformation. 

  

1.1. Fake news examples and how they are seen 

 

1) Click bait: These are stories that are deliberately fabricated to gain more           website visitors and increase advertising revenue for 

websites. 

2) Propaganda: The abstract, biased and unobjective information created deliberately to influence and mislead an audience to promote a 

political cause or an agenda. 

3) Satire/parody: Lots of websites and social media accounts publish fake news stories for entertainment and parody.  For example; The 

Onion (satirical digital media company), Waterford Whispers, The Daily Mash, etc. 

4) Sloppy journalism: Without checking all of the facts sometimes reporters or journalists may publish a story with unreliable information 

which can mislead audiences 

5) Misleading headings: Unverified yet significant content or the information that is not typically false can be distorted using misleading 

or sensationalist headlines. 

6) Biased or slanted news: Many people are drawn to news or stories that coincide with their personal interests or beliefs thus these fake 

news can influence and prey on these prejudices and biased views. (Tend to display news that they think we will like based on our 

personalized searches e.g. Clinton could still be president over Trump) 
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1.2. Why Misinformation is created? (Who benefits from it?) 

 

 It is created to be widely shared online for the purpose of financial gain (generating ad revenue) via web traffic or  

 Discrediting a public figure, political movement, company, etc. 

 Impact of it 
 In the real world, false information has been shown to have significant impact on the  stock market 

  hampering response during natural disasters  

 deliberately misleading ‘news’ could pose a threat to national security( terroristic activity) 

 Fake news destroys your credibility.  If your arguments are built on bad information, it will be much more difficult for people to 

believe you in the future. 

 People start to mistrust information all together. They stop listening to industry news or reports, and disengage entirely, slowing their 

professional growth and development. Ultimately, this can damage learning culture. 

  unsure of who to trust 

1.3. Categorization of False Info 

 

False Information is categorized as follows: 

            1) Based on Intent   ---   (Misinformation, Dis information) 

            2) Based on Knowledge --- (opinion, fact based)                                                                                                                  

 

• common causes of Misinformation include misrepresentation or distortion of important and true information by an actor, due to 

misunderstanding, inadvertence or even cognitive biases;  

• Disinformation is spread with the intent to deceive(e.g.: driving online traffic to target websites to earn money by advertisements, 

political disinformation) 

• Opinion-based fanciful and inaccurate information expresses individual belief or opinion (whether honestly expressed or not) with no 

absolute ground truth. Creator of the opinion piece knowingly or unknowingly creates false (e.g.:  fake reviews of products on e-

commerce websites) opinions, potentially to influence the readers’ opinion or decision. 

• Fact-based false information involves information which contradicts, a single-valued ground truth information. The motive of this 

type of info is to make it harder for the reader to distinguish true from false info, and make them believe in the false version of the 

information (fake news, rumors, and hoaxes). 

 

1.4. Types of Fake News 

 
 

 

II. PREPROCESSING TECHNIQUES 

A. TOKENIZATION 

Words which are there in a particular sentence are considered as “Tokens” and similarly the sentences which are there in a particular 

paragraph are considered as “Tokens”. From this it is clear that tokenization is nothing but a process in which the words get split from a 

sentence and sentence gets split from a paragraph which are considered as tokens. To perform this tokenization nltk library is required 

which contains the tokenize () module. The 2 methods that are used are word_tokenize () and sentence_tokenize (). 
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B.  STEMMING 

Stemming is like a method of Normalizing. Abundant word variations deliver the same meaning, irrespective of the tense. Say, the word 

“Imagine”, the stemming algorithm reduces words  

“Imagining”,  

“Imagined”, 

“Imagines”  etc. to its root word. 

Stemming is extensively used in Search Engines i.e. in an information retrieval system. Even in Stemming there arises two kinds of errors. 

They are “Over stemming” and “Under stemming”. Assume 2 words that are not of different stems, are stemmed to the single same root 

then it is referred as under stemming. If 2 words are being stemmed to same single root that are of different stems that it is referred as over 

stemming. 

Implementation of stemming using Nltk.  

 

 
 

2.1. FEATURE SELECTION METHODS 

A. N-GRAMS 

 

The N-grams are nothing but a set of co-occurring words which typically moves one word forward. N-grams are used in Natural 

Language Processing tasks as well as in Text mining. The words which are present in a particular sentence are Unigrams, here N=1. In 

case of “Bigrams”, N=2. If it is a “Trigram”, N=3. If N=4 or 5 they are treated as 4 grams or 5grams. 

Here the following are the N-grams generated using nltk library 
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B. Bag of Words 

It is known that when an algorithm applied in Natural Language Processing, it works on numbers. Since the text cannot be fed into the 

algorithm directly, this model pre-processes the text in order to convert the text into bag of words/ large corpus of the words, which will 

keep a count of the total occurrences of the words that are used very often. Bag of word is one of the ways to extract most important 

features from the given text (Machine Learning’s Modelling we use). 

Initially a dictionary should be declared in order to hold these bag of words, for each word we need to verify if it is present in it or not. If 

that particular word is present then we increment the count else we add it as a new one and set the as count=1 

 
When our dataset is very large the words may reach hundreds of thousands there we select a particular number of the words which are 

very often. A vector is constructed to let us know the word frequency. If it is a word which is frequent then set it as 1 else 0. 

 
For the given input (as follows) 

 
Sample Output:  (in a vector format) 

 
 

 

C. TERM FREQUENCY (TF) - INVERSE DOCUMENT FREQUENCY (IDF) 

Term Frequency gives the word frequency. Though the word is appearing multiple times or if it is of higher frequency, it doesn’t mean 

that it has higher weightage. For example words like – I, is, are, was etc. 

So, in order to give more importance to the word which is of higher priority (words that hold much importance) though less frequent, 

normalization is required so Inverse Document Frequency does this. It is calculated in the following way. 
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The following is an example of Td-Idf. 

 

 
 

III. ANALYSIS 

3.1 Existing Model And Its Disadvantages 

 

Over on going days Machine Learning especially Supervised Machine Learning algorithms are effective in solving the classification 

problems. But the existing models are not effectively using all the feature selection, preprocessing techniques which are very useful in 

predicting the test data accurately. 

 

3.2. Proposed Model And Its Advantages 

 

The proposed model is able to utilize the various preprocessing techniques as well as Feature Selection methods and can predict the test 

data accurately 

It is effective and feasible to use. 

 

3.3. External Interface Requirements 

 

System requirements: 

 Windows XP 

 RAM:16 GB 

 Programming language : Python  

Libraries Used:   

 numpy 

 pandas 

 sklearn 

 pipeline 

 pickle 

 nltk 

 seaborn 
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IV. DESIGN 

 

4.1.  MODEL ARCHITECTURE 

 
 

 

 

 

4.2. SUPPORT VECTOR MACHINE 

 

Inorder to solve the problems such as classification etc. Machine Learning algorithms especially Supervised ones are largely used. Support 

Vector Machine is one such algsorithm. Not only the liner problems, but it can also solve the non-liner problems too.This algorithm creates 

a hyper plane nothing but a line that seperates the given data into classes. In this SVM algorithm, we plot each data item as a point in the 

n-dimensional space (where ‘n’ represents number of features). Suppose x1 and x2 are the features here. 
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From the above diagram it is clear that Z2 > Z1 i.e...Z2 is leaving the maximum margin (the distance from hyper plane to the closest 

element), so this hyper plane is best in this case. 
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On substitution of these values (2/5, 4/5) results in the above equation. 

This equation will define the final hyper plane. And this hyper plane classifies elements using support vector machines. 

 

http://www.ijcrt.org/


www.ijcrt.org                                                               © 2020 IJCRT | Volume 8, Issue 10 October 2020 | ISSN: 2320-2882 

IJCRT2010004 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org 44 
 

 
The above one is a bit complex dataset because that is not a linearly separable one. We cannot draw a straight line which can classify the 

above data. But, this data can be converted to linearly separable data in higher dimension. By adding one more dimension assume it as z-

axis. Let the co-ordinates on z-axis be governed by the constraint, z = x²+y² .So, basically z co-ordinate is nothing but the square of the 

distance of the point from the origin. Now, let’s plot the data on z-axis. 

 

 
The data is linearly separable now. Let the (purple) line separating the data in higher dimension be z=k, where k is a constant. Since, z=x²+y² 

we get x² + y² = k; which is nothing but an equation of a circle. So, by using this transformation, we can project this linear separator in higher 

dimension back in original dimensions. 

 

Hence we are able to classify data by adding an extra dimension to it (i.e., ‘z’) so that it becomes linearly separable and then projecting the 

decision boundary back to its original dimensions using mathematical transformation. But finding the correct transformation for any given 

dataset is bit difficult. Using kernels in sklearn’s SVM implementation helps in performing this job successfully. 

4.3. Methodology:   

The machine learning algorithm used in the project is Support vector machine. This is very effective in predicting (accurately) and memory 

efficient even. It uses Kernel functions to segregate the data by adding more dimensions to a low dimension space. It even converts the in 

separable problem to a separable one. Kernel trick helps to make more accurate classifiers. The different types of Kernel are: 

a) Linear Kernel: can be used as a dot product between any two given observations. 

b) Polynomial Kernel: It’s a generalised form of Linear Kernel. It can distinguish curved and non- linear input space. 

c) Radial Basis Function (RBF): this kernel is used in classification to map the space in finite dimension. 

 

Sequence of actions/ Step by step procedure: 

1) Installing the Libraries such as sklearn, pandas, numpy, csv, nltk and importing the modules such as svm, datasets and test-train-split. 

2) Exploring the data 

3) Splitting the dataset into test and train data (e.g.: 30% test data and 70% train data  or 40% test data and 60% train data) e 

4) Generating the model i.e... Classifier 

5) Training the model (using “fit”) 

6) Predicting the response (using “predict”) 

7) Printing the accuracy 

8) Plotting Confusion matrix etc.  
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V. IMPLEMENTATION 

5.1. DataPrep.py 

The Dataprep.py file contains all the pre-processing functions in order to process all the texts and input documents i.e. {Tokenization, 

Stemming} etc. 

 

 
 

 

5.2. FeatureSelection.py 

The FeatureSelection.py file contains feature extraction and selection methods like Bag of Words, n-grams, term frequency-inverse 

document frequency (td-idf) etc. 
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5.3. classifier.py 

In this classifier.py file the classifier is build and the features that are extracted are fed into this classifier. 
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5.4. prediction.py 
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VI. CONFUSION MATRIX 

In order to describe the performance of a classification model or the "classifier" on a set of test data for which the true values are to be 

known, we use a confusion matrix (It’s like a table). The confusion matrix though relatively simple to understand, but the terminology 

related to it can be confusing. 

 

 Predicted  

Fake (0) 

Predicted Real(1) 

Actual Fake (0) TRUE NEGATIVE FALSE POSITIVE 

Actual Real(1) FALSE NEGATIVE TRUE POSITIVE 

 

True Positive:    Interpretation: We predicted real and it’s real. We predicted that the news is the real news and it actually is. 

True Negative:   Interpretation: We predicted fake and it’s fake.  We predicted that the news is not real and actually it is fake 

False Positive: (Type 1 Error): Interpretation: We predicted real and it’s fake. We predicted that the news is real but actually is not. 

False Negative: (Type 2 Error): Interpretation: We predicted fake and it’s real. We predicted that the news is fake but is real. 

The following are the rates that are frequently calculated from a confusion matrix for a classifier which is binary:   

 

N=165 Predicted NO Predicted Yes  

Actual NO TN=50 FP=10 (50+10)=60 

Actual YES FN=5 TP=100 (5+100)=105 

 (50+5)=55 (10+100)=110  

 

 Accuracy: On comprehensive analysis, the rate at which the classifier is correct: 

o (TP+TN)/total = (100+50)/165 = 0.91 

 

 Misclassification Rate: On comprehensive analysis, the rate at which the classifier is wrong: 

o (FP+FN)/total = (10+5)/165 = 0.09 

o equivalent to 1 minus Accuracy 

o also known as "Error Rate" 

 

 True Positive Rate: When the assertion is true, the probability at which the prediction is true? 

o TP/actual yes = 100/105 = 0.95 

o also known as "Sensitivity" or "Recall" 

 

 False Positive Rate: When the assertion is false, the probability at which the prediction is true? 

o FP/actual no = 10/60 = 0.17 

 

 True Negative Rate: When the assertion is false, the probability at which the prediction is false? 

o TN/actual no = 50/60 = 0.83 

o equivalent to 1 minus False Positive Rate 

o also known as "Specificity" 

 

 Precision: When the prediction is true, the rate at which the prediction is correct is 

o TP/predicted yes = 100/110 = 0.91 

 

 Prevalence: How often does the yes condition actually occur in the sample? 

o actual yes/total = 105/165 = 0.64 
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VII. SCREENSHOTS 

The following are the screenshots of train and test data 
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VIII. OBSERVED RESULTS: 

The following are the results obtained in terms of metrics like Accuracy, Recall and Precision.  

METRICS SVM model 

Accuracy  97% 

Precision 0.98 

Recall 0.97 

 

 

 
 

 

 

 

IX.  CONCLUSION 

 

With the increasing popularity of social media, more and more people are interested and attracted to the news from social media rather 

than traditional news media. Nevertheless, social media has always been a source to spread slanting, fake and misleading news, which has 

strong negative impacts on not only the individual users but also on the broader society. The rise of fake news has become a global problem 

that even the leading Tech companies like Facebook and Google are struggling to solve. It is not so easy to determine whether a text is 

factual or not without the additional context and the human judgment.  This proposed Project helps in identifying the misinformation. 
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