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Abstract:  Cryptography is the study of techniques in secured communication. Cryptanalysis is the art of breaking encoded data.
Mathematical techniques are used to encrypt and decrypt data. In recent research various integral transform based cryptographic techniques
were studied. In this paper, we give an encryption and decryption algorithm based on Tarig transformation and congruence modulo. Affine
cipher technique is used in the proposed algorithm.
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|. INTRODUCTION

Cryptography is the science of secret communications. The data security has become an important and critical issue. Cryptography provides
mathematical techniques to secure data [3],[4],[6]. Encryption is the process of converting the original message (known as plain text) into
unreadable message (called as cipher text). Decryption is the process of converting cipher text into plain text. Modern cryptography uses
mathematical algorithms and secret keys to encrypt and decrypt data.

Integral transforms plays an important role in applied mathematics. In recent research new cryptographic techniques based on integral
transforms were introduced [1], [5], [7]. Tarig transform was introduced by Tarig.M.Elzaki and properties of Tarig transform was studied [7].

In this paper we give a new cryptographic technique based on Tarig transform, affine cipher and congruence modulo.

1. PRELIMINARIES
Definition (Affine Cipher)
Affine cipher is a substitution cipher, where each letter in an alphabet is mapped to its numeric equivalent, encrypted using a
simple mathematical function, and converted back to a letter. Each letter is encrypted using the formula
E(x) =ax + b (mod 26)
where a and b are keys of the cipher. The value a must be chosen such that a is coprime to 26. The decryption function is
D(y) = a *(x — b) (mod 26)
where a1 is the modular multiplicative inverse of a modulo 26.

Definition (Tarig Transform)[7 ]
Consider the functions f in S where the set S is defined as

1el
S={f(©):3IM,ky,k, >0,|f(t)] < Me"i,t € (—1)) %[0, )}
For a given function in the set M > 0 must be finite number and k,, k,may be finite or infinite.

For a given functionf € S, the Tarig transform of f(¢t) is defined as
E@) =T[f(O]==J,f©) e hedt  u=0.

Tarig transform satisfies the linearity property [ 7].

Tarig transform & inverse Tarig transform of some elementary functions

Elementary functions include algebraic and transcendental functions.

1. Ew)=T[1]=u

E(w) =T[t] =ud,when f(t) =t
In general, when f(¢) = t™ E(uw) = T[t"] = nlul*?"
E'w)=1
E—l (n!u(1+2n)) ="

a b own
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111. MAIN RESULTS
The following algorithm provides an insight into the proposed cryptographic scheme. The sender converts the original message or plain
text into cipher text using the following steps.
Encryption Algorithm
yA Every letter in the plain text message is converted asanumberso A =0,B =1, .....,Z = 25.
Il The plain text message is organized as finite sequence of numbers based on the above conversion.
For example let our text is “FUNCTION".
Then based on above step we get,
F=5U=20N=13,C=2,T=19,1=8,0 =14,N = 13.
Therefore our plain text finite sequence is 5,20,13,2,19,8,14,13.
I We use affine cipher method. Take a = 5 and b = 8. Since gcd(5,26) = 1, a and 26 are co-prime.
Use the encryption function E(x) = 5x + 8 (mod 26), where x is an integer corresponding to the plain text letter.
The following table gives the encryption process.

Plain text F U N C T | 0] N
X 5 20 13 2 19 8 14 13

5x + 8 33 108 73 18 103 48 78 73

(5x + 8)mod26 7 4 21 18 25 22 0 21

A2 Let n + 1 be the number of term in the sequence.
V.  Consider a polynomial p(t) of degree n with coefficient as the term of the given finite sequence.
In our example, finite sequence contains 7 4+ 1 terms.
Hence consider a polynomial p(t) of degree 7.
p(t) =7 + 4t* + 21t? + 18t3 + 25¢* + 22t5 + 0t® + 21¢7
VL. Take Tarig transform E (u) of the polynomial p(t) and write
n

E(u) — qiu2i+1
i=0
Therefore,
E() =T[p(t)] = E[7 + 4t + 21t? + 18t3 + 25¢* + 22t° + 0t® + 21t7]
= 7u+4u® + 21(2Du5 + 18(3Nu” + 25(4Nu’ + 22(5NHutt
+0(6Nut® + 21(7Hut®
= 7u + 4u® + 42u® + 108u” + 600u’ + 2640u't + Ou'® + 105840ut®
- ’ qiu2i+1
i=0
VII. Next we find r; such that q; = r; (mod 26) for each i, 0<i < n.

Therefore, we get q, = 7 = 7 (mod 26), q, = 4 =4 (mod 26),
q, = 42 =16 (mod 26), q;=108 = 4 (mod 26),
q4 = 600 = 2 (mod 26), ¢qs = 2640 = 14 (mod 26),
gde = 0 = 0 (mod 26), q, = 105840 = 20 (mod 26)

VIIl.  Write q; = 26k; + 1; . Thus we get a key k; fori=0,1,2,3 ........n.
S ko = O,kl - O,kz - 1,k3 =4 ,k4 = 23 ,ks = 101,k6 = 0, k7 = 4070
IX. Now consider a new finite sequence 1, 74, <. ..., T

That is 7,4,16,4,2,14,0,20
X. Convert the numbers into alphabets, we get the cipher text.
Thus the corresponding cipher text is “HEQECOAU”

Decryption algorithm
This algorithm converts the cipher text into plain text. We assume that the receiver knows the affine cipher keys aand b. The

multiplicative inverse of a under modulo 26 is denoted by a=*.
In our above example, a=5 and b=8 and so a~! = 21.
I Consider the cipher text and key received from sender.
In above example cipher text is “HEQECOAU” and key is 0, 0,1,4,23,101,0,4070

Il. Convert the given cipher text to corresponding finite sequence of numbers r, 73, ... ... 7
Thatis 7, 4,16,4,2,14,0,20.
"l Letq; = 26k; +1;,Vi=0,1,.......n
Therefore, g, =26(0)+7=7, q,=26(0)+4=4,
q,=26(1) +16=42, q; = 26(4) + 4 = 108,
qs = 26(23) +2 =600, g5 =26(101) + 14 = 2640,
qe = 26(0)+0 =0, q, = 26(4070) + 20=105840
IV.  LetE(uU)=X7.,q; u?*!
Therefore,

E(w) = 7u + 4u® + 42u® + 108u” + 600u° + 2640u’! + 0u'® + 105840ut®
= 7u+4ud +21(2Nu° + 18(3Nu’ + 25(4NHu’ + 22(5NHu't
+0(6)u'® + 21(7Hu's
V.  Take the inverse Tarig transform of E (u) and get the polynomial p(t).
In the above example, we get
p(t) =7 + 4t* + 21t? + 18t3 + 25¢* + 22t° + 0t® + 21¢t7
VI.  Consider the coefficient of a polynomial p(t) as a finite sequence
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That is 7,4,21,18,25,22,0,21

VI For each number y in the number sequence, use decryption function

D(y) = a~'(y — b)(mod 26)
Where a & b are affine cipher keys.

For our example,

y 7 4 21 18 25 22 0 21
21(y — 8) -21 -84 273 210 357 294 -168 273
D(y) 5 20 13 2 19 8 14 13
Plain text F U N Cc T | 0] N

IVV. CONCLUSION

We provided an encryption and decryption algorithm based on Tarig transform and affine cipher. The results are verified. As an extension of
this work, we can use different types of ciphers available in the literature instead of affine cipher.
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