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Abstract— This paper focuses on the digital image authentication and
forgery localization using demosaicing artifacts. The aim is to make an
algorithm allowing a bridge between the color filter array pattern and
demosaicing algorithm estimation, and thus the statistical analysis of
demosaicing artifacts in spatial domain to reinforce the authentication
and localization performance. After analysing the evolution of
demosaicing traces privately acquisition pipeline, a robust feature
statistic characterizing demosaiced digital images is first developed on
the thought of the noise residue of green channel. Such a feature statistic
may be a smaller amount sensitive to the edges problem because only the
graceful region of green channel is used within the event. Next, one
normal mixture model is proposed to elucidate the probability
distribution of feature statistics for both original and tampered images.
Therefore, normality tests are often used to authenticate automatically
digital images. The authentication performance are often further
improved by human interpretation of supported graphic tools. Finally, a
penalized expectation-maximization algorithm is used to localize forged
areas in tampered images. Numerous comparative studies on four well-
known datasets show that the developed algorithm yields better
performance and robustness than existing forensics algorithms of the
same kind.
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I. INTRODUCTION

igital image are a robust media of communication. People
have doing image manipulation using cost free editing
software’s. Excellent example is photo shop, gimp etc. There are two
sides of coins. Likewise every equipment have good and bad sides.
Photoshop is used permanently and bad image manipulation.
Tampering the image comes under bad manipulation.
Digital image forgeries are common nowadays as many picture
editing soft wares are easily available. Also digital cameras and
computers has become cheap and easily available to people, so

visually identifying forgeries is difficult for humans. One cannot
identify whether the image is original or

manipulated. Images are often manipulated by deleting a
neighborhood of image or hiding some region within the image or by
modifying the image to misrepresent the image information. Such

vulnerabilities decreases the credibility and authenticity of digital
images. Generally speaking, these techniques are classified into two
major categories: active (non-blind) approach and passive (blind)
approach. With “"active", wemean that some pre-set authentic
information (e.g., watermark, signature) embedded in digital images
is required to seem at their truthfulness. Whereas, with ““passive",
certain of intrinsic traces within the image acquisition or some
specific traces left by forgeries are exploited to differentiate between
tampered and natural images. As such, the passive approach doesn't
believe any prior information, and hence having broader applications
than the active approach. This paper addresses a passive algorithm for
digital image authentication and forgery localization using
demosaicing traces. During a camera acquisition pipeline,
demosaicing (also mentioned as color filter array (CFA)
interpolation) is an upstream operation for reconstructing a full color
image from the sampled data overlaid with a CFA.

Il. PROPOSED SYSTEM

The proposed system addresses an algorithm for digital image
authentication and forgery localization using demosaicing artifacts.
Normal mixture model is proposed to describe the probability
distribution of both original and tampered images. A penalized
expectation-maximization algorithm is used to localize forged areas
in tampered images.
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The proposed is a fool proof one and it is dependable. It will remove
so many difficulties in establishing whether a digital image is forged
one or not. It is less expensive and the outcome is received very
quickly.

I1l. SYSTEM DESCRIPTION

The proposed system solves problems of existing system. The
proposed system. This paper addresses a passive algorithm for digital
image authentication and forgery localization using demosaicing
traces. One normal mixture model is proposed to explain the
probability distribution of feature statistics for both original and
tampered images. Therefore, normality tests are often wont to
authenticate automatically digital images. The authentication
performance are often further improved by human interpretation of
supported graphic tools. A penalized expectation-maximization
algorithm is employed to localize forged areas in tampered images.
Numerous comparative studies on four well-known datasets show that
the developed algorithm vyields better performance and robustness
than existing forensics algorithms of an equivalent kind.

Figl: Block diagram of the proposed system

Fig2: Examples of forgery localization by the proposed algorithm
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IV. SCOPE

Our proposed system thanks to enormous growth in e-governance
throughout the general public & Private Sector and ecommerce
activities Electronic Evidence have involved into a fundamental pillar
of communication, processing and documentation. The govt agencies
are opening up to introduce various governance policies
electronically and periodical filings to manage and control the
industries are done through electronic means. These various sorts of
Electronic Evidence/ Digital Evidence are increasingly getting used
within the judicial proceedings. At the stage of trial, Judges are often
asked to rule on the admissibility of electronic evidence and it
substantially impacts the result of civil law suit or conviction/acquittal
of the accused. The Court still grapple with this new electronic
frontier because the unique nature of evidence, also because the ease
with which it are often. fabricated or falsified, creates hurdle to
admissibility not faced with the opposite evidences. This proposed
system helps to extend. the genuiness of the digital image and it'll
solve the difficulties within the above said circumstance.

V. CONCLUSION

We develop in this paper an improved algorithm for digital image
authentication and forgery localization by jointly use the color filter
array pattern identification, demosaicing algorithm

estimation, and the local statistical analysis of demosaicing artifacts
in spatial domain. A new feature statistic less sensitive to the edges
problem is thus built to characterize demosaiced images. By
modelling such feature statistics by a single normal mixture model for
both tampered and untampered images, four well-known normality
tests (i.e., Anderson-Darling test, one-sample Kolmogorov-Smirnov
test, Jarque-Bera test and Lilliefors test) are employed to
automatically authenticate digital images. Numerical experiments on
the four well-known datasets (i.e. Image Manipulation, MICC-F600,
Realistic Tampering, and CUISDE) shows that the performance of
automatic authentication is relatively low, but can be much more
improved thanks to human interpretation of supported graphic
tools(i.e.,, Q-Q plot diagram, probability distribution curves, and
localization map). Regarding the forgery localization, we propose a
penalized EM algorithm to automatically distinguish between
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authentic and forged regions of a tampered image without any  This work was supported by the National Research Agency (ANR)
requirement on comparison thresholds as in most existing localization ~ Project DEFACTO under Project ANR-16-DEFA-0002.

algorithm. Such a method is proved to be more effective and robuster

by numerical examples.
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