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Abstract :  Security in Wireless sensor networks (WSN) are currently  having major area due to their unlimited potential. 

However, it is still very early in the lifetime of such systems and many research challenges exist. In this brief article, I concentrate 

on six key research challenges for security in wireless sensor networks. I conclude with a brief mention of a number of other 

research challenges that must be met before WSN become pervasive. 

 

Index Terms - WSN, DSR, Selfish Node 

 

I. INTRODUCTION 

We claim that security in WSN is an essential component for basic network functions like packet forwarding and that network 

operation can be easily jeopardized if countermeasures are not embedded into basic network functions at the early stages of their 

design [6]. Unlike networks using dedicated nodes to support basic functions like packet forwarding, routing, and network 

management, in ad hoc networks those functions are carried out by all available nodes. This very difference is at the core of the 

security problems that are specific to ad hoc networks. As opposed to dedicated nodes of a classical network, the nodes of an 

sensor  network cannot be trusted for the correct execution of critical network functions. 

If a priori trust relationship exists between the nodes of an WSN network, entity authentication can be sufficient to assure the 

correct execution of critical network functions [1]. A priori trust can only exist in a few special scenarios like military networks 

and requires tamper-proof hardware for the implementation of critical functions. Entity authentication in a large network on the 

other hand raises key management requirements.  

If tamper-proof hardware and strong authentication infrastructure are not available, the reliability of basic functions like routing 

can be endangered by any node of a WSN network. No classical security mechanism can help counter a misbehaving node in this 

context. The correct operation of the network requires not only the correct execution of critical network functions by each 

participating node but it also requires that each node performs a fair share of the functions. The latter requirement seems to be a 

strong limitation for wireless mobile nodes whereby power saving is a major concern. 

With lack of a priori trust, cooperative security schemes seem to offer the only reasonable solution. In a cooperative security 

scheme, malicious behavior can be detected through the collaboration between a number of nodes assuming that a majority of 

nodes do not behave maliciously. The threats considered in such a scenario are not limited to maliciousness and a new type of 

misbehavior called selfishness should also be taken into account to prevent nodes that simply do not cooperate. 

In order to come up with security challenges in WSN, we analyzed the impact of various security threats on an essential network 

function, routing and packet forwarding. 

 

II.  REAL-WORLD PROTOCOLS 

Many current WSN solutions are developed with simplifying assumptions about wireless communication and the environment, 

even though the realities of wireless communication and environmental sensing are well known. Many of these solutions work 

very well in simulation. It is either unknown how the solutions work in the real world or they can be shown to work poorly in 

practice. We note that, in general, there is an excellent understanding of both the theoretical and practical issues related to 

wireless communication. For example, it is well known how the signal strength drops over distance. Effects of signal reflection, 

scattering and fading are understood. However, when building an actual WSN, many specific system, application, and cost issues 

also affect the communication properties of the system. Radio communication in the form of AM or FM broadcast from towers 

performs quite differently than short range, low power wireless found in self-organizing WSNs. Of course, while the same basic 

principles apply, the system performance characteristics vary considerably. In other words, the size, power, cost constraints and 

their tradeoffs are fundamental constraints. In the current state of the art, the tradeoff among these constraints has produced a 

number of devices currently being used in WSNs. For example, one such device is the Mica mote that uses 2 AA batteries, a 7 

MHz microcontroller, an RF Chipcon radio, and costs about $100. As better batteries, radios, and microcontrollers become  

available and as costs reduce, new platforms will be developed. These new platforms will continue to have tradeoffs between 

these parameters. Novel network protocols that account for the key realities in wireless communication are required. 

New research is needed to: 

  Measure and assess how the theoretical properties of wireless communication are exhibited in today’s and tomorrow’s 

sensing and communication devices, 

 Establish better models of communication realities to feed back into improved simulation tools, 
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  Invent new network protocols that account for the communication realities of real world environments, 

 Test the individual solutions on real platforms in real world settings, and 

 Synthesize novel solutions into a complete system-wide protocol stack for the real application 

 

III. REAL-TIME 

WSN deal with real world environments. In many cases, sensor data must be delivered within time constraints so that appropriate 

observations can be made or actions taken. Very few results exist to date regarding meeting real-time requirements in WSN. Most 

protocols either ignore real-time or simply attempt to process as fast as possible and hope that this speed is sufficient to meet 

deadlines. Some initial results exist for real-time routing. For example, the RAP protocol [1] proposes a new policy called 

velocity monotonic scheduling. Here a packet has a deadline and a distance to travel. Using these parameters a packet’s average 

velocity requirement is computed and at each hop packets are scheduled for transmission based on the highest velocity 

requirement of any packets at this node. While this protocol addresses realtime, no guarantees are given. Another routing protocol 

that addresses real-time is called SPEED [2]. This protocol uses feedback control to guarantee that each node maintains an 

average delay for packets transiting a node. Given this delay and the distance to travel (in hops), it can be determined if a packet 

meets its deadline (in steady state). However, transient behavior, message losses, congestion, noise and other problems cause 

these guarantees to be limited. To date, the limited results that have appeared for WSN regarding real-time issues has been in 

routing. Many other functions must also meet real-time constraints including: data fusion, data transmission, target and event 

detection and classification, query processing, and security. New results are needed to guarantee soft realtime requirements and 

that deal with the realities of WSN such as lost messages, noise and congestion. Using feedback control to address both steady 

state and transient behavior seems to hold promise. Dealing with real-time usually identifies the need for differentiated services, 

e.g., routing solutions need to support different classes of traffic; guarantees for the important traffic and less support for 

unimportant traffic. 

 

IV. OBSERVATIONS 

First, it shows that security issues have to be taken into account at the early stages of a routing protocol design. Indeed, when no 

countermeasures are taken, the simulation results showed that network operation and maintenance can be easily jeopardized and 

network performance will severely degrade.  

 

                                  
 

           Fig 1: Impact of critical node and selfish node on Average throughput 

 

[7] This kind of threat would allow a node to avoid performing the packet forwarding function without rising any suspects in the 

security mechanism. Indeed, a node that does not participate in the Route Discovery phase will never appear in any path and the 

packet forwarding function will never be invoked. On the other hand, any mechanism forcing only the correct execution of the 

DSR protocol would not assure the correct execution of the packet forwarding function. We believe that the security mechanism 

adopted to overcome selfish behavior has to force the execution of both the packet forwarding and the routing function. Second, a 

cooperative security scheme seems to be a reasonable solution to the selfishness problem: a selfish behavior can be detected 

through the collaboration between a number of nodes assuming that a majority of nodes do not misbehave. Furthermore, it has 

been showed that node mobility improves network performance when limited to an upper limit: this result can be used as a trigger 

parameter for the cooperative mechanism as we envision to study in future work. Our next goal will be to conduct an analytical 

study of the impact of node mobility on network performance with misbehaving nodes. We plan then to design and evaluate a 

collaborative security scheme that solves the selfishness problem, analyzing the effects of such mechanism on network throughput 

and communication delay. 

V. PROGRAMMING ABSTRACTIONS 

A key to the growth of WSN is raising the level of abstraction for programmers. Currently, programmers deal with too many low 

levels details regarding sensing and node to node communication. For example, they typically deal with sensing data, fusing data 
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and moving data.They deal with particular node to node communication and details. If we raise the level of abstraction to 

consider aggregate behavior, application functionality and direct support for scaling issues then productivity increases. Current 

research in programming abstractions for WSN can be categorized into 7 areas: environmental, middleware APIs, database 

centric, event based, virtual machines, scripts and component-based. As an example, consider an environmental based abstraction 

called EnviroTrack [3]. Here the programmer deals with entities found in an application. If the application tracks people and 

vehicles, then the programmer can define people and vehicle entities and utilize library routines that support low level sensing 

functions that can detect and classify objects of these types. They can also easily specify the application level processing 

associated with each type of entity. This allows programmers to deal with application level functionality rather than low level 

details. Since WSN deal primarily with collecting, analyzing and acting on data, a database view of such systems is popular. In 

this view, a programmer deals with queries written in an SQL-like format. However, real-world data issues such as probabilistic 

data, various levels of confidence in data and missing or late data sometimes make the SQL paradigm insufficient. It is likely that 

no one programming abstraction for WSN will exist. Rather, a number of solutions will emerge, each better for certain domains. 

Results in this area are critical in order to expand the development and deployment of WSN by the general programmer as 

opposed to the WSN specialist. 

 

VI. SECURITY AND PRIVACY 

WSN are limited in their energy, computation, and communication capabilities. In contrast to traditional networks, sensor nodes 

are often deployed in accessible areas, presenting a risk of physical attacks. Sensor networks interact closely with their physical 

environment and with people, posing additional security problems. Because of these reasons current security mechanisms are 

inadequate for WSN. These new constraints pose new research challenges on key establishment, secrecy and authentication, 

privacy, robustness to denial-of-service attacks, secure routing, and node capture. To achieve a secure system, security must be 

integrated into every component, since components designed without security can become a point of attack. Consequently, 

security and privacy pervade every aspect of system design. Consider one of the most difficult attacks to defend against. 

Adversaries can severely limit the value of a wireless sensor network by denial-of-service attacks [4]. In the simplest form of 

denial-of service attack, an adversary attempts to disrupt operation by broadcasting a high-energy signal. If the transmission is 

strong enough, the entire system could be jammed. More sophisticated attacks are also possible: the adversary can inhibit 

communication by violating the MAC protocol, for instance by transmitting while a neighbor is also transmitting or by 

continuously requesting channel access with a RTS (requestto- send). New techniques for dealing with this simple yet potentially 

devastating attack are needed. Many other security related problems need further research [5]. One challenge is how to secure 

wireless communication links against eaves dropping and tampering. Overall, security is a difficult challenge for any system. The 

severe constraints and demanding environments of WSN make computer security for these systems even more challenging. 

 

VII. ANALYSIS 

Few analytical results exist for WSN. Since WSN are in the early stage of development it is not surprising that few analytical 

results exist. Researchers are busy inventing new protocols and new applications for WSN. The solutions are built, tested and 

evaluated either by simulation or testbeds; sometimes an actual system has been deployed. Empirical evidence is beginning to 

accumulate. However, a more scientific approach is required where a system can be designed and analyzed before it is deployed. 

The analysis needs to provide confidence that the system will meet its requirements and to indicate the efficiency and 

performance of the system. Consider the following interesting analysis questions. What density of nodes is required to meet the 

lifetime requirements of the system? What sensing and communication ranges areneeded to detect, classify and report a target to a 

base station by a deadline? What sensing range and what nodes need to be awake in order to guarantee a certain degree of sensing 

coverage for a system? Given n streams of periodic sensing traffic characterized by a start time, period, message size, deadline, 

source location and destination location for a given WSN will all the traffic meet their deadlines? To answer this last question, the 

interference patterns of wireless communication must be taken into account. Once analysis techniques and solutions are 

developed for these types of questions, they must also be validated with real systems. 

 

VIII. SUMMARY: 

In this brief note six key research areas were highlighted. However, many other research areas are very important including: 

localization, topology control, dependability, self-calibration, self-healing, data aggregation, group management, clock 

synchronization, query processing, sensor processing and fusion under limited capacities, and testing and debugging. WSN are a 

fascinating area with great potential. The impact of this area on the world can rival the impact that the Internet has had. Exciting 

and difficult research challenges lie ahead before this becomes reality. 
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