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Abstract: Phishing is a routine method of online identity theft and virus spreading using forged web pages. For
phishing detection and prevention a new methodology is used to detect the phishing websites based on the
Anti-Phishing Image CAPTCHA using visual cryptography with dyanamically generated CAPTCHA schemes. It
generated CAPTCHA for every new transaction or any operation done which will affect the system or change the
system. Every new CAPTCHA generated the first share will be mailed to the user and the other half at the server.
When the user uploads his half to the server if it matches CAPTCHA will be shown. Every time the user will get
a new CAPTCHA and the splitting process will be done. Resulting into shares of CAPTCHA.

IndexTerms — CAPTCHA, Visual Cryptography.
I.  INTRODUCTION

Phishing is an attempt by an individual or a group to thieve personal confidential information such as
passwords, credit card information etc., from unsuspecting victims for identity theft, financial gain and other
fraudulent activities. In this paper we have proposed a new approach named as "A Novel Anti-phishing
framework based on visual cryptography" to solve the problem of phishing.

Here an image based authentication using Visual Cryptography (VC) is used. The use of visual cryptography
is explored to preserve the privacy of image CAPTCHA by decomposing the original image CAPTCHA into
two shares that are stored in separate database servers such that the original image .CAPTCHA can be revealed
only when both are simultaneously available.

Il.  PROPOSED SYSTEM

The concept of image processing and an improved visual cryptography is used. Image processing is a
technique of processing an input image and to get the output as either improved form of the same image and/or
characteristics of the input image. In Visual Cryptography (VC) an image is decomposed into shares and in
order to reveal the original image appropriate number of shares should be combined.

VCS is a cryptographic technique that allows for the encryption of visual information such that decryption
can be performed using the human visual system. We can achieve this by one of the following access structure
schemes.

1. (2, 2)- Threshold VCS scheme- This is a simplest threshold scheme that takes a secret message and encrypts
it in two different shares that reveal the secret image when they are overlaid.

2. (n, n) -Threshold VCS scheme-This scheme encrypts the secret image to n shares such that when all n of the
shares is combined will the secret image be revealed.
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3. (k, n) Threshold VCS scheme- This scheme encrypts the secret image to n shares such that when any group
of at least k shares are overlaid the secret image will be revealed.

In the case of (2, 2) VCS, each pixel P in the original image is encrypted into two sub pixels called shares.
Figure.1 denotes the shares of a white pixel and a black pixel. Note that the choice of shares for a white and
black pixel is randomly determined (there are two choices available for each pixel). Neither share provides any
clue about the original pixel since different pixels in the secret image will be encrypted using independent
random choices. When the two shares are superimposed, the value of the original pixel P can be determined. If
P is a black pixel, we get two black sub pixels; if it is a white pixel, we get one black sub pixel and one white
sub pixel.

Advantages of Proposed System:

For phishing detection and prevention, we are proposing a new methodology to detect the phishing website.
Our methodology is based on the Anti-Phishing Image Captcha validation scheme using visual cryptography. It
prevents password and other confidential information from the phishing websites.

The proposed system is based on the CAPTCHA. A random number session key (CAPTCHA) is
generated by the system and user has to store it for further reference during the login. The CAPTCHA consists of
three random characters which are required during the login stage. Proposed system architecture is shown in
Figure 3.1.

The proposed system consists of three modules:
« User Registration
« CAPTCHA
» Login
The proposed authentication system works as follows:

User registration phase includes the registering the users to the system. For registering to the system user
have to click on the “new user registration” button. It will display a registration form. For registration the users
have to first enter his username and the other relevant data that is given in the registration form. The username
must be unique to the system. The system will check whether the username is already existing in the database or
not. He will also have to set a password which is alphanumeric in nature and.should be strong enough. The details
of the user obtained from the registration form are stored in the database. After filling the registration form
successfully, the user enters to the “CAPTCHA” module.

CAPTCHA will be generated which the user has to enter to valid his authenticity. This CAPTCHA is to be
remembered for future reference. Finally click on the “Finish” button to complete the registration phase.

For authentication (Login) the user first enters his unique user id (username) and his alphanumeric password.
Then click on the “Next” button. click on “Next” button the CAPTCHA key has to be entered in the box as the
final step of authentication. If the CAPTCHA key are correct then user can successfully logon to the system

2.1 System Block Diagram:
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Figure 3.1 System Block Diagram
I11.  APPLICATIONS

The following are the applications of the project:
4.1. Military :

It is useful for military because whichever the confidencial data they are sending to there user should be
safe . It should not be leaked .

4.2. Banking :
It will also be used for secure transaction of money and the useful data such as OTP, bank details of the
customer.
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V. CONCLUSION

Thus we propose to develop a two-way encryption based for phishing detection and prevention, we are
proposing a new methodology to detect the phishing website. Our methodology is based on the Anti-Phishing
Image CAPTCHA validation scheme using visual cryptography. It prevents password and other confidential
information from the phishing websites.

Important issues will be resolved such as Security, and authentication will be addressed and resolved.The
proposed system has been designed to improve performance and efficiency of existing system. It is the
application that has increased the capability of existing system.
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