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Abstract: XML format applied in system configuration, custom settings, web service and software metadata etc., Confidential
XML data required to protect by encryption. RSA is a proven asymmetric encryption algorithm. Asymmetric encryption uses
separate keys for encryption and decryption. Encrypting entire XML document leads performance degradation. Balancing
between performance and security is a key parameter. Encrypting confidential data and other node value save as original format.
This approach improves the searching performance.
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. INTRODUCTION

Data to be secured when transferred over unreliable network [3], making data security a major concern in the digital world.
Securing confidential data is from intruders is critical. Encryption address the security concerned of confidential data.

Encrypting entire XML file drastically degrades the performance. They needs to decrypt for every query processing entire data.
Element-wise encryption used in XML data. Decrypt every encrypted elements leads performance degradation.

This paper proposes a balancing between performance and security. Storing confidential data element in encrypted format and non-
confidential stored as plain text. The file has indexed and encrypted confidential data, rest will be stored as plain text. This system
improves query performance in the encrypted XML.

The source data, index XML and web service hosted in the cloud environment. It improves the performance of huge XML files. The
following definition and terms are used in this paper. In Encryption is the process of converting normal message (plaintext) into
meaningless message (Ciphertext). It is a process of converting normal data into an unreadable form. It helps you to avoid any
unauthorized access to data. In Decryption is the process of converting meaningless message (Ciphertext) into its original form
(Plaintext). It is a method of converting the unreadable/coded data into its original form. In symmetric encryption, there is only one
key, and all communicating parties use the same key for encryption and decryption. In asymmetric, or public key, encryption, there
are two keys: one key is used for encryption, and a different key is used for decryption.

In Extensible Markup Language (XML) is a markup language that defines a set of rules for encoding documents in a format that
is both human-readable and machine-readable. In XML Encryption specifies a process for encrypting data and representing the
result in XML. In the XML Security standards define XML vocabularies and processing rules in order to meet security
requirements.

The RSA public key cryptosystem was invented by R. Rivest, A. Shamir and L. Adleman. The RSA cryptosystem is based on the
dramatic difference between the ease of finding large primes and the difficulty of factoring the product of two large prime numbers.

1. Organization of this research paper

This research paper is arranged as follows. Section Il explains the related works. Section 111 provides the XML source and XML
index file. Section IV shows architecture of the proposed searching technique and its algorithmic steps, Section V elaborates
experimental study and result, and finally section VI Presents the conclusion and future work.

I1l. RELATED WORK

Encryption of an entire file, which is not desirable XML files. XML follows element based structure to store information [7].
Encrypt confidential data using RSA algorithm and leave rest of the element. Mathematical attack is possible because of factoring
two prime numbers and brute force attack can be done by trying possible private keys [6]. Choosing large RSA keys are typically
1024 to 2048 bits long is impossible to break. Our solution makes use of index tables to allow for fast keyword and location queries

[5].

Decrypting every instance of the encrypted element significantly reduces the performance of the XQuery [3]. Maintaining a
separate index XML file along with unique-ID in plain text format improves the performance. The index file will be smaller than
the original XML file.
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Ravi Chandra Jammalamadaka, et al [9]this paper proposes techniques to query encrypted XMLdocuments..1) primitives using
which a client can specify the sensitiveparts of the XML documents; 2) mechanisms to mapthe XML documents to encrypted
representations that hides sensitive portions of the documents; and 3. techniques torun SPJ (Selection-projection-join) queries
over encrypted XML documents.

RA. K. Saravanaguru, et al[10] aimed to evaluate the importance of XML Signature and XML Encryption for WS-Security. In
today’s e-business scenario, organizations are investing a huge amount of their resources in Web Services.

Hoi Ting Poon, et al[11] investigate the problem of processing a large amount of encrypted documents in XML-like formats
where a user may wish to search or compute based on certain elements in the XML tree. Our solution makes use of index tables to
allow for fast keyword and location queries.

Gu Yue-sheng, et al[12] formulates the XML signature and encryption as the core of web services security technology, and
describes how to create and verify XML signature, how to encrypt and decrypt XML data. The application of XML signature and
encryption in the Web services ecurity is illustrated.

Nithin N and Harshitha.K.S. , et al[13] this paper involve that The encryption machine takes the key Value and the input file
(XML file) and generate the encrypted text using Symmetric algorithm (Caesar cipher and Vigenere cipher).The decryption
Machine takes the encrypted file and key Value to generate the original XML file.

M. Preetha et al[14] this paper analysis Cryptography is a first abstraction to separate specific algorithms from generic
cryptographic processes in order to eliminate compatibility and upgradeability problems. The core idea is enhance the security of
RSA algorithm. In this dissertation public key algorithm RSA and enhanced RSA are compared analysis is made on time based on
execution time.

IV. XML DATA

In Fig. 1. <PaymentDetails> node has online transaction details. The child nodes are classified two categories. <Payment>,
<MerchantID>, <CustomerID>, <SalesID>, <SalesID>, <SalesValue> elements are not contains sensitive information.
Encrypting entire document leads processing overhead. This data do not required to protect. <CardNo>, <Name>,
<ExpiryMonth>, <ExpiryYear> and <CVV> elements contains payment details. Financial details are confidential. These
category elements encrypted and index file generated for searching.

a. XML data as a plain text

The XML data contains financial payment data. It contains Merchant, Customer and payment details in the plain format.

<PaymentDetails>
<Payment>

<PaymentID>648734434</PaymentID>
<MerchantlD>53485763</MerchantID>
<CustomerID>64645434</CustomerID>
<Sales|D>201645834932</SalesID>
<IssueBy>SBI Cards</IssueBy>
<CardN0>5241826452643485</CardNo>

<Name>Sankar V</Name>

<ExpiryMonth>09</ExpiryMonth>

<ExpiryYear>2022</ExpiryYear>

<CVV>3254</CVV>

<SalesValue>7850</SalesValue>

<Currency>INR</Currency>
</Payment>

<Payment>
<PaymentID>648734435</PaymentID>
<Merchant|D>53485763</MerchantID>
<CustomerID>64535325</Customer|D>
<SalesID>201645834933</SalesID>
<IssueBy>ICICI Cards</IssueBy>
<CardN0>5241114111786164</CardNo>
<Name>Zayaraz G</Name>
<ExpiryMonth>05</ExpiryMonth>
<ExpiryYear>2025</ExpiryYear>
<CVV>3211</CVV>
<SalesValue>22500</SalesValue>
<Currency>INR</Currency>
</Payment>

</PaymentDetails>
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Fig. 1. Payment
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n = p*q where p and g are larger prime number, at least 1024 bits length.

¢ = (p-1)*(g-1) where ¢ is the product of p-1 and g-1.

e =1 <e < @ where e value is between 1 and ¢

gcd(e, ©) = 1 where d is the greatest common divisor of e and .

d =1 <d < where d value is between 1 and ¢

publ

ic key=(n, e)

private key = (d, p, q)

Fig. 2. RSA asymmetric encryption
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XML data encrypted by using public key n and e. Decryption parameters d, p, q and ¢ values are kept confidential. Encrypt all
nodes in the XML file.

<PaymentDetails>
<Payment>
<Encrypt>
<PaymentID>Encrypted Data</Payment|D>
<MerchantID>Encrypted Data</Merchant|D>
<CustomerID>Encrypted Data</CustomerID>
<SalesID> Encrypted Data</Sales|D>
<lssueBy>Encrypted Data</IssueBy>
<CardNo>Encrypted Data</CardNo>
<Name>Encrypted Data</Name>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CVV>Encrypted Data</CVV>
<SalesValue>Encrypted Data</SalesValue>
<Currency>Encrypted Data</Currency>
</Encrypt>
</Payment>
<Payment>
<Encrypt>
<PaymentID>Encrypted Data</PaymentI|D>
<MerchantID>Encrypted Data</MerchantID>
<CustomerID>Encrypted Data</CustomerI|D>
<SalesID> Encrypted Data</Sales|D>
<lssueBy>Encrypted Data</IssueBy>
<CardNo>Encrypted Data</CardNo>
<Name>Encrypted Data</Name>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CVV>Encrypted Data</CVV>
<SalesValue>Encrypted Data</SalesValue>
<Currency>Encrypted Data</Currency>
</Encrypt>
</Payment>

</PaymentDetails>
Fig. 3. Encrypted payment data in XML format

Encrypting entire XML data increases processing time of reading, writing and modification function. The <Payment>,
<MerchantID>, <CustomerlD>, <SalesID>, <SalesID>, <SalesValue> and <Currency> elements does not contain sensitive
details. The Credit/Debit card details are should not access by unauthorized person.

c. Partially encrypted XML data

To improve the performance of encrypted confidential data, partially encrypt. The confidential data contains in <CardNo>,
<Name>, <ExpiryMonth>, <ExpiryYear> and <CVV> elements. The elements are Partially encrypted payment data in XML
format and stored into Fig.4.

<PaymentDetails>
<Payment>

<PaymentID>648734434</PaymentID>

<Merchant|D>53485763</MerchantID>

<CustomerID>64645434</Customer|D>

<SalesID> 201645834932</SalesID>

<lssueBy>SBI Cards</IssueBy>

<Encrypt>
<CardNo>Encrypted Data</CardNo>
<Name>Encrypted Data</Name>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CVV>Encrypted Data</CVV>

</Encrypt>

<SalesValue>7850</SalesValue>

<Currency>INR</Currency>
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</Payment>
<Payment>
<PaymentID>648734435</PaymentID>
<Merchant|D>53485763</Merchant|D>
<CustomerID>64535325</CustomerID>
<SalesID> 201645834933</SalesID>
<IssueBy>ICICI Banks</IssueBy>
<Encrypt>
<CardNo>Encrypted Data</CardNo>
<Name>Encrypted Data</Name>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CVV>Encrypted Data</CVV>
</Encrypt>
<SalesValue>22500</SalesValue>
<Currency>INR</Currency>
</Payment>

</PaymentDetails>

Fig. 4. Partially encrypted payment data in XML format

XML
File Size

SMB 1.47214 | 0.6237
10MB 3.18176 | 1.4458
20MB 6.15154 | 2.7507
30MB 9.69158 | 4.2689
40MB | 12.68114 | 5.7187
S0MB | 15.52046 | 7.0093
60MB | 18.95136 | 8.5688
70MB | 21.81354 | 9.9607
80MB | 25.26228 | 11.4374
90MB | 27.85696 | 12.6168
100MB | 31.51886 | 14.2813

Fig. 3 Fig. 4

d. Partially encrypted XML data

Time Comparison

Nl 2 2 2 2 N N Nl N N 2
EU P P O O A g

)
< $

Fig. 3 Fig. 4

To reduce performance overhead, creating single index file Fig. 4. The index files has confidential N number of elements. Each
elements corresponding <PaymentID>, stored as index key. <PaymentID> is unique to the all transaction node.

<PaymentDetails>
<Payment>

<CaPayment|D>648734434</CaPaymentI|D>
<CardNo>Encrypted Data</CardNo>
<NaPaymentlD>648734437</NaPaymentID>
<Name>Encrypted Data</Name>
<EmPaymentID>648734454</EmPaymentID>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<EyPayment|D>648734476</EyPaymentID>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CvPaymentID>648734454</CvPaymentID>
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<CVV>Encrypted Data</CVV>

</Payment>

<Payment>
<CaPayment|D>648734435</CaPaymentID>
<CardNo>Encrypted Data</CardNo>
<NaPaymentlD>648734443</NaPaymentID>
<Name>Encrypted Data</Name>
<EmPayment|D>648734422</EmPayment|D>
<ExpiryMonth>Encrypted Data</ExpiryMonth>
<EyPayment|D>648735433</EyPaymentID>
<ExpiryYear>Encrypted Data</ExpiryYear>
<CvPaymentID>648733543</CvPaymentID>
<CVV>Encrypted Data</CVV>

</Payment>

</PaymentDetails>

Fig. 5. Indexed encrypted payment data in XML format
The Fig. 4 is an indexed file, which contains confidential data in encrypted form and paymentID as plain text.

e. Searching in XML

Algorithm 1 Searching encrypted and plain text
1: Input: {{elementl,keyl},0pl,...{elementN,keyN}}
2: Output: {List of nodes}
3: foreach({element,searchkey} «— search) do
if element data is plaintext then
result « Search(sourceFile)
else
result < Search(indexFile)
end if
result. Append(result)
10: end for
11: if (result node satisfies operators) then
12: Display Nodes
13: end if
14: end

Fig. 5. Searching encrypted and plain text

The Fig. 4. XML parent node and element tags are not encrypted the data inside the elements. This approach reduce the amount of
encryption and decryption. It improves the performance marginally.

Case 1: The search key element is non-confidential. Search type is exact keyword search or wildcard search. The search algorithm
find the PaymentID in the source XML. Because the data stored as plain text. Encryption or decryption overhead will be is
eliminated.

Case 2: The search key elements are confidential. Search type is exact keyword. The search key will encrypted and search
algorithm find the PaymentID in the indexed XML. Comparing encrypted key against encrypted data in the index file. Decryption
of each element in the index file is not required. This approach improves the efficiency.

Case 3: The search key elements are confidential. Search type is wildcard string. The data from indexed XML will decrypted and
search algorithm find the PaymentID in the indexed XML. Comparing key against decrypted data in the index file. Decryption
each element in the index file is unavoidable.

Algorithm 2 Searching text in the XML file

1: Input: xpath, Searchkey
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: Output: Node index

: nodesList < selectNodes(xpath)

: midIndex « 0

: maxIndex < Count(nodesList)

. if Searchkey <> wildcard then

: Searchkey « Encrypt(Searchkey)

send if

while (midindex <= maxIndex)
midIndex < (midIndex + maxIndex) /2
dataNode «— nodesList[midIndex]

10: if Searchkey is wildcard then

11: dataNode < Decrypt(dataNode)

12:  end if

13: if Searchkey = dataNode then

14: return paymentiD

15: else if Searchkey < dataNode then

N

16: maxIndex < midIndex -1

17:  else if Searchkey > dataNode then
18: midindex « midIndex +1

19:  endif

20: end while

21: end

Fig. 6. Searching algorithm

Step 1 — Select nodes from Fig. for given xpath

nodesList « SelectNodes(xpath)
Step 2 — Encrypt search key

encrptSearchKey < encrypt(Searchkey)
Step 3 — Using binary search, elements in the Fig. 4.

Step 4 — If elements found in the list, returns unique paymentiD

Step 5 — if search returns null, returns -1.

V. EXPERIMENTAL STUDY

The XML searching algorithm implemented in the Visual Sudio 2015 and C# program. The data indexed and encrypted by RSA.
An XML file size is from 5 MB to 100MB. This experiment tested on i7 2.5GHz Quad core Intel processor-and 16GB RAM,
running on Windows 10 and 64-bit architecture.
The data stored in the Fig. 4 encrypted partially and ID encrypted in the Fig. 4. Table 1 time calculated for decryption and
searching the proposed technique.

Table 1. Proposed algorithm

XML Existing
File Size | Proposed Algorithm | Algorithm
5MB 0.2162 0.6237
10MB 0.5169 1.4458
20MB 0.8439 2.7507
30MB 1.3951 4.2689
40MB 1.8345 5.7187
50MB 2.3332 7.0093
60MB 2.7439 8.5688
70MB 3.2552 9.9607
80MB 3.6690 11.4374
90MB 4.1998 12.6168
100MB 45731 14.2813

We tested from 5MB XML and 100MB files Fig. 2 and Fig. 4. Test data contains simple and complex query and collected
average test result.
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TIME COMPARISON

Proposed Algorithm Existing Algorithm

SMB 10MEBE 20MB 30MB 40MBS50OMB 60ME 70ME BOMB 30MB100OMB

Fig. 7. Comparison between conventional and proposed system from 5 MB to 100 MB file.

Overall Study

Proposed Algorithm Existing Algorithm

Fig. 8. Overall comparison between existing and proposed algorithm.

Algorithml ran 54% faster than fully encrypted XML file, shown in Fig. 7. The time were calculate by proposed partially
encrypted index XML. Handling Fig. 2. Data by Fig. 4. Improves efficiency.

V1. CONCLUSION AND FUTURE WORK

The partially encrypted document in XML indexed file with a low computational, communication and-storage cost. Create a
partially encrypted XML data with encrypted ID improves efficiency. Our solution minimize the number decrypted elements in
the XML. The proposed algorithm reduces computational cost and network traffic. Choose larger prime pair to secure the
encrypted data. Otherwise powerful computing hardware with efficient logic can break the encryption. We proposed to implement
the technique in cloud platform to increase security and performance.
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