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Abstract

The adaption of the Internet of Things has enabled people
to bridge actual objects to the Internet and make people's
lifestyles easier. Hackers are familiar with these real-world
devices, which make users nervous rather than easy to live.
Smart cars are one of the techniques that facilitate our
lifestyles, but when an assailant utilizes its flaws, the drivers,
as well as the public surrounding us, can suffer seriously.
There have been incidents in past years that attackers have
targeted Autonomous Vehicles (AVs) that have provided the
car full power or network jamming, resulting in loss of
knowledge. In this article, we introduce the analysis of a
DDosS assault on a network of intelligent autonomous cars in a
simulated world. By using our proposed system able to detect
the attack in the network to prevent the network issue.

Keywords: Autonomous Vehicles, Cybersecurity, DDoS,
Attack Simulation.

I. INTRODUCTION

Most cars of this age have the potential to be
intelligent like intercom with other vehicles, infrastructure
connectivity, GPS, sensor-driven decision-making, and so on
[1]. The independent vehicle is driver-free and can decide on
its own based on multiple sources of data (with next to no
human input) and escape dangers that do not occur in the
immediate vicinity by the occupants or other cars. These
vehicles collect data for the driving model that allows crucial
motor choices from countless detectors, the Internet, road
networks, GPS, and others. Communication is an integral part
here, as smart cars provide major information from other
smart companies such as smart cars and roadside networks.
The VANET (Vehicle Adhoc NETworks) that provides V2V
(Vehicles-2-Vehicles) and V2I (Vehicles-2 infrastructure) for
communication are used to communicate with other smart
organizations. Protocols are based on the DSRC(Dedicated
Short-Range Communications System) [3] which provides
small-range communication at faster speeds through the
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WAVE(Wireless Access in Vehicular networks). Due to the
high-speed mobility of cars, the importance of this capacity is
enormous. The high-speed connectivity assists in reducing
slow down that can result in serious effects. VANET has been
developed to ensure fast, convenient, and safe passengers ride.

In AV the systems can be widely divided into two
parts: protection and non-safety [7].

Safety applications shall provide rider protection
information on lane voyages, such as car crashes, whereas
systems with non-safety ought toinclude data such as
forward-looking traffic, weather, parking assistance, etc. In
addition to being correct and precise; safety information must
also be communicated to the passenger in a timely and secure
manner, as it is crucial for,the human life of the passenger[4].
Network connectivity is thus necessary and it can be
deleterious except with a slight delay. In general, hackers
initiate a DDoS attack with spamming or resource overriding
on the AV [2]. Due to an intruder or multiple distributed
attackers, such unavailability will lead to a DDoS attack on the
network [9].

As cars get smarter, scientists need to prevent cyber
attacks. In the experiment conducted, the network is jammed,
and receiving nodes lose messages from the benign host as the
period reduces and the number of jammers increases.

DDoS, Eavesdropping, Man-in-the-center are a part
of the major frequent forms of cyber threats. As in our work,
we will be focusing on a DDoS assault to jam the autonomous
AV contact channel [11].

Attacking DoS/DDoS: A variety of communication
devices designed to acquire and exchange information
required for secure navigation and conduct would be equipped
for autonomous cars [11]. These systems can provide vehicle-
to-satellite and vehicle-to-vehicle, vehicle-to-internet, and
other communications. Contact also takes place via the
‘controller area network' within the car itself. Disruption of
any of these communication methods can degrade the car's
ability to function properly [12].
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In our work, we are going to maintain a table that is
going to stores the position of each & every node so that we
have an entry of each node registered with us to reduce
unauthorized access to secure the system from malicious
activity.

The DDoS (Distributed Denial of Service)
Simulation will be used in this post. The history study on AVs
is addressed in section I.A. The related work done on
cyberattacks on intelligent cars in Section Il is defined.
Section Il provides a summary of the study deficit, and
Section IV describes the proposed experimentation. The end
of section V and some of the forthcoming work in this area are
discussed.

Il. RELATED WORK

With the introduction of technology, its advantages
and new problems are for the consumer. Innovations have
been studied until they were an unavoidable portion of our
lifestyle [12]. Intelligent cars aren't any exception, with 78
percent having problems with intelligent cars before 2016 in
their daily life. However, when people see their friends and
families using it, this statistic declines dramatically. During
the construction of a smart car that depends on knowledge
exchanged by other cars, multiple considerations need to be
addressed. The latest hacking done by ethical hackers at Jeep
Cherokee on a highway in 2015, caused more confusion for
the people when all major automakers started improving their
algorithms.

There are also unanswered questions, such as what
about when the intelligent car does not respond although not
compromised, or a certain assailant spreads the wrong data,
which can lead to devastating accidents. Although it was an
experiment, it opened up the user's room for skepticism. The
other factor which was brought on by technology as cyber
threats were carried out was which party is liable [13]. A
variety of regulatory actors such as conventional OEM
suppliers, mobility  providers, public  authorities,
manufacturing bodies, or customers themselves are concerned.
The journal article by a leading advisory company, KPMG,
provides some suggestions about how the threat is mitigated.

These are the factors mentioned in their report:

1. Organization leadership, and governance.

2. Risk management and compliance.

3. Secure product development.

4. Threat management and incident response.

5. Cybersecurity training and education

6. Industry collaboration and sharing

The standards explain automation levels. The criteria are
established. The level of automation is between 0 and 5.Level
0 includes all cars that were entirely manufactured by Porsche
from 1967 to the most recent car developed in 2018. Level 1
autonomy allows the vehicle to choose between steering,
braking, or acceleration in a restricted area, the advanced
driver assistance system (ADAS) mounted inside the car.
Level 2 automation involves both steering and acceleration
management. ADAS control. The human driver must,

however, still be very patient. Level 2 examples include Audi
Traffic Jam Support, Cadillac Super Cruise, Tesla Autopilot,
and many more. Both facets of a driving vehicle are carried
out by level 3 automatically, but once ADAS asks, the human
driver is responsible for the checks. The human driver must
also be careful. In 'Audi Traffic Jam Pilot' the level 3
automation is available. The next automation stage helps cars
to execute all functions and track the environment; no care is
expected by the human driver [11]. While ADAS will carry
out all the work in the last stage of automation, human beings
are just passengers. At level 5, the user has to feed the address
to GPS, and without requiring additional assistance or
information from the user, the car is immediately taken to its
destination. Automotive businesses have so far sought to reach
level 3. Tesla says it is level 3 but the Tesla reviews are
automated level 2. Illustration 1. The cyber-attack Smart Car
Gateways shows some potential access points to cyberattacks
on an intelligent automobile [8]. The machine becomes more
vulnerable to exploitation by the attackers as the level of
automation is increasing.
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Figure 1. Smart car gateways for cyberattacks

Intelligent cars can communicate across the network,
making them susceptible to cyber-attack. The assault will
occur if the car is stagnant or moves to its destination. The car
itself brings the owner down to an empty street and stops and
is better than taking a person home from work. The car itself
takes a desert street. An assault may be fatal while the car is
moving. In general, cyberattacks are categorized into two
groups. First, the software attack which enables the program to
read or change its actual sensors is done using hardware with
the Electronics Control Unit (ECU) [9]. The second type of
classification takes place on software. An early autonomous
Uber vehicle failed in May 2018 and resulted in a deadly
accident in Arizona. An elderly lady was killed when a
pedestrian crossed the lane, which Uber was unable to
distinguish. After the incident, internet sources indicated that
the program had failed [10][12], while others reported a
malfunction in the hardware [13][14][15]. [14]. In all cases,
the underlying principle that should be taken into account can
be altered, modified, postponed, or jammed in response by
beginning a cyberattack, both hardware, and software. DDoS
is a cyber threat that could be launched if the hacker accesses
either of the ECUs of an intelligent vehicle [12]. The
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availability of critical components onboard affects. Ideally, the
VANET should have a built-in cyber-attack mitigation
mechanism, but before then no one claimed to have an
intrusion-resistant ~ fully  designed  detection  device.
Experiments in the past have been conducted using a
Simulator to build an intrusion detection system for the DDoS
attack but when nodes of the rogue (attacker) have sufficiently
increased [4], the device crashed.

Stefan Mihai et al. [2], explains technical advances
leading to a wired, mobile, cooperative transport system. They
discuss the most important safety consequences of VANETS
which provide a thorough analysis of existing possible
methods for keeping vehicle network communications private,
stable, which is confidential. However, mass acceptance
depends on closing the gap in terms of both secure automobile
accessibility and road networks for the remaining open
problems. The author also explains the need for coherent
methods and governance to ensure flexibility and reliability
while upholding appropriate levels of security and privacy.
Network security also needs to be strengthened to ensure the
safe delivery of the information.

Fabio Gonc Ives et al. [3], This paper includes a
detailed SLR on the usage of VANET Smart IDs. Ns-2 with
SUMO is the most common network-traffic-simulator
combination employed in the studies. As for the most common
ML algorithm, it appears that NN (its various variants) is the
one chosen. For each analysis, the required datasets are
usually generated, either from the simulation or the trace file
of the network simulator. One of the SLR's purposes was to
identify highly credible and publicly accessible datasets.
Unfortunately, this does not appear to have been possible.
Study assessment shows that most of them don't specifically
define how their databases and attacks are being developed.
Furthermore, neither of them is making their databases freely
accessible for peer analysis. Any of them use freely accessible,
commonly reputed databases, such as the Kyoto dataset and
the NSL-KDD. They also describe the is engineering as an
infrastructure for intelligent identification of attacks. One
purpose of this work should be to create large enough datasets
to allow the successful training of ML algorithms. Also, a
thorough description should be made of how the dataset,
attacks, and daily messages were created. Furthermore, this
must be made openly accessible for peer review.

The author explaining machine learning (ML),
Mohammad Asif Hossain et al. [4], which is one of the fastest
developing computational methods, is widely used to resolve
critical problems in many fields. Ad hoc vehicle network also
referred to as VANET is projected to play a critical role in
lowering congestion and road traffic accidents. To guarantee
this place an enormous data volume should be exchanged.
Present connectivity assigned to VANET is therefore
insufficient to accommodate such large volumes of data.
Hence VANET goes through a problem of scarcity in the
spectrum. Cognitive radio i.e. CR is a potential answer for
solving issues of this type. VANET based on CR or CR-
VANET could attain many steps for performance

improvement including connectivity with low latency and
ultra-reliability. ML approaches can also be combined with
CR-VANET to make CR-VANET very intelligent, to attain
accelerated adaptability to environmental conditions, and to
increase service efficiency in an energy-efficient manner.
They provide a summary of CR, VANET, CR-VANET, and
ML including their architecture, features, problems, and issues
that are open. The specification and roles of methods of ML
methods were evaluated in scenarios of CR-VANET. It also
offers information on the use of ML in automated or driverless
vehicles. They also define the implementations and latest
advances of methods in ML discussed in different areas of
CRVANETS, such as routing, spectrum sensing, security, and
resource utilization. ML's functions have been extended to
mitigate traffic congestion and road collisions, and many
aspects of ML usage of AVs have been identified. Using tools
of ML to leverage the rewards of being researched because
those fields are only in the early stages. He discussed some of
these scopes in his thesis, unresolved questions, and future
trends in the field.

WANG TONG et al. [5], In this article, the author
deals not only with the design, components, and operations of
SDN-based VANETS but also with how SDN-based VANETS
allow better communication than traditional VANETs. By
handling the network as a whole from a single remote
controller it allows us to reduce the total network load. In
addition, SDN controllers can track security threats. In this
article, they emphasized that this modern vehicle technology
aids a great deal in tracking and managing the whole
transportation networks that had been problematic before.

At first, the handheld module with versatility and
wireless card to connect without a physical medium was
developed in our proposed scheme. We also developed and
deployed several more mobile vehicles using the proposed
terminology, each of which

I11. Proposed Work:

In refers to the previously developed module. The
mobility speed, direction, and duration of message and
interval of each vehicle by which the modules are
communicating. At first, we found that there was almost no
error and delay in the packet when the simulation was
initialized. They also had a few significant network
improvements, including adjustments in message length,
period, and several nodes [12].
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Figure 2: Flow of proposed work

The collaborative framework is conceptually
composed of three essential elements, a detection engine that
is local to the system, a collaborative ML engine, and a pre-
processing engine that preserves privacy. The collection and
pre-processing of data from the VANET framework take place
in the pre-processing engine which determines the activities of
the vehicle system in real-time and help to secure from

unauthorized access.
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Figure 03: Architecture of Proposed IDS System using ML

3.1 Mathematical Model:

To provide a mathematical model of our suggested
AV scheme, hear uses the different parameters. With this we
can secure the AV communication with maximum throughput,
Accuracy & minimum packet drop probabilities:

a(s,ntrd=t.c(sntr.d)

where,

s: source node (Vehicle)

d: destination node (Vehicle)

n : total number of node in network

1: range of particular network in which node
to node communication can be possible

a:  Resultant malicious node detection
parameter,

c: Cooperative malicious node detection
scheme,

t: Improvisation factor that is based on
probability t = (P'*d + pmebilityy /> where P is
probability

load: total number of nodes which perform
communication between node to node.
Mobility: Movement of node or speed of

node in particular network

By using the above model, we are trying to find the
misbehaving activity in-network with proper or secure
communication between the AV.

IV. Result & Discussion:

The assault on a DDoS is an effort to make a website
or online service unavailable by overloading it from various
outlets with large traffic flows [13].

Unlike a Denial of Service (DoS) attack, which uses
a computer and an Internet connection to inundate a single
resource with packets, a DDoS attack uses several computers
and Internet connections frequently distributed worldwide by a
botnet. A massive volumetric DDoS attack can produce tens
of gigabits of traffic per second (and hundreds even of
Gigabits).
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Figure 4: Accuracy of the proposed model with existing
some basic approach
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Figure 05: Efficiency using CNN, SVM & Proposed
Approach

The above figure gives a detailed overview of the
proposed approach with existing it shows that it gives better
accuracy using the hybrid approach as compare to others.

V. CONCLUSION

As cars get smarter, scientists need to prevent cyber
attacks. In the experiment conducted, the network is jammed,
and receiving nodes lose messages from the benign host as the
period reduces and the number of jammers increases. The
most common forms of cyber threats are DDoS,
Eavesdropping, Man-in-the-Centre. As we introduced the AV
contact channel to our DDOS attack experiment. The
performance analysis of the proposed hybrid approach gives
better accuracy as compared to others. In the future, real-time
CAN experiments must be conducted to better assess the
effects of these cyber-attacks (Controller Area Network). Such
cybersecurity techniques are the key strategy for stopping such
penetration tests. As well we can test the working system with
other ML approaches and parameters to know the more
accurate result analysis.
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